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HORIZ —~~NSTAIR

Clean and Green Energy Solutions
www.horizonstarenergy.com

1205, Silicon Tower

88 Larch Street, Kowloon, Hong Kong
E: sales@horizonstarenergy.com

T: +85227300518

F: +85223936055

E273X1PWW-L

Power consumption - 3 Watt
Colour temp:

Warm white - 2800-3200K

natural white - 4000-4500K

pure white - 6000-6500K

Voltage : AC/DC 12V/24V

Base: E27/ E14

Material: Aluminum 6063

CRI: >70

Luminous: 200-250LM

Size: ®50*H100mm

Net weight: 88g

Amp Draw-12V- 300mA (+/- 10%)
Amp Draw-24V- 150mA (+/- 10%)

E276X1PCW-L

Power consumption - 6 Watt
Colour temp:

Warm white - 2800-3200K

natural white - 4000-4500K

pure white - 6000-6500K

Voltage : AC/DC 12V/24V

Base: E27/ E14

Material: Aluminum 6063

CRI: >70

Luminous: 500-550LM

Size: ®60*H110mm

Net weight: 142g

Amp Draw-12V- 580mA (+/- 10%)
Amp Draw-24V- 300mA (+/- 10%)
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Low Voltage CFL Light Bulbs
ES Screw fit (12v & 24v models)

These energy saving 12v & 24v DC CFL bulbs produce a
high quality flicker-free light and are available in warm
white or bright white colour temperatures.

Low voltage lighting is ideal for solar and wind powered g
systems. They can be used in a number of applications :

such as off-grid buildings, boats, caravans, vehicles and a x_‘%
wide variety of other remote lighting applications. ==

Product Features:

® New circuit design provides an extremely high number of switching cycles.

® Wide operational voltage range: 10.5v to 15v (12v) 21v to 29v (24v).

® Sophisticated pre-heat starting for long life.

® Reverse polarity & overcurrent protected.

® Manufactured in an ISO9001 facility.

® Approximate life 10,000 hrs.

® Bulb fitting : Edison Screw, ES/E27.

® Warm White : 2700k or Bright White : 6400k

® Certified to comply with CE and RoHS standards.

Specifications
Model Rated Watts Average Lumens (Im) Length x Dia. (mm)
SDC-M 5W 5W 250 112x@44
SDC-M 7W 7W 350 125x@44
SDC-M 9w 9w 510 135x@44
SDC-M 11W 11w 670 145x@44
SDC-M 15W 15w 1200 145x@80

Available From:

Energy Development Co-operative Limited

Solar Panels ® Wind Generators ® Charge Regulators ® Batteries ® Inverters ® Accessories

www.solar-wind.co.uk
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DESIGHN LEDLIGHTING

Q Labcraft

L MEGALUX (PDI)
Internal View
M High output CREE LEDs

B Very low profile design

B 85% less energy than halogen
B 90 000 hours life

B Waterproof to IP66

| | See technical specs overleaf >>>
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REVO Made in the UK

LABCRAFT IS THE LEADING EUROPEAN DESIGMER, DEVELOPER ANMD MANUFACTURER OF INNOVATIVE LOW VOLTAGE LIGHTING SOLUTIONS




@ Labcraft

DESIGN LED GHTING

L M EGALUX ¢ High output CREE LEDs - LED technology produces a clean white

light and creates a safe working environment.

*  Very low profile design - At just |4mm deep, this light can be fitted
in a multitude of applications.

¢ 85% less energy than halogen - The Megalux uses only [0V of
power to produce 850 lumens, providing a bright light for longer.

* 90 000 hours life - Designed to manage heat effectively and last
more than 90 times longer than halogen bulbs, the Megalux saves
money and improves safety.

*  Waterproof to IP66 - The unit is completely sealed and protected,
making it suitable for tough working conditions.

132

Speciﬁcation ALL DIMENSIONS HAVE A TOLERANCE OF +/-Imm
PDI_4-1 PDI_4-3
MV MV
Voltage Range VDC 10-32V 10-32V
e Average Current A 0.42 0.84
) Light Output Im 488 850
2' LED Power w 4x 1.25W 4 X 2.5W
() = Weight kg 0.15 0.15
% e Temp. Range °C -30 to +40 -30 to +40
S

LTD : THUMDERLEY BARMS : THAXTED ROAD : WIMBISH ; ESSEX : € 2UT T A44{0)1799 513434 F 44(0)1799 513437
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SMG/F

I Applicable Standards

FIAMM

I Industrial Batteries

Applications and Key Benefits
- DIN 43539T5 - deep discharge

- [EC 60896 Part 21 - VRLA methods of testing
- |EC 60896 Part 22 - VRLA requirements

- Eurobat “Long Life” - 12 years and longer

=4 Designed for front terminal Telecom application
ideal for:
- off-grid and hybrid TLC installations
- use in areas with unreliable power supply
- front terminal compact battery layout

= Tubular positive plates . FIAMM Manufacturing
Electrolyte immobilized in gel

&

+ Excellent cycling performance, - 1SO 9001 Quality Management System

also at elevated temperature - 1SO 14001 Environmental Management System
=4 Deep discharge proof - OHSAS 18001 - Workplace Safety & Health
4 15 years design life
=4 Front terminal design reduces installation

time and facilitates maintenance

I Technical Features

* For 23 inch power racks / cabinets - Tubular positive plates, pressure cast from high tin /
= Minimal gassing and fit for remote venting low calcium alloy
=4 Non-spillable - Electrolyte immobilized in gel structure

maintenance free without topping-up - Highly porous gauntlets retain the active material
#+ Non-hazardous for air/sea/rail/ road transportation - Pasted negative plates designed to have service lives

+ 100% Recyclable consistent with the positive plates

- Separators with extremely high porosity and low
internal resistance

- ABS IEC 707 FVO and UL 94 VO flame retardant
plastics (LOI greater than 28%)

- Container and lid designed for unsurpassed
mechanical strength made of thick walled plastics

- Threaded female M8 terminal posts guarantee
highest conductivity, maximum torque retention and
easy installation

- Front terminals for reduced headspace, higher
energy density and compact battery layout

- High integrity post seal design to prevent electrolyte
leakage and terminal corrosion

- Flame arrestors prevent sparks or flames from
entering the battery

- Cells equipped with one-way safety valves that open
at 5 PSl and close at 3 PSI to allow excess gas to
escape when overcharging

- < 2% self-discharge per month at 20°C
allows 6 months shelf life

- Supplied with rigid inter-cell connectors and
connector cover

- Remote venting system available for applications
which require limited gassing to be vented externally
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SMG/F

FIAMM SMG/F range

CAPACITY (AH) | SHORT CIRCUIT INTERNAL
BATTERY L Ahat 20°C CURRENT () | RESISTANCE (mohm) DIMENSIONS (mm)
VOLTAGE
TYPE 10 hrs to

W) 1.80 VPC
12SMG100/F 12 100 1500 78 126 560 270 4 Female M8

WEIGHT TERMINAL

IEC 60896-21 | IEC 60896-21 (kg) W53

Note: dimensions may have a natural tolerance of + 2mm

Discharge data at 20°C
NOMINAL DISCHARGE TIME (hours) end voltage (V)

BATTERY CAPACITY 2 3 5 10
TYPE 1.80 VPC 1.70 VPG 1.75 VPG 1.80 VPC 1.80 VPC

10 hours, 20°C | \y/cell A W/cell A Wi/cell A W/cell A W/cell
12SMG100/F 100 111 61.4 65.7 35.7 47.2 25.3 31.2 16.5 19.1 10.0

Electrical Characteristics

4 FLOAT VOLTAGE CHARGE AT 20°C: 13.5 V/bloc (2.25 V/cell)
# BOOST RECHARGE VOLTAGE: 14.1V/bloc (2.35V/cell) with maximum charge current: 0.25 x C, (A)
# FLOAT VOLTAGE TEMPERATURE COMPENSATION: -2.5 mV/°C/cell

. Dimensions ) L . LW,

/cn AT OO FeENEENAY 1

www.fiamm.com

FIAMM S.p.A.
Industrial Batteries
o= -

email:info.standby@fiamm.com

I Industrial Batteries

FIAMM reserves the right to change or revise without notice any information or detail given in this publication

SMG/F_EMEA_2011_05_18



IAM

MATERIAL SAFETY DATA SHEET

N° DIL46E11

L ] - MSDS - Environmental Management System Form
Batterie Industriali - Almisano Page 1/4
Industrial Batteries - Almisano
Tide: L EAD ACID BATTERY
1. PRODUCT AND COMPANY IDENTIFICATION
Product Name & Use: Lead acid battery for stationary applications, free electrolyte.
Company Identification:
FIAMM S.p.A.
Viale Europa, 63 | - 36075 Montecchio Maggiore (Vicenza)
Telephone (1)-0444-709311; Telex 480295 FIAMM  Fax (1)-0444-699237
Production Plant: FIAMM S.p.A.
Via Dovaro, 8 | - 36045 Almisano di Lonigo (Vicenza)
Telephone (1)-0444-725511 Fax (1)-0444-833996
2. COMPOSITION / INFORMATION ON INGREDIENTS
Component % EINECS# - CAS# Danger - | R/S Phrases EU Limits
Weight Symbol
Metallic lead and 60-70 Lead Toxic-T | R20/22 R33 R61 Lead in Air:
lead compounds 231-100-4/7439-92-1 R62 R50/53 0,15 mg/m®
Lead Monoxide S53 S45 S60 S61 Lead in Blood:
215-267-0/1317-36-8 60 pg/dl (ltaly)
70 pg/dl (EU)
Sulphuric Acid 20-30 231-639-5 Corrosive R35
solution 7664-93-9 -C S2 S26 S30 S45
Thermoplastic 6-9
Polymer

3. HAZARDS IDENTIFICATION

Danger of Explosion

A mixture of explosive gases, containing hydrogen, can be produced inside the battery during
charging. Naked flames, lit cigarettes, sparks or incandescent materials must be avoided in the
immediate vicinity of the battery. Avoid short circuits between the terminals. Use antistatic materials
when cleaning. Do not store the product in sealed container; maintain a fresh, well-ventilated
environment protected from direct sunlight and away from heat sources.

Contact Danger

The dilute sulphuric acid solution, density 1.21 - 1.30 kg/I contained in the battery is corrosive and
irritant to the eyes and skin.

Health Risks

Under normal conditions of use there is no danger, however, inside the battery are lead parts that
could be harmful if ingested or breathed-in.

4. FIRST AID MEASURES

The first aid measures described below are concerned with sulphuric acid exposure; the other
components are solid and do not present substantial risk under normal conditions of use.

a) inhalation
Inhalation is not considered to be likely for this product. Remove the patient from the contaminated
zone, to an area of fresh air. In the case of breathing difficulties seek medical advice.

b) Skin contact
Wash the effected zone immediately with copious amounts of water. Remove contaminated clothing.
If the irritation persists seek medical advice.

c) Eye Contact
Wash with copious amount of water, while keeping the eyelid open. Seek medical advice immediately

Data Emissione/Rev.:
Issue/Rev. Date

15/03/02 Indice di Revisione: 4 Data Ultima Revisione:
Revision Index Last Revision Date

Il presente Documento ¢ RISERVATO. E’ vietata la riproduzione non autorizzata da FIAMM S.p.A.
This Document is CONFIDENTIAL. Unauthorized reproduction is prohibited.

20/10/2005




FIAMM MATERIAL SAFETY DATA SHEET  |N° DIL46E11
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MSDS - Environmental Management System Form
Batterie Industriali - Almisano Page 2/4
Industrial Batteries - Almisano

Tide: | EAD ACID BATTERY

d) Swallowing
Rinse the mouth with water. Give water to drink. Do not induce vomiting. Seek medical advice
immediately.

B First aid resources for specific treatment to keep available: Eye wash bottles or emergency eye wash
fountains, Shower.

5. FIRE FIGHTING MEASURES PREVENTION

The lead batteries are weakly combustible due to their construction that includes polymeric
thermoplastic comprising 6-9% of the total weight. In instances of fire wear adequate means of
respiratory protection.

a) APPROPRIATE EXTINGUISHING MEDIA.
Use dry powder, foam extinguisher, CO2.

b) INAPPROPRIATE EXTINGUISHING MEDIA
Water, which in contact with acid can develop heat.

6. ACCIDENTAL RELEASE MEASURES

a) Personal Precautions
In the case of electrolyte leak prevent contact with skin and eyes by wearing appropriate
protective equipment. Rubber gloves, rubber boots, safety goggles/face shield and acid
resistant clothing.

b) Environmental precautions
Keep the electrolyte and possible lead powder away from drains or surface water.

c¢) Procedure for containment and collection
Neutralise with Caustic Soda or Calcium Carbonate
Contain the spill with sand, earth or other absorbent material.
Do not use Water (sulphuric acid solution can react exothermically with water).

7. HANDLING AND STORAGE

Keep away from heat sources, sparks and open flames.
Do not store the product in sealed containers; maintain a in a well ventilated area away from direct
sunlight and well away from sources of heat.

8. EXPOSURE CONTROLS / PERSONAL PROTECTION

With the exception of safety shoes, the other means of personal protection are all related to
preventing contact with electrolyte. The solid components do not represent an appreciable risk factor
(apart from voluntary or accidental ingestion of lead components).

Personal Protection:

Rubber gloves resistant to sulphuric acid. Safety Glasses (mask or visor), acid resistant
clothing, rubber boots.

9. PHYSICAL AND CHEMICAL PROPERTIES
Appearance: Solid state prismatic type

Electrolyte: Sulphuric Acid in aqueous Solution
Corrosive

Density 1.21 - 1.30 kg/|

Odourless

Non-flammable.

Data Prima Emissione: 15/03/02 Indice di Revisione: 4 Data Ultima Revisione:  2(0/10/2005

First Issue Date Revision Index Last Revision Date

Il presente Documento ¢ RISERVATO. E’ vietata la riproduzione non autorizzata da FIAMM S.p.A.
This Document is CONFIDENTIAL. Unauthorized reproduction is prohibited.
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MSDS - Environmental Management System Form
Batterie Industriali - Almisano Page 3/4
Industrial Batteries - Almisano

Title :

LEAD ACID BATTERY

10.

11.

12.

13.

14.

STABILITY AND REACTIVITY

The product is normally stable and inert.
A minute quantity of hydrogen and oxygen gas are produced when the units are left in a stable
environment, avoid open flame sources and sparks in the proximity of the product.

TOXICOLOGICAL INFORMATION

Inapplicable to the finished product 'lead acid battery', applicable to its constituents:
Sulphuric Acid:

Acute toxicity data:

- LD50(oral, rat) 2140 mg/Kg

- LCA50 (inhalation, rat) 510 mg/mc/2h

Acts intensely corrosive on skin and mucous membranes. The inhalation of mists may cause
damage to the respiratory tract.

Lead and its inorganic compounds:

Exposure to lead and its compounds may cause damage to blood, nerves (central nervous
system) and kidneys. Lead compounds are considered hazardous to reproduction (pregnant
women should be protected from excessive exposure).

ECOLOGICAL INFORMATION

The electrolyte solution reacts with water and organic substances causing damage to flora
and fauna. The Batteries also contain soluble components of lead than can be toxic to aquatic
environments.

DISPOSAL CONSIDERATIONS

Lead batteries are classified "dangerous waste" and the user is obliged by law to arrange for
their disposal or recycling. It is prohibited to abandon this type of refuse to the environment.
For additional information and to locate your nearest collection centre contact the local
consortium for the disposal of used and scrap lead containing batteries. FIAMM Batteries are
100% recyclable.

TRANSPORT INFORMATION

Land Transport (ADR/RID, U.S. DOT)

UN N°: UN2794

Classification ADR/RID: Class 8

Proper Shipping Name: BATTERIES, WET, FILLED WITH ACID electric storage
Packing Group ADR: not assigned

Label required: Corrosive

ADR/RID: New batteries are excepted from all ADR/RID (special provision 598 ADR).

Sea Transport (IMDG Code)

Classification: Class 8

UN N°: UN2794

Proper Shipping Name: BATTERIES, WET, FILLED WITH ACID electric storage
Packing Group: 1

EmS-FIRE & SPILL: F-A, S-B

Label required: Corrosive

Air Transport (IATA-DGR)

Classification: Class 8

UN N°: UN2794

Proper Shipping Name: BATTERIES, WET, FILLED WITH ACID electric storage
Packing Group: n.a.

Label required: Corrosive

Data Prima Emissione: 15/03/02 Indice di Revisione: 4 Data Ultima Revisione:  2(0/10/2005

First Issue Date Revision Index Last Revision Date

Il presente Documento ¢ RISERVATO. E’ vietata la riproduzione non autorizzata da FIAMM S.p.A.
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Tide: | EAD ACID BATTERY

15. REGULATORY INFORMATION

YOO

Explosive Gas

Symbols

16. OTHER INFORMATION

R/S Phrases (indicative since this is not directly applicable to the product, but the electrolyte

contained therein which represents the major risk of the product):

R35 Can produce severe chemical burns.

S2 Keep out of reach of Children.

S16 Keep away from sparks or naked flame - No smoking.

S26 In case of contact with eyes wash immediately with abundant quantity of water and seek
medical advice.

S30 Do not put water on the product.

S45 In case of accident or if you feel unwell, seek medical advice immediately.

Read the instructions for use contained in the guarantee/warrantee certificate.

The information contained herein is accurate to the best of our knowledge as of the date of
writing given above. The references refer only to the product indicated and do not constitute a
guarantee of quality. The user is held responsible and must ensure the maintenance and
completeness of such information with respect to the products specific final application.

Data Prima Emissione: 15/03/02 Indice di Revisione: 4 Data Ultima Revisione:  2(0/10/2005

First Issue Date Revision Index Last Revision Date

Il presente Documento ¢ RISERVATO. E’ vietata la riproduzione non autorizzata da FIAMM S.p.A.
This Document is CONFIDENTIAL. Unauthorized reproduction is prohibited.

ANAAdilA CONYANIODCNOD) Raxvr N A1 DQ/NYT/07



MainsPro

MAINS DECOUPLING RELAY

Efficient installation:

> Flexible supply voltage > Friendly interface with
and measurement range easy setting of values
> Suitable for standard > Compact design
DIN rail installation or allows installation into
panel-mount (optional) restricted spaces

LI ComAp is a member of AMPS

(The Association of Manufacturers
m of Power generating Systems).

Are you generating power
in parallel to the mains?

You will need ‘loss of
mains’ protection.

Essential to avoid supplying your
electricity into an islanded grid,
leading to possible equipment
damage or safety issues.

The solution is MainsPro, the

new microprocessor based mains
decoupling relay from ComAp, which
offers unequalled mains protection

for a wide range of mains connected
applications. These include generator
sets and renewable energy sources such
as photovoltaic plants, wind turbine and
other forms of micro cogeneration.

With MainsPro, no special knowledge
is needed for installation and no
additional units are required, making
the ideal solution for both untrained
personnel and professionals alike.
The unit is designed to fully comply
with Utilities’ connexion requirements
and statutory codes, offering a high
level of protection and safety when
working in parallel to the mains.

Reduces your costs for
installation and commissioning
workload expenses.

> Simple wiring with
detachable connectors

> Increased efficiency of
commissioning tests

> Integrated mechanical lock
to secure your setting

ComAp products meet the highest standards, with
every stage of production undertaken in accordance
with the ISO certification obtained in 1998.

G59 and the new G59/2 ¢ IEC 60255
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Protective functionality

27 Undervoltage
59 Overvoltage
81H Overfrequency
81L Underfrequency
78 Vector shift
81R Rate of change of frequency + ROCOF filter
Voltage asymmetry
a7 Positive sequence undervoltage

Negative sequence overvoltage

Phase sequence supervision

Binary switches: Ext. trip, Fault reset, Activate/
de-activate, Alternative parameters

DIN rail

MANUFACTURER:

ComAp ComAp, spol. sr.o.
Czech Republic

Phone: + 420 246 012 111
Fax: + 420 266 316 647
E-mail: info@comap.cz
www.comap.cz
www.comap.cz/protections

Technical information:

> True RMS measurement for increased

accuracy, reliable evaluation of failures

Vector Shift and Rate of change of
frequency (ROCOF) protections available in
one unit to choose the best fit to secure your site

Symmetrical components for better
detection of voltage asymmetry failures

Two stage settings of voltage and frequency
protections to cover short term as well as long
term disturbances with appropriate priority

Free assignment of 5 relay outputs allows
wide range of signaling and trip methods

4 binary switches to remotely
change operation of the unit

Adjustable time delay of Automatic fault
reset to avoid necessity of on-site personnel

Universal power supply 8-40 VDC,
85-265 VAC, 110-370 VDC

Selectable voltage range 120/230/400 VAC
with over-range to 156/290/520 VAC makes
the unit independent on application

Supports 3-phase and 1-phase applications

Last trip recorded in order to provide
the evidence of cause of trip

Door mount

LOCAL DISTRIBUTOR / PARTNER:

www.comap.cz/distributors

Customer satisfaction is our mission. We continuously develop the best people to succeed in our mission.

Features and specification are subject to change without prior notice

2010-01/CPLEMPRO
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Mains Decoupling Protection Relay

Comprehensive Guide - rev. 2

SW version 1.0, September 2010

Installation and Operation Guide
Application Guide
Reference Guide

ComAp, spol.sr.o.
Copyright © 2010 ComAp s.r.0. Kundratka 2359/17, 180 00 Praha 8, Czech Republic
Written by Tomas Jelen Tel: +420 246 012 111, Fax: +420 246 316 647
Prague, Czech Republic E-mail: info@comap.cz, www.comap.cz
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Purpose of the MainsPro manuals

Installation and Operation Guide

The Installation and Operation Guide serves for the personnel, providing installation of the MainsPro
unit. It contains wiring and setting instructions, needed for service and commissioning of the unit. It
also contains introduction of the user interface and necessary procedures to perform setting and
operating of the unit. Though MainsPro is very simple and intuitive for the operating personnel, we
recommend to keep one copy of this manual available permanently at the installation site, where
MainsPro unit is installed, to facilitate the necessary service and operation tasks.

Application Guide

The Application Guide serves for the designers and engineers, who process the necessary
documentation and implementation procedures on the installation site, where MainsPro is installed. It
contains detailed description of MainsPro functionalities and practical application of MainsPro
functionalities.

Reference Guide

The Reference Guide contains library of setpoints, inputs and outputs functionalities and technical
data for the purpose of detailed technical information. This information is referenced in the Installation
and Operation Guide and Application Guide.

MainsPro, SW version 1.0, ©ComAp — September 2010 2
MainsPro Comprehensive Gude —r2
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Mains Decoupling Protection Relay

Installation and Operation Guide - rev. 2

SW version 1.0, September 2010

Installation and Operation Guide

ComAp, spol.sr.o.
Copyright © 2010 ComAp s.r.0. Kundratka 2359/17, 180 00 Praha 8, Czech Republic
Written by Tomas Jelen Tel: +420 246 012 111, Fax: +420 246 316 647
Prague, Czech Republic E-mail: info@comap.cz, www.comap.cz
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Introduction

Congratulations to your purchase of ComAp MainsPro unit! MainsPro is a microprocessor-based
protective relay, providing a comprehensive set of protective and supplementary functionalities. The
basic protective functions are:

— Voltage

— Frequency

— Loss of mains
This covers the basic requirements for mains-decoupling (inter-tie, ,G59/2") protection, but allows also
usage in many applications where benefits of the unit’s unique functionality is needed.

Purpose of this manual

The Installation and Operation Guide serves for the personnel, providing installation of the MainsPro
unit. It contains wiring and setting instructions, needed for service and commissioning of the unit. It
also contains introduction of the user interface and necessary procedures to perform setting and
operating of the unit. Though MainsPro is very simple and intuitive for the operating personnel, we
recommend keeping one copy of this manual available permanently at the installation site, where
MainsPro unit is installed, to facilitate the necessary service and operation tasks.

Conformity declaration

Following described machine complies with the appropriate basic safety and health

requirement of the EC Low Voltage Directive No: 73/23 / EEC and EC
Electromagnetic Compatibility Directive 89/336 / EEC based on its design and type,

as brought into circulation by us.

Warnings

Be aware that the relay outputs can change state during and after the unit
setting (before the unit is used again ensure that the proper setting is done)!!!

Be aware that the devices connected to binary outputs of the unit may operate
upon disconnection of power supply, measurement inputs and/or binary
inputs!!!

If the device is used in other way then stated by the manufacturer, the
protection provided by the device may be corupted.

I CAUTION !
Dangerous voltage

In no case touch the terminals of voltage measurement!

Adjust set points

All setpoints are pre-adjusted to their typical values. Before putting into operation, the setpoints must
be checked and/or adjusted to the required values.

Installation may be done by qualified personnel only.
To avoid personal injury do not perform any action not specified in this guide!!!

MainsPro, SW version 1.0T1, ©ComAp — September 2010 1-3
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Note:

ComAp believes that all information provided herein is correct and reliable and reserves the right to
update at any time. ComAp does not assume any responsibility for its use unless otherwise expressly
undertaken.
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Installation data

Dimensions

MainsPro Pomap

96 mm

OO

0.0,
OO

158 mm

N
N v

A
£
€
<
£
£
[o0]
O
— — Y
List of terminals
BIC Binary switches — COM terminal
Bl1 External trip binary switch
BI2 Remote Fault reset binary switch
BI3 Alternative settings binary switch
Bl4 Disable binary switch
UAlto 3 First set of voltage measurement terminals (Ua).
Terminals UAL and UAZ2 are internally
interconnected
MainsPro, SW version 1.0T1, ©ComAp — September 2010 1-5
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UB1to 3 Second set of voltage measurement terminals (Ub).
Terminals UB1 and UB2 are internally
interconnected

UClto3 Third set of voltage measurement terminals (Uc).
Terminals UC1 and UC2 are internally
interconnected

11,21, 31,41,51 RE1-5 relay contact — common

12,22, 32, 42,52 REZ1-5 relay contact — normally closed (during fault-
free conditions maintained in open position)

14,24, 34, 44, 54 REZ1-5 relay contact — normally open (during fault-
free conditions maintained in closed position)

L/+ Power supply — high range 85-265 VAC / 110 — 370
VDC.

+ Power supply — low range 8 — 40 VDC. Connect +
pole to this terminal.

N/- Common terminal for power supply. In case of DC

supply, connect — pole to this terminal.

Wiring

“Wye” connection

If used for rated voltage 230 VAC ph-ground, set the setpoint Basic: Uin is to 230/400V, for systems
with rated voltage 120VAC ph-ground, set the setpoint Basic: Uin is to 120V. No additional setting is
necessary for indication of “Wye” connection - MainsPro provides automatic detection of phase-
ground voltage measurement. MainsPro provides over-range to 130% of the rated voltage, i.e. 300
VAC for 230 V system and 156 V for 120 V system with no change of measurement accuracy.

N Py

[| T
ﬁi &fi&fi&ﬁizd
R B

MainsPro ComAp v
t LA LAl LA @ @ @ La.:.
t 48, BaHz e
Last Trirp Dis

4 Bd PE:00: 16

REY REz REy REs REs
g u ulle w nlls u« aflle w alle u =

POWER

“Delta” connection:

In this arrangement, MainsPro is rated for 400 VAC ph-ph with over-range to 130% = 520 VAC with no
change of measurement accuracy. Setpoint Basic: Uin is to be set to 230/400V, no additional setting is
necessary for indication of “Delta” connection. MainsPro provides automatic detection of phase-phase
voltage measurement.
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Connection with voltage transformers

MainsPro allows to connect HV or other measurement transformers with secondary rated voltage
100V. Provide the "Wye" or "Delta" arrangement on the primary windings of the transformers and
connect the secondary 100 V to the MainsPro measurement inputs. Setpoint Basic: Uin is to be set to
120V. This setting provides the guaranteed measurement accuracy for the 100V inputs with over-
range to 120V * 130% = 156 VAC.

Single-phase connection

MainsPro provides support for single-phase applications. Use the U, terminals to connect the
measured voltage to the unit and set the setpoint Basic: System to 1ph. Use the same setting of rated
voltage selection as mentioned above.

L1
N °

|

I 18T
c:“;::::: Im ) ua"w 1 ua“lu w2 |u|
MaEnSPro ComAp
s (OO @
i 4@, BEHz

Lazst Trie i
—_c00

Power supply

MainsPro provides set of 3 terminals for the purpose of dual power supply range:
e 8-40VDC: use the terminals + and N/-
e 85-265VAC/110-370 VDC: use the terminals L/+and N/-
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L
Battery | 24 VDC 230 V.

For proper connection of the power supply, see also the printed sign on the MainsPro unit:

8-40\ie==
MAX 600mA
v v

85-265V/45-65 Hz
110-370V ===

MAX 90 mA
v v

Requirements for power supply connections:

The unit is suitable for permanent connection to the power supply. The power supply circuits must
have sufficient current withstand, corresponding to the appropriate power supply range and comply to
the standards, relevant for the installation.

Requirements for power supply disconnecting device:
In case of power supply from AC voltage, the unit must be equipped by circuit breaker or contactor,
marked as disconnecting device in accordnace with the EN 61010-1 standard.

Note:

The power supply circuit 8-40 VDC is internally interconnected with the supply circuit 85-265 VAC. In
case of operation with both power supply terminals connected, keep in mind, that a failure of insulation
in the AC power supply may cause propagation of AC voltage into the circuits of low safe DC voltage,
due to galvanic interconnection of both circuits!

Relay outputs connection

For safety purposes, all MainsPro relay outputs use the inverse logic for failures trips and signaling.
This means that in case of fault-free state all contacts are kept in energized position. In trip or out-of-
range signaling state, the contacts de-energize. In case of power-supply fail, the unit automatically
moves to fault-signaling by de-energizing the output relays, assuring safety disconnection of the
controlled devices.

Relay outputs in MainsPro are freely assignable by the setpoints f(RE).

- In default configuration, RE1 serves as the permanently energized common trip output contact
(ComTrpPer). Use this contact to operate the connector devices with permanently energized
inputs.

- In default configuration, RE2 serves as an impulse common trip contact (Com Trp Imp). Use
this contact to operate e.g. opening or UV coil of circuit breakers.

- Remaining 3 relay outputs serve for signaling of any sensed failure.

MainsPro, SW version 1.0T1, ©ComAp — September 2010 1-8
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- The arrangement of RE1 to 4 outputs in default configuration corresponds to the functionality
of the previous NPU-FUV unit outputs.
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Binary switches connection

MainsPro provides 4 galvanically isolated binary switches with fixed functionality. These inputs allow
connection of any voltage free contact between the common terminal BI0 and the appropriate
functional contact.

Measurement range

MainsPro allows using multiple voltage ranges on the measurement inputs with unchanged
measurement accuracy. The following ranges are applicable:

e 230V - this range applies in case of "star" connection of the 3-phase system using nominal
230V phase to neutral. It may be also used for single-phase applications 230V phase to
neutral. Overshoot by 30% up to 290V is possible for this measurement range. For this case,
set the setpoint Basic: Uin to 230/400V. MainsPro will adjust automatically the measurement
method, to assure the defined accuracy for the measured voltage 230 V.

e 400V - this range applies in case of "delta" connection of the 3-phase system using nominal
400V phase to phase. Overshoot by 30% up to 520V is possible for this measurement range.
For this case, set the setpoint Basic: Uin to 230/400V. MainsPro will adjust automatically the
measurement method, to assure the defined accuracy for the measured voltage 400 V.

e 120V - this range is applicable in countries using 120 V nominal voltage phase to neutral.
Another application is for the high-voltage and other applications, using voltage transformers
from rated voltage to 100 V. The guaranteed accuracy applies to both ranges 100 and 120 V.
Overshoot by 30% up to 156V is possible for this measurement range. For this case, set the
setpoint Basic: Uin to 120V.
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MainsPro Installation and Operation Guide - r2




‘\>Corm'-\p

User interface

3-phase Control and
voltage navigation Fault Reset
measurement pushbuttons button

4x20

Alpha-

numerical

display

Ma |nS Pro ComAp
0 ¥ L8 ERE 1
4@, BEHz
Frequency o Lagk Toik

Bd @8 a6 1

measurement

Mechanical
sealing
indication
Last tri Last tri I Signalization
ast trip ast trip
. indication timer TRIP LED LEDs
Mechanical
seal

Control and navigation Pushbuttons - basic operation

¢ Inthe measurement screens, use the @ and arrow buttons to browse through the
measured values as displayed on the 4x20 alphanumerical display. See the chapter
Measurement screens to get the basic orientation.

e To enter the setpoints menu, Push the button. For setpoints change, see the following
chapter.
e To enter the init screen, perform factory default reset, reset statistics or enter the Test mode,

push the and at the same time. Together with the init screen display, the nit performs
lamp test by simultaneous cycling of all LEDs through all indication colors.

e For confirmation of any value change or query, use the . button.
e For leaving any value change or queri screen without change, use . button

e From any screen, press and fold the button for 2 seconds to return back to the main

measurement screen (homepage).

Setpoints change:

1. Push the button to open the setpoints menu.
2. By buttons @ and browse through the menu. The setroint groups are displayed in the

cycling order, i.e. from the last setpoint group by button , the cursor moves to the first

group and vice versa.

MainsPro, SW version 1.0T1, ©ComAp — September 2010 1-10
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3. By button or . enter the setpoint group, by button () , move one level up in the
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button ( ) -’ the cursor moves to the first one and vice versa.

4. |If standing on a setpoint, the setpoint change screen opens by pressing or . In the
screen, see the setpoint limits at the lowest row of the screen.

5. The change is done by orders, starting form the least |mportant digit. Use the buttons

. to move between the digits. Use the buttons . and l‘*_,.l to edit the digit. Please note,
that the value is not limited by the parameters limits during editing, but if an out-of-limits value
is set-up, it will not be allowed to store in the unit memory (the change mai not be confirmed).

6. After the setpoint change is done, press to confirm the set value, or to leave the
setpoint change screen without saving the changes.

7. Please note: the unit allows mechanical sealing of the setpoints by the black switch in left-
bottom corner of the unit. If locked, the icon of closed padlock will appear on the position of
setpoint change and the setpoints may not be changed. Also, the padlock icon will be seen on
the “homepage” measurement screen. Once the setpoint change screen is entered and
afterwards the sealing position is changed, the padlock indication is not changed, but the

internal lock is applied immediately.

Reset trip counters

1. Enter the init screen, by pushing the and @ at the same time.

2. Press ¥ to enter the Clear Statistics dialog screen:

3. Using and do your selection. By selecting YES, all trip counters will be reset. Press
to confirm your selection.

4. By selecting NO and pressing or by pressing , return to the measurement screens with
no change.

TEST mode activation

1. Enter the init screen, by pushing the and @ at the same time.

2. Press ' and @ to enter the Test mode activation screen:

Using and do your selection. By selecting YES, you will activate the TEST mode - see
the chapter TEST mode in Application Guide. Press to confirm your selection.

4. By selecting NO and pressing or by pressing , return to the measurement screens with
no change.

Factory default

MainsPro contains a default set of all setpoints, which corresponds to the typical requirement of
distribution network operator in some countries.

1. Enter the init screen by pushing the . and @ at the same time.

' and l‘ Y to enter the Factory default activation screen:
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Factory default?

Y ES —+ N 0 +

3. Using and @ do your selection. By selecting YES, you will return all previously done
setting to the default values. Please note that by this selection, you will loose all setting

done prior to this operation! Press to confirm iour selection.

4. By selecting NO and pressing or by pressing
no change.

, return to the measurement screens with

Mechanical sealing

MainsPro allows to mechanically prevent the setting changes by securing the mechanical seal in
locked position by sealing wire. The locked position is indicated at the MainsPro side-print and on the
alphanumerical display.

Signalization LEDs

e There are 7 LEDs for indication of MainsPro status with the meaning indicated in the table
below:
e In case of signaling different statuses by one LED, the following priorities apply, i.e. the higher
priority signal is provided by the LED:
1. Red flashing

2. Red

3. Orange flashing
4. Orange

5. Green

e Please note: the U and f signalization is immediate at detection of fault conditions, regardless
of the set delay for the unit trip. After the conditions get back to the fault-free state, the LEDs
may move back to green color, regardless of whether the unit is currently in TRIP status.

¢ Indication of LED LOM is immediate at detection of the particular protection stage (Vector shift
or ROCOF) and fault indication remains active for the period of time, set by the setpoint Basic:

Imp Len Del.
e TRIP signalization is delayed according to the particular delay of the appropriate protective
stage.
Meaning of signaling LEDs
LED Color Meaning
Red The unit has the appropriate outputs in TRIP position and the
unit is sensing a fault situation
TRIP Red The unit has the appropriate outputs in TRIP position, but the
flashing |unit is sensing fault-free situation. Fault reset is possible.
Nothing | The unit has no output in TRIP position
U Red Voltage of any phase is above threshold for 1st or 2nd stage
flashing | overvoltage
Red Voltage of any phase is under threshold for 1st or 2nd stage
undervoltage
Orange |Voltage unbalance (amplitude) is indicated.
flashing | If activated together with LED f and LOM, indicates incorrect
phase rotation
Orange | Negative sequence overvoltage or Positive sequence
undervoltage is indicated.
MainsPro, SW version 1.0T1, ©ComAp — September 2010 1-12
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Meaning of signaling LEDs
LED Color Meaning
If activated together with LED f and LOM, indicates incorrect
polarity of one phase
Green All voltages are in fault-free state

Nothing | Over/under voltage protections are not enabled by setpoint
and no other voltage failure is sensed

Red Frequency as sensed on terminals Ua is above threshold for
flashing | 1st or 2nd stage overfrequency
Red Frequency as sensed on terminals Ua is under threshold for

1st or 2nd stage underfrequency

Orange | Together with LED U and LOM, indicates incorrect phase
flashing | rotation

f Orange | Together with LED U and LOM, indicates incorrect polarity of
one phase
Green Frequency, rotation and phases polarity are in fault-free state
Nothing | Over/under frequency is protections are not enabled by
setpoint and no other indicated failure is sensed
Red Vector shift or ROCOF protection was indicated and Fault
reset was not yet done
Orange | Together with LED U and f, indicates incorrect phase rotation
flashing
LOM Orange |Together with LED U and f, indicates incorrect polarity of one
phase
Nothing | None of Vector shift or ROCOF failure is detected or neither
Vector shift nor ROCOF protections are not enabled by
setpoint and no other indicated failure is sensed
Red Indication of severe internal failure. Contact ComAp technical
flashing | support!
Orange | Indication of internal failure. Contact ComAp technical
flashing | support!
Status

Orange |Indication of internal failure. Contact ComAp technical
support!
Green The unit is in operation with no internal problems.

Nothing | The unit is not in operation

Orange | The function Alternative setting is activated by means of
Alt binary switch Alt setting.

Nothing | The function Alternative setting is not activated

Orange | The unitis disabled by means of binary switch Disable

Dis Nothing | The unit is not disabled by means of binary switch Disable

Measurement screens

Following are the examples of the measurement screens, showing values measured and evaluated by
the unit:

Main measurement screen (homepage), 3- - U: measured voltages on terminal sets Ua, Ub and

phase application: Uc. If overvoltage or undervoltage is detected on a
particular phase, arrow symbol is displayed left of
the particular voltage value.

- f: measured frequency on terminal set Ua. If
overfrequency or underfrequency is detected, arrow
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symbol is displayed left of the frequency value.

- Last Trip: indication of the latest event, which
caused trip by the MainsPro unit. See the following
chapter for trip messages explanation.

Main measurement screen (homepage), 1-
phase application (setpoint System set to
1ph):

- U: measured voltage on terminal set Ua. If
overvoltage or undervoltage is detected, arrow
symbol is displayed left of the voltage value.

- f. measured frequency on terminal set Ua. If
overfrequency or underfrequency is detected, arrow
symbol is displayed left of the frequency value.

- Last trip: indication of the latest event, that caused
trip by the MainsPro unit

Loss of mains (LOM) measurement screen:

- Max Vs: maximum value of measured Vector shift
since unit power-up or since the last reset Vector
shift trip.

- Act RCF: actual measured value of ROCOF
protection

- Max RCF: maximum value of measured ROCOF
protection since unit power-up or since the last reset
ROCOF trip.

Voltage asymmetry measurement screen:

-V asymmetry: actual value of asymmetry of effective
values measured on terminals Ua, Ub, Uc

-V negative: actual value of negative sequence
voltage

-V positive: actual value of positive sequence voltage

Negative sequence overvoltage and positive sequence

undervoltage are methods of evaluation of angle

asymmetry of the 3-phase voltage system. See more in

the chapter Voltage unballance and angle asymmetry

Binary switches status screen:

Status of the 4 MainsPro binary switches. If any of the
switches is not enabled by the appropriate setpoint, its
status is not internally processed and it is displayed in
brackets on the display screen.

Relay outputs 1-4 status screen:

Status of the first 4 MainsPro relay outputs. Name in
parenthesis marks the function assigned by the

setpoints in group f(RE).

Relay output 5 status screen:

Status of the 5th MainsPro relay output. Name in
parenthesis marks the function assigned by the

setpoints in group f(RE).

Trip counters and indication screen:

- Last Trip: indication of the latest event, which
caused trip by the MainsPro unit. See the following
chapter for trip messages explanation.

- TripCnt: total counter of MainsPro trips since the
MainsPro unit counters reset

- U: counter of overvoltage and undervoltage -related
trips

- f: counter of overfrequency and underfrequency -
related trips

- LOM: counter of Loss-of-Mains - related trips (Vector
shift and ROCOF)

- Otr: counter of trips with other reason then the
above mentioned: External trip, voltage asymmetry,
phase sequence or inverse phase polarity
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Time measurement screen: - PowerUp Time: time from MainsPro unit power-up.

- Last Trip Time: time from the latest trip by the
MainsPro unit.

Please note that the time information on the MainsPro

unit is not measured by a calibrated RTC device and

may serve for orientation purposes only. Find more in

Technical data chapter.

Alarm messages

One of these indications appears on the homepage screen in case of the unit trip. It indicates the first
protective stage, which issued the trip event:

f> Overfrequency, 1st stage
f>> Overfrequency, 2nd stage
f< Underfrequency, 1st stage

f<< Underfrequency, 2nd stage

U> Overvoltage, 1st stage

U>> | Overvoltage, 2nd stage

U< Undervoltage, 1st stage

U<< | Undervoltage, 2nd stage

Vs Vector shift

RCF | ROCOF

Vunb | Voltage (amplitude) unbalance
Vneg | Negative sequence overvoltage
Vpos | Positive sequence undervoltage
Rot | Wrong phase rotation

Pol Wrong polarity of one phase
Ext External trip
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Purpose of this manual

The Application Guide serves for the designers and engineers, who process the necessary
documentation and implementation procedures on the installation site, where MainsPro is installed. It
contains detailed description of MainsPro functionalities and practical application of MainsPro
functionalities.

MainsPro typical usage

MainsPro is a mains protective relay protecting operation of parallel-to mains generators or other
electrical resources of distributed generation of electricity. The main purpose is to prevent unwanted
interaction between the generator and mains in case of its abnormal state (e.g. mains failure):

e Specific situations may occur, causing e.g. the utility network to momentarily disconnect part
of the network and connect it back by automatic-recloser. During this fault-clearing period, the
generators may move away from synchronism and their eventual re-connection may cause
severe damage to the property of the generator operator, or to the utility equipment.

e The sole operation of a generator into an unintentionally islanded part of electricity network
provides potentially dangerous situation. The load of the area may exceed the generator
capacity and cause instability of the voltage, delivered to the consumers connected in the
islanded area.

e Severe hazards may occur to the working personnel on the grid equipment in the area, where
the mains is presumed as failed, but there are still generators delivering power into this area
without central control of their operation.

These are some of the situations, leading the utilities to strictly require that any parallel connection to
the mains is approved and protection devices with required protective features are installed.

Typical applications of MainsPro protection relay

These are installations of any sources of electrical energy. For example:

- Cogeneration

- Peak-lopping power stations

- Stand-by generators with soft return/short-time parallel operation with mains
- Microturbines

- Small hydro power-plant

- Photovoltaic power plant

- Windmills
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Important Steps of MainsPro utilization

This process describes a typical decisions and technical steps to follow in case of MainsPro utilization,
if required by the distribution network operator (DNO).

Does the DNO
require a mains-
protection unit? If
yes, then...

Request the
required protection
settings from the
DNO

Design MainsPro into
your site arrangement.
Use this MainsPro
Application and
Reference Guide for
detailed information

Install MainsPro
according to the
MainsPro
Instalaltion and
Oneration Guide

Disconnect the relay
Power-up output cqnnector§ to
MainsPro avoid misoperation
of the connected

devices

Adjust setpoints
according to the DNO
requirement and your
site design

Power-down
MainsPro, connect all
terminal connectors
and power-up again

For technical
support, contact us
at
support@comap.cz

Provide witnessed
commissioning tests
and seal the unit if
required by the DNO

Energize your
generator and
synchronize!

MainsPro, SW version 1.0T1, ©ComAp — September 2010 2-4
MainsPro Application Guide - r2



mailto:support@comap.cz

\‘}E_:

OmAp

TRIP and Fault Reset description

TRIP

TRIP may be considered as event or status of the unit:

TRIP event:
— Starts in the moment of terminating the count-down of any protective function with delay, or in the
moment of activation of any immediate protective function.
— As aresult of the trip event, are e.g. the following consequences:
0 Immediate deactivation of outputs CommTrpPer and CommTrplmp
o LED TRIP goes to red
0 The appropriate counter in the statistics screen increments
0 The Last Trip Time timer starts to count time and the last trip indication is set

TRIP status:

— Starts at the moment of TRIP event

— During this status, the CommTrpPer output keeps in the fault position

— During this status, it is not possible to perform Fault reset

— TRIP status is active until a successful Fault reset. This may not be done before all measured and
evaluated values are within preset limits.

— If during the TRIP status, caused by some value, another value overreached its limits for TRIP
evaluation, this second overreach is not considered as TRIP. It does not cause a second TRIP
event. However, as a consequence of this, the TRIP duration may be prolonged until the moment
when both (all) values are within limits.

Fault reset

Fault reset is an event, caused by either of the following reasons:

— FItRes button is pressed

— Binary switch Fault reset is activated

— Automatic fault reset timer set by setpoint Basic: Auto FR Del, has count down. The counter is
started in the moment when all evaluated values are back within their limits. If during the count-
down another fault status appears, the timer is reset and started no sooner than after all evaluated
values are back within limits again.

— By activation and following deactivation of binary switch Disable.

The abovementioned reasons are a trigger to provide Fault reset, however, it is successfully done only
in case that the TRIP status is activated and all evaluated values have returned back into limits. If the
TRIP status is not activated, or it is activated, but any of the values is still out of limits, Fault reset is
not done and any of the mentioned triggers is forgotten. l.e., the unit may not be ,provisionally” fault-
reset.

By a successful Fault reset, the TRIP status is terminated.

Protective features

The following protective functionalities, referred also by their ANSI number, are available in MainsPro
unit:

59 Overvoltage, 27 Undervoltage

The RMS value of measured voltage is compared with the preset limit of overvoltage or undervoltage.
When any of the preset limits is over/underreached, the appropriate LED signal is issued by LED U
and the output U Sig moves to fault-indicating position immediately. If voltage of in the given phase
keeps out of limits for the delay of the appropriate stage, TRIP is issued. As the voltage returns back
within limits in all measured phases, the LED and U Sig output stop to signal the fault state
immediately, regardless of whether TRIP was issued or not or Fault reset was performed or not.

Both overvoltage and undervoltage protective stages provide possibility of setting 2 levels with
independent delay assigned to each level.
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81H Overfrequency, 81L Underfrequency

The frequency value measured on phase L1 is compared with the preset limit of overfrequency or
underfrequency. When any of the preset limits is over/underreached, the appropriate LED signal is
issued by LED f and the output f Sig moves to fault-indicating position immediately. If the frequency
keeps out of limits for the delay of the appropriate stage, TRIP is issued. As the frequency returns
back within limits, the LED and f Sig output stop to signal the fault state immediately, regardless of
whether TRIP was issued or not or Fault reset was performed or not.

Both overfrequency and underfrequency protective stages provide possibility of setting 2 levels with
independent delay assigned to each level.

47 Voltage unbalance and angle asymmetry

MainsPro provides 3 independent methods for evaluation of voltage symmetry failures. All of these
protections are only active in case that 3-phase system is selected by the setpoint Basic: System.

Voltage unbalance

In further text, this term refers to the state, when amplitude difference between any 2 phases
overreaches the preset limit dU: V unb. l.e., it refers to the amplitude unbalance of the measured
voltage.

Positive sequence undervoltage, Negative sequence overvoltage
These two methods provide very good sensitivity also to angle asymmetry of the measured voltages.
The evaluation is based on the mathematical principle of evaluation of the symmetrical components of
measured voltage. Any 3-phase system in any asymmetrical arrangement may be decomposed to 3
perfectly symmetrical components:
e positive sequence - system of 3 phases with 120° phase-shift between the system vectors and
the same phase-order as the original system.
e negative sequence - system of 3 phases with 120° phase-shift between the system vectors
and opposite phase-order as the original system.
e zero sequence - system of 3 conphase vectors (with 0° phase-shift between the phases).

UAl
Un Uaz
Uno U
UBZ BO UCO
= + — + f f
Uc
Yo Ua Uy Ues
positive sequence negative sequence Zero sequence
voltage voltage voltage

Picture 2: decomposition of a generic 3-phase voltage to symmetrical components

MainsPro provides positive and negative sequence voltage evaluation and compares the measured
values with V> neg and V< pos thresholds. In the perfectly symmetrical arrangement, negative
sequence voltage is zero and positive sequence voltage equals to the measured voltage. If the
asymmetry situation occurs, non-zero negative sequence voltage is calculated and positive sequence
voltage drops. When any of the preset limits is over/underreached, the appropriate LED signal is
issued by LED U and the output dU Sig moves to fault-indicating position immediately. If the
calculated values keep out of limits for the delay dU del, TRIP is issued. As the calculated values of
voltage asymmetry return back within limits, the LED and dU Sig output stop to signal the fault state
immediately, regardless of whether TRIP was issued or not or Fault reset was performed or not.

Some utilities strictly require in their regulations that symmetrical components are evaluated in the
mains-decupling relay and appropriate trip is provided. However, the method may also be used in the
areas, where no such requirement is in place, to minimize non-detection zones of detection of 1-phase
mains failures. In case that the generator, connected to the mains is operated close to equity-state, i.e.
power delivered to the mains is close to zero, it may be difficult to sense loss of one phase further in
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the system. The only change seen in such situation may be movement of the failed phase by a certain
angle with small or no voltage drop in the absolute values. This may not be detected by undervoltage
or unbalance protection stage. Symmetrical components provide very good and sensitive method to
detect such a situation and trip the generator in case of this situation.

Typical setting of the V< pos vary from 0,65 to 0,85 of the rate voltage value. The exact values are
delivered by the mains operator or may be set-up during commissioning after experimental verification
of the protection stage sensitivity to the single-phase failures in equity state of the generator (e.g. by
opening one fuse on the mains transformer).

OmAp

78 Vector shift

The vector shift is one of the fast "Loss of Mains" protection stages. The principle is based on the fact
that if a generator works into an islanded area of the electricity network, its voltage and frequency
depend strongly on the load size, remaining in the islanded area. Decrease of the generator speed
due to overload may not be fast enough to assure e.qg. trip by underfrequency stage. The mains may
be equipped with auto-reclosing mechanisms and in case that the generator is not disconnected within
the auto-reclosing delay, the area may be reconnected back to the grid by this mechanism. This
reconnection may meet the generator in asynchronous state, imposing severe risk of damage to the
generator, its feeder equipment as well as equipment of the mains operator. Vector shift provides fast
protective function for this situation.

Measuring principle
When synchronous alternator is loaded, the rotor displacement angle § is build between the terminal

—> —»>
voltage (mains voltage) Ug and the synchronous electromotive force Ue. Therefore a voltage
—» —>

difference AU is built between Ue and Ug. The rotor displacement angle 8 between stator and rotor is
depending on mechanical moving torque of the generator shaft. The mechanical shaft power is
balanced with the electrical feeder mains power and therefore the synchronous speed keeps constant.

U
- g
u i

e

Generator Mains/Load

In parallel with the mains

In case of mains failure or auto reclosing the generator suddenly feeds a very high consumer load.
-
The rotor displacement angle is decreased repeatedly and the voltage vector Ug changes its direction
—»
to Ug'.

Generator Load

At mains failure
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As shown in the timing diagram the voltage jumps to another value and the phase position changes.
This procedure is called phase or vector surge. MainsPro continuously measures the cycles, starting
each zero up ward slope. The time cycle is internally compared to the reference time. In case of vector
surge the zero up ward is delayed and the device trips instantaneously. The trip angle A8 and
consequently the sensitivity of the vector surge detection is adjustable by the setpoint LOM: Vs lim.

ut) b () uy”(t)

At £ A9

Proper setting of Vector shift limit has to be examined at the field tests, especially at very low setting of
the protection limit (under 3°). Vector shift is very fast method and may be sensitive to disturbances,
naturally present in the electricity grid.

Note:

Due to high sensitivity, Vector shift protection is not evaluated in the transient states, e.g. when Alt
settings functionality is turned on or off, fault reset is performed or Vector shift limit is being set.
Functionality is blocked in the sine wave period, when such an event occurs.

81R Rate Of Change Of Frequency (ROCOF)

ROCOF is another fast "Loss of Mains" protection stages provided in MainsPro. It is based on the
similar principle as Vector shift, i.e. dependence of the generator speed and voltage on the load size.
The variations of frequency delivered by the gen-set depend on the load fluctuations and speed of the
compensated fuel inlet. In case of operation in parallel with large network, these changes are
absorbed in the network and frequency is stable. When the connected area disconnects from the
mains into island operation, the frequency becomes instable. MainsPro ROCOF stage provides fast
evaluation of the frequency instability and TRIPS immediately in case of fast frequency changes. The
threshold is set by the setpoint LOM: ROCOF. As the ROCOF stage provides very sensitive
protection, software filter may be set using the LOM: ROCOF filt setpoint. By appropriate setting of
those two setpoints, perfect ratio between sensitivity and speed of reaction of ROCOF protection may
be established at the field tests.

Phase rotation, incorrect phase polarity

MainsPro provides check of the phase sequence and polarity. The correct connection is indicated in
the wiring instructions e.g. on MainsPro box or in Wiring chapter, where clockwise rotation system is
expected on the mains side. It may happen, that e.g. by redesign in the mains or generator site
installation, the phase rotation changes. MainsPro ensures in such case, that this state is indicated
and it prevents incorrect closing of the circuit breaker by its standard protective functionality. To allow
phase sequence or incorrect phase polarity check, the phase angle between the 3 voltage vectors is
expected in range 120° +/- 30°. If wrong phase arrangement is detected, TRIP is issued and the
appropriate LED signalization is given. The reconnection of measurement terminals is necessary to
ensure further proper functionality of the unit.

Application tips

Auto Fault reset

Appropriate setting of automatic fault reset by setpoint Basic: Auto FR Del timer allows setting the
waiting time reserved for mains parameters to settle in their fault-free conditions after a TRIP. This
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state is indicated by flashing red signal of the TRIP LED. If during this time any measured value
reaches out of the preset limits, MainsPro terminates the automatic fault reset count-down and goes
back into fault indication state. The automatic fault reset is reset and started again in the moment
when all measured values are back in limits again. After automatic fault reset is count down to zero,
the unit performs automatic fault reset and terminates the TRIP status.

OmAp

Binary switches application

MainsPro allows basic remote operation by means of binary signals wired from an external logic to
MainsPro binary switches. The signals may be also provided remotely, e.g. through radio or GSM
communicator devices. As an example for the many similar devices on the market, see the uGATE
communicator below. Ask for more information about this product at protections@comap.cz.

This way, MainsPro functionality may be simply controlled by a mobile telephone commands. All four
binary switches may be enabled or disabled by the appropriate setpoints in the group Basic.

External trip

¢ In case that a specific protective function is requested and this function is not supported in
MainsPro, it may be provided in an external device. Wire the output of this device to Ext binary
switch to allow tripping by this external device.

o Use the External trip also for forced disconnection of the generator if such command is for
example evaluated in a superior system or transmitted through remote communication device.

e External trip functionality may be also used for intertripping method of protection system
topology. This method is required by the mains operator for bigger generators.

Fault reset

e Use this switch in case that complex conditions are to be evaluated before the generator is
connected back to mains. These conditions may be processed in an external system and the
result may be sent to this switch.

e External fault reset may be also provided in case that locked button is used for performing the
fault reset operation by authorized personnel only. In this case, MainsPro is to be secured
inside of the locked switchboard and external fault reset only made possible.

e Remote fault reset via GSM communicator may also be a useful feature for the remote sites.

Alternative settings
e Alt settings binary switch may be used in case that a specific setting of the protection relay is
required by the mains operator when exceptional conditions occur. After deactivation, the unit
immediately switches to the default groups of setpoints.

Disable
e The Disable switch may be used for blocking the MainsPro protective functions, e.g. in case
that the generator is not running in parallel operation with mains, or any other blocking
conditions are fulfilled.

Counters

Keeping a track of the most frequent trips may provide valuable information for the generator as well
as distribution network operator. Use the counters indication on the MainsPro screen for keeping track
of the most frequent failures detected in the point of your connection. For example, in case that the
MainsPro counters show significantly higher rate of a certain failure types (e.g. overvoltage or Vector
shift), it may be a good signal to perform a detailed evaluation of the voltage quality in the point of
connection or start discussions with the DNO to allow for wider limits of the protection setting to
minimize down-times of the generator.
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Timer

MainsPro provides two time counters: since the unit power-up and since the last TRIP. Use these
timers for investigation of failures that were detected by MainsPro unit. Please note that MainsPro
does not provide RTC clock and after each power-up of the unit, the time and date is lost. For this
reason only indication of days / hh : mm : ss is used. The accuracy of the time measurement may also
not be fully guaranteed. During internal tests, the measurement error of 4 seconds per 24 hours was
recorded.

TEST mode

MainsPro provides the TEST mode, in which phase-by-phase testing of 3-phase protective features by
single-phase power source is supported.

e The test mode may be activated by entering the init screen (entered by pressing the and

at the same time). Follow by button and then button. This will open the Test
mode activation screen.
e SelectY to enter the TEST mode.
The voltage asymmetry protections are deactivated.
The following functions are fix-assigned to the appropriate relay outputs, regardless of their
actual assignment:
o Comm Trp Perto RE3
o fSigtoRE4
o U SigtoRE5
e In TEST mode, the setpoint group TEST becomes visible. This group contains only one
setpoint Phase - by setting this setpoint to the appropriate measurement input (Ua, Ug or Uc).
Use this setting to assign, to which input is the 1-phase measurement voltage source
connected.
e All relevant protections are evaluated only in that phase, which is selected:
o If TEST/Phase = Ua, the following protective functions are evaluated:
= Overvoltage and undervoltage on the U, terminals, with dual stage setting,
including the Alt parameters possibility
= Overfrequency and underfrequency on the U, terminals, with dual stage
setting, including the Alt parameters possibility
= Loss OF Mains protections on the U, terminals, with the Alt parameters
possibility
o If TEST/Phase = Ub or Uc, the following protective functions are evaluated:
= QOvervoltage and undervoltage on the appropriate terminals, with dual stage
setting, including the Alt parameters possibility
= Please note: When testing on the terminals Ub and Uc, it is always
necessary, that the same measurement voltage as applied on terminals
Ub or Uc is also present at the terminals Ua. It is not used for testing
purposes, but serves for the internal synchronization of the
measurement process of the unit.
e On the first measurement screen (homepage), the sign IMTEST!!! is displayed in the bottom
line instead of the last trip information.
e Ifany TRIP is performed during the TEST mode, no counters are incremented and the last trip
indication and timer is not affected.
e Inthe TEST mode, it is possible to change setpoints, but some functionality, which is disabled
in the TEST mode (e.g. voltage asymmetry setting or assignment of f(RE)) is not applicable.
e After return from the TEST mode, the unit goes back to its original setting including the
outputs assignment and the setpoint group TEST is hidden.

To return from the TEST mode:

e Go to Test mode activation screen and select NO, or

e Turn the unit off and on again, or

e The unit goes back to the standard operation after 10 minutes from the last keyboard activity.
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Purpose of this manual

The Reference Guide contains library of setpoints, inputs and outputs functionalities and technical
data for the purpose of detailed technical information. This information is referenced in the Installation

and Operation Guide and Application Guide.
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Library of setpoints

MainsPro provides the possibility of dual setting of the protection functions setpoints. This setting may
be used in case that the installation is running in exceptional conditions with different requirements for
protections setting. Some groups of setpoints have their alternative setpoints identified by the same
name, but with latter “A.” at the beginning (e.g. V<>, A.V<> etc.). By activating the binary switch Alt
settings, the unit is immediately switched to the setting, done in the “A.xx” group. See more in the
chapter Library of binary switches.

Basic

Uin
Selection of the measurement range in order to adjust the HW for maximum accuracy.

230/400V the unit measures 230 VAC phase-ground or 400V phase-phase with max over-range
130% (300/520 VAC)

120V the unit measures 120 VAC phase-ground or on the secondary winding of the VT with
max over-range 130% (156 VAC)

Default setting: 230/400V

System

Selection of single phase or 3-phase application. In case of single phase setting, the voltage on last
two phases and voltage asymmetry are not measured.

3ph the unit measures 3-phase system
1ph the unit measures single-phase system

Default setting: 3ph

DispT [min]
Setting of display backlight timeout since the last button activity.
Range: 1..60 min

0 min = OFF, display is set to permanent backlight
Default setting: 10 min

Auto FR del [s]

Automatic fault reset delay. The timer starts to count in the moment when TRIP is detected, but the
fault conditions are cleared. After the Auto FR del time, the Fault reset is done automatically to allow
automatic reconnection.

Range: 1..6000 s
0 = OFF, automatic fault reset function is disabled

Default setting: 0 s

Start Trip
Start of the unit into the TRIP state.

ENABLED  after power-up, the unit goes immediately into the TRIP state and only after successfull
fault reset its outputs are set to the fault-free state

DISABLED after power-up, all values are evaluated on the measurement inputs and depending on
the measured values, the unit goes either into fault-free or TRIP state.

Default setting: DIASABLED

Imp Len [s]
Impulse length in case of activation of various impulse outputs of the protection. The setpoint is
reverenced in the appropriate outputs description.
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Range: 0..60 s
Default setting: 1 s

Ext
Enabled or disables the functionality of the External trip binary switch.

ENABLED the binary switch is enabled
DISABLED the binary switch is disabled

Default setting: ENABLED

F.R.
Enabled or disables the functionality of the Fault reset binary switch.

ENABLED the binary switch is enabled
DISABLED the binary switch is disabled

Default setting: ENABLED

Alt
Enabled or disables the functionality of the Alternative settings binary switch.

ENABLED the binary switch is enabled
DISABLED the binary switch is disabled

Default setting: ENABLED

Disable
Enabled or disables the functionality of the Disable binary switch.

ENABLED the binary switch is enabled
DISABLED the binary switch is disabled

Default setting: ENABLED

V<> AV <>

V>, V>, V<, V<<, A V>, A Vs>, AV, AV<<  [V]

Threshold of 1st and 2nd stage overvoltage and 1st and 2nd stage undervoltage protection
respectively.

Range: 1..999V
0 = OFF, the appropriate stage of voltage protection is not enabled

Default setting:
- V> V>> 253V
- V<, V< 196V

V> del, V>> del, V< del, V<< del [s]
Delay of the appropriate stage of the voltage protection.
Range: 0,00..600,00 s

Default setting: 2,50 s

dU, A.dU

Vunb, AVunb [V]

Threshold of the voltage unbalance (amplitude asymmetry). The value corresponds to the maximum
difference between highest and lowest RMS phase voltage of the 3-phase system.

Range: 0..999 VvV

0 = OFF, the amplitude asymmetry is disabled

Default setting: 15 V
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V< pos, A.V< pos|[V]
Threshold of the positive sequence undervoltage (angle asymmetry method).

Range: 0..999V
0 = OFF, the positive sequence undervoltage is disabled

Default setting: 0 V

V> neg, A.V> neg[V]
Threshold of the negative sequence overvoltage (angle asymmetry method).

Range: 0..999 VvV
0 = OFF, the negative sequence overvoltage is disabled

Default setting: 0 V

dU del, A.dU del [s]

Delay of the voltage unbalance (amplitude asymmetry) protection.
Range: 0,00..600,00 s
Default setting: 2,5 s

f<> Af<>

> >>, f<, f<<, Af>, Af>>, A<, Af<< [HZ]

Threshold of 1st and 2nd stage overfrequency and 1st and 2nd stage underfrequency protection
respectively.

Range: 45..65 Hz
0 = OFF, the appropriate stage of frequency protection is not enabled

Default setting:
- f>,f>> 52 Hz
- f<, fs< 48 Hz

f> del, f>> del, f< del, f<< del, A.f> del, A.f>> del, A.f< del, A.f<<del [s]
Delay of the appropriate stage of the frequency protection.

Range: 0,00..600,00 s

Default setting: 2,50 s

LOM, A.LOM

VS lim, A.VS lim [°]
Threshold at which the Vector shift protection is activated.

Range: 1..50°
0 = OFF, the Vector shift protection is not enabled

Default setting: 20°

ROCOF, A.ROCOF  [Hz/s]
Threshold at which the Rate of change of frequency (ROCOF) protection is activated.

Range: 0,1..10,0 Hz/s
0 = OFF, the ROCOF protection is not enabled

Default setting: 0 Hz/s
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ROCOF filt, A.ROCOF filt [-]

Number of periods considered for evaluating ROCOF protection. Higher number means lower
sensitivity and longer evaluation time. Lower number means increased sensitivity and shorter
evaluation time.

Range: 1..100
Default setting: 5 Hz/s

LOM Init Del, A. LOM Init Del[s]

Delay for what the Loss of Mains (LOM, i.e. Vector shift and ROCOF) protection is disabled after
sensing the valid voltage on measurement terminals (stepping into the operational area of voltage and
frequency).

Range: 0..600
Default setting: 3 s

LOM Trip Del, A.LOM Trip Del [S]

Duration of Loss of Mains (LOM, i.e. Vector shift and ROCOF) protection trip. After this delay, the fault
is considered as terminated and Fault reset is possible. In case of automatic fault reset, the timer is
started.

Range: 0..3600
Default setting: 3 s

f(RE)

f(RE1-5)
Function, assigned to the appropriate relay output 1 to 5. For description, see chapter ,Relay outputs".
CommTrpPer
CommTrplmp
CommSigimp
CommSigDel
U Sig

f Sig

LOM Sig

du Sig

Other Sig

Default setting:
— REZL1: CommTrpPer
— REZ2: CommTrplmp
— RE3: CommSigimp
— RE4: CommSigDel
- RE5: U Sig
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Library of binary switches

Ext Trip

Activation of this input causes immediate trip of the protection. The trip conditions are active
throughout the activation of this input.

Fault Reset

Activation of this switch causes fault reset. The input has the same effect as pushing the button
FltRes. If permanently activated, every 100ms an impulse to fault reset the unit is done internally.

Alt Settings

Activation of this switch causes immediate switching to the setting, done in the setpoint groups marked
as ,A.xx. In case that the switchover comes in the moment when a delay of some of the protection
stage is being count-down (the unit is about to trip), the timer setting is kept as before the switch.
However, if the trip conditions change during the delay run (e.g. by changing the protection threshold),
the trip is not performed.

Disable

Activation of this switch disables immediately all protective features of the unit. The switch may be
used e.g. in case that the generator is not yet in parallel-to-mains operation, and so the mains
parameters do not have to be evaluated. In this case, the unit does not trip on any fault conditions.
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Library of relay outputs

The standard logic of MainsPro corresponds to the standard of protective relays. l.e. the relay contacts
are used, with fault-free position maintained in energized state. This is for safety reasons — in case of
power supply fail, the unit goes to “fault” indication position. For this reason, any signaling or trip
activation is described in this manual as “the output relay deactivates”, what means, it goes to “fault
indication” position.

CommTrpPer

Common trip permanent relay. The relay opens at any failure with delay given by appropriate
parameter. Relay opens immediately in case of LOM protection (Vector shift or ROCOF), External trip,
incorrect phase rotation or wrong phase polarity. Relay closes in fault free state after a successful fault
reset. In case of LOM protection, the delay LOM: LOM Trip Del is timed out and after this time it is
possible to perform Fault reset.

CommTrplmp

Common trip impulse relay. The relay opens at any failure with delay given by appropriate parameter.
Relay opens immediately in case of LOM protection (Vector shift or ROCOF), External trip, incorrect
phase rotation or wrong phase polarity. Relay closes after Basic: Imp Len has timed out, his closing
however does not mean end of trip state! Trip is terminated in fault free state after a successful fault
reset. In case of LOM protection, the delay LOM: LOM Trip Del is timed out and after this time it is
possible to perform Fault reset. During trip status, the relay does not react on any new failure.

CommsSigimp

Impulse signaling relay — immediate. Relay opens immediately at any failure. Relay closes after Basic:
Imp Len since its opening. Any other detected fault-state during run of this timer has no effect. Fault
reset has no influence on this output.

CommSigDel

Impulse signaling relay delayed. Relay opens at any failure with delay given by appropriate parameter.
Relay opens immediately in case of LOM protection (Vector shift or ROCOF), External trip, incorrect
phase rotation or wrong phase polarity. Relay closes after Basic: Imp Len since its opening. Any other
detected fault-state during run of this timer causes a new activation of this relay or extends timing of
Basic: Imp Len by the new impulse length from the moment of the failure detection. Fault reset has no
influence on this output

U Sig

Immediate signaling relay — voltage. Relay opens immediately in case of voltage failure (over or under
voltage). Relay closes in case that all parameters are back within limits, but no sooner than after
Basic: Imp Len from its activation. If the relay is open during trip activation, it closes no sooner than
Basic: Imp Len since trip status activation. Fault reset has no influence on this output. If any voltage
protection is disabled by setpoint (limit set to 0), the output does not signal activation of this protection
stage.

f Sig
Immediate signaling relay — frequency. Relay opens immediately in case of frequency failure (over or
under frequency). Relay closes in case that all parameters are back within limits, but no sooner than

after Basic: Imp Len from its activation. If the relay is open during trip activation, it closes no sooner
than Basic: Imp Len since trip status activation. Fault reset has no influence on this output. If any
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frequency protection is disabled by setpoint (limit set to 0), the output does not signal activation of this
protection stage.

OmAp

LOM Sig

Immediate signaling relay — loss of mains. Relay opens immediately in case of loss of mains failure
(Vector shift or ROCOF). Relay closes after LOM: LOM Trip Del since the last LOM protection
activation. Fault reset has no influence on this output. If any LOM protection is disabled by setpoint
(limit set to 0), the output does not signal activation of this protection stage.

dU Sig

Immediate signaling relay — asymmetry. Relay opens immediately in case of voltage (amplitude)
unbalance, positive sequence undervoltage or negative sequence overvoltage. failure (over or under
frequency). Relay closes in case that all three methods of voltage asymmetry are in fail-free state, but
no sooner than after Basic: Imp Len from its activation. If the relay is open during trip activation, it
closes no sooner than Basic: Imp Len since trip status activation. Fault reset has no influence on this
output. If any asymmetry protection is disabled by setpoint (limit set to 0), the output does not signal
activation of this protection stage.

Other Sig

Immediate signaling relay — other failures. Relay opens immediately in case of incorrect phase
rotation, wrong polarity of one phase or External trip. Relay closes in case that all observed failures
are not active, but no sooner than after Basic: Imp Len from its activation. If the relay is open during
trip activation, it closes no sooner than Basic: Imp Len since trip status activation. Fault reset has no
influence on this output.
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Technical data

Accuracies and reaction times

Operating area

MainsPro provides the below mentioned accuracies and reaction times in case that the measured
voltage is within the green area on the picture below. Outside of the green area, MainsPro provides
the expected performance (i.e. trips in case of voltage overreaching the green area border), but the
behavior, accuracies and reaction times may not be guaranteed.

f[Hz]

70

YELOW

All values evaluated, accuracy
is not guaranteed

40

35 -

15 -

15 130 150 U*[%]

* of the range (120V or 230/400V).
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e Voltage measurement accuracy is 1% of the nominal value at frequency 50 Hz + 10% and

temperature 25°C.

e The accuracy is 1,5% within the complete temperature range and in the green operational

area. See the Operating area.

e Maximum reaction time for voltage failures (in case of the delay set to 0,00 s) is 2 periods of
measured voltage + 15 ms. This is valid at nominal frequencies 50 Hz + 10% and 60 Hz +

10%.

Frequency measurement

e Frequency measurement is 0,1 Hz in the complete green operating area.
e Maximum reaction time for frequency failures (in case of the delay set to 0,00 s) is 75 ms. This
is valid in complete green operating area.

Time delays accuracy

e The unit allows to set the time delays with step 10 ms.
e Accuracy of the unit timing is £ 1%.

Loss of Mains reaction times
e Reaction time of Vector shift protection is 1,5 period of measured signal + 15 ms

Technical parameters

Power supply:

8-40V =—

Maximum consumption 600 mA
Not galvanically separated from power supply 85 - 265 VAC!

85 - 265 V/45-65 Hz,
110-370V =—=

Maximum consumption 90 mA

Operating temperature range

-20°C TO +70°C

Dimensions

158 x 96 x 68 mm

Protection

1P20

Rated voltage

120 V /230 V ph-n/ 400 V ph-ph

Maximal voltage range

Rated + 30%

Rated frequency of measured
voltage

50 Hz,60 Hz
(indicated accuracy is guaranteed on frequency range 40-70 Hz)

Signal relay contacts:

Max switched voltage/current

250V / 4A

Max switched power

resistive load: 1000 VA AC, 200 W DC

inductive load: 50 VA AC, 25 W DC

Rated voltage/current

resistive load: 250V /4 A AC

200V/0,1 ADC, 24V /4ADC

inductive load: 250V /2 A AC

200V/0,1 ADC, 24V 3ADC

Minimum load

1W/1VAatUyn>10V

Lifetime

1 x 10° cycles

Terminal tightening torque

0,4 Nm

Measurement category

Il (EN 61010-1)

Appliance class

I, double insulation @, the device has no protective earthing
terminal (IEC 61140)

Recommended fuse of the unit
power supply and measurement
circuits

fuse 1A

The unit is intended for use on a DIN rail inside a switchboard with prevention of access of non-
qualified personnel. In case of access of non-qualified personnel, it is necessary to cover the terminals
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by means corresponding to the environment of the unit operation. It is possible to make the user
interface accessible to the operation staff.

Endurance to the power supply voltage fails

MainsPro unit withstands the power supply voltages failures of 100 ms lengths in the full range of
power supply voltage on the 85 - 265 VAC / 110 - 370 VDC terminals and at the voltage .18 - 40 VDC
connected to the 8 - 40 VDC terminals. The construction of the power supply allows that the unit
withstands the voltage drop down to min 40 VAC in case that the unit was started from the AC voltage
within the allowed range 85 - 265 VAC. Such a drop of the voltage for unlimited time does not
influence the unit operation. This construction allows safe operation at the voltage, corresponding to
the following picture (Un = 230V):

110

100

90

£ | /
> 50 B / ;
= , F4RE IR
% 50 | / ‘
8 i S IS B
o 40 : i ]
30— i / :
20 .
10
0 I
0 0.5 1 1.5 2 2.5 3
Time [s]
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Statement of the factory default setting
of MainsPro unit

Setting Setpoint |Setpoint name Value Step| Unit
group

Overfrequency limit 1 f<> > 52 0,1 [Hz]
Overfrequency delay 1 f<> f> Del 2,50 0,01 [s]
Overfrequency limit 2 f<> f>> 52 0,1 [Hz]
Overfrequency delay 2 f<> f>> Del 2,50 0,01 [s]
Underfrequency limit 1 f<> f< 48 0,1 [Hz]
Underfrequency delay 1 f<> f< Del 2,50 0,01 [s]
Underfrequency limit 2 f<> f<< 48 0,1 [Hz]
Underfrequency delay 2 f<> f<< Del 2,50 0,01 [s]
Overvoltage limit 1 V<> V> 253 1 V]
Overvoltage delay 1 V<> V> Del 2,50 0,01 [s]
Overvoltage limit 2 V<> V>> 253 1 V]
Overvoltage delay 2 V<> V>> Del 2,50 0,01 [s]
Undervoltage limit 1 V<> V< 196 1 V]
Undervoltage delay 1 V<> V< Del 2,50 0,01 [s]
Undervoltage limit 2 V<> V<< 196 1 V]
Undervoltage delay 2 V<> V<< Del 2,50 0,01 [s]
\Voltage asymmetry limit du V unb 15 1 V]
Negative sequence overvoltage limit du V> neg 0 (vypnuto) 1 V]
Positive sequence undervoltage limit du V< pos 0 (vypnuto) 1 V]
Commc_)n delay of all voltage asymmetry du dU Del 2,50 0,01 [s]
protections
\Vector shift limit LOM Vs Lim 20 1 [°]
ROCOF limit LOM ROCOF 0 (vypnuto) |0,01| [Hz/s]
ROCOF filter LOM ROCOF Filt 5 1 []
Delay of Vector shift and ROCOF evaluation LOM LOM Init Del 3 1 [s]
after measured voltage connection
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Setting Setpoint |Setpoint name Value Step| Unit
group

Vector shift and ROCOF signalization time LOM LOM Trip Del 3 1 [s]
(TRIP duration)
Measurement range Basic Uin 230/400V - -
Measured system Basic System 3ph - -
Display timeout Basic DispT 10 1 [min]
Automatic Fault Reset Basic Auto FR Del 0 (vypnuto) 1 [s]
TRIP at the unit startup Basic Start Trip DISABLED - -
Common impulse length Basic Imp Len 1 1 [s]
Enabling the external trip binary switch Basic Ext DISABLED - -
Enabling the fault Reset binary switch Basic F.R. ENABLED - -
Enabling the Alt settings binary switch Basic Alt DISABLED - -
Enabling the blocking binary switch Basic Dis DISABLED - -
Function of 1% relay output f(RE) f(RE1) CommTrpPer | - .
Function of 2™ relay output f(RE) f(RE2) CommTrplmp | - .
Function of 3" relay output f(RE) f(RE3) CommsSigimp | - )
Function of 4™ relay output f(RE) f(RE4) CommSigDel | - .
Function of 5™ relay output f(RE) f(RE5) U Sig - -

ComAp states that the mentioned setting is guarranteed for all MainsPro units, SW version 1.0, upon
shipment of a new unit, if no other setting is explicitly requested. In case of need, the mentioned
settings can be provided by the following procedure:

1. Enter the init screen, by pushing the and at the same time.
2. Press and to enter the Factory default activation screen:

Factory de fault?

Y E S = M 0~

3. Using and do your selection. By selecting YES, you will return all previously done
setting to the default values. Please note that by this selection, you will loose all setting

done prior to this operation! Press to confirm iour selection.

4. By selecting NO and pressing or by pressing
no change.

, return to the measurement screens with
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BILLION BIPAC 7800GZ

A unique 3G embedded wireless 'G' modem/router that features a Dual WAN interface with one
ADSL2/2+ port and a buil t-in SIM-card slot for rock -solid 3G/HSPA connectivity. In addition one of
the 4 Ethernet ports can be configured as a second fixed WAN port for cable/fibre/2nd ADSL2/2+
connectivity allowing autofailover to be configured to opera te between any 2 of the 3 WAN
interfaces available. External 3G antennas help to boost performance in low signal areas and 3G
usage control feature allows monitoring and control of your 3G bandwidth.

Overview

The 7800GZ also incorporates a business -class firewall, supports IPSec VPN capability and in fixed
line mode offers fast Internet access via your ADSL line, with download speeds up to 24 Mbps with
ADSL2+ and higher upload speeds with Annex M. Billion's renowned built -in Quality of Service
(QoS) feature for bandwidth management and traffic prioritization makes this an ideal model for
the SOHO or small business user who is serious about security and high -performance.

Product Description - Billion BIPAC 7800GZ - wireless router - DSL / cellular mdm -
802.11b/g - desktop

Features - DMZ port, DHCP support, NAT support, auto -uplink (auto MDI/MDI -X), IGMP
snooping, Syslog support, Statefu | Packet Inspection (SPI), DoS attack prevention, packet
filtering, dynamic DNS server, DiffServ support, MAC address filtering, VPN passthrough,
Wireless Distribution System (WDS) support, URL filtering, firmware upgradable, SNTP
support, Quality of Service (QoS), virtual server support, Wi-Fi Protected Setup (WPS)
Dimensions (WxDxH) -23cmx 15.5cmx4.3¢cm

Device Type - Wireless router - DSL modem / wireless cellular modem - 4-port switch
(integrated)

Enclosure Type - Desktop

Data Transfer Rate - 54 Mbps

Compliant Standards - ANSI T1.413, IEEE 802.11b, IEEE 802.11g, IEEE 802.1x, Wi-Fi
Protected Setup, UPnP

Data Link Protocol - Ethernet, Fast Ethernet, IEEE 802.11b, |[EEE 802.11g
Network / Transport Protocol - PPPoE, PPPoA, AALS, DHCP, DNS

Remote Management Protocol - Telnet, HTTP

Digital Signaling Protocol - ADSL, ADSL2, ADSL2+

Routing Protocol - RIP-1, RIP-2, static IP routing

Frequency Band -2.4 GHz

Cellular Protocol - GSM, GPRS, UMTS, EDGE, HSPA



Specification

General
Features : DMZ port, DHCP support, NAT support, auto -uplink (auto MDI/MDI -X), IGMP
snooping, Syslog support, Stateful Packet Inspect ion (SPI), DoS attack prevention, packet
filtering, dynamic DNS server, DiffServ support, MAC address filtering, VPN passthrough,
Wireless Distribution System (WDS) support, URL filtering, firmware upgradable, SNTP
support, Quality of Service (QoS), virtual server support, Wi -Fi Protected Setup (WPS)
Connectivity Technology : Wireless, wired
Data Link Protocol : Ethernet, Fast Ethernet, IEEE 802.11b, IEEE 802.11g
Network / Transport Protocol : PPPOE, PPPOA, AAL5S, DHCP, DNS
Compliant Standards : ANSI T1.413, IEEE 802.11b, IEEE 802.11g, IEEE 802.1x, Wi -Fi
Protected Setup, UPnP
Device Type : Wireless router - 4-port switch (integrated)
Enclosure Type : Desktop
Data Transfer Rate : 54 Mbps
Status Indicators : Link activity, power
Remote Management Protoc ol : Telnet, HTTP
Encryption Algorithm : DES, Triple DES, AES, 128 -bit WEP, 64 -bit WEP, IKE, WPA -PSK,
WPA2-PSK
Routing Protocol : RIP-1, RIP-2, static IP routing
Frequency Band : 2.4 GHz

Expansion / Connectivity
Interfaces : 3 x 10Base -T/100Base -TX - RJ-45
WAN : 1 x ADSL2+ - RJ11
WAN / LAN : 1 x 10Base -T/100Base-TX - RJ-45
Expansion Slot(s) : 1 (total) / 1 (free) x SIM card

Miscellaneous
Width : 23 cm
Depth : 15.5cm
Height : 4.3cm
Cables I ncluded : 1 x phone cable
1 x network cable

Power
Power Device : Power adapter - external

Software / System Requirements
Software Included : Drivers & Utilities

Environmental Parameters
Min Operating Temperature : 0 °C
Max Operating Temperature :40°C
Humidity Range Operating : 20 - 95%

Communications
Type : DSL modem / wireless cellular modem
Max Transfer Rate : 24 Mbps
Protocols & Specifications : ITU G.992.1 (G.DMT), ITU G.992.2 (G.Lite), ITU G.994.1
(G.hs), ITU G.992.3 (G.DMT.his), ITU G.9 92.5
Digital Signaling Protocol : ADSL, ADSL2, ADSL2+




Cellular Protocol : GSM, GPRS, UMTS, EDGE, HSPA

Aerial
Antenna Qty : 3
Aerial : External detachable

Line Properties
Framing Format : ANSI T1.413



Notes

Due to inherent limitation in the available routers the following restrictions apply
o ABillion router can’t be used at the university site as it is restricted to 4 VPNs
0 A Sinaut Router can’t be used at the university site as it is restricted to 10 VPNs
0 Asupto 20 VPN’s need to be terminated a suitable router needs to be selected
8 ACISCO 800 series 880G or 890 would be suitable for the test
The Test Topology would not scale well above 100 VPN Installations
o Migration to Dynamic Multipoint Virtual Private Network (DMVPN) capable routers would enhance future
scalability
0 This would require all routers from House to Control Centre to be DMVPN capable
8  Neither Billion or Sinaut support DMVPN
Quality of Service should be enabled on the house routers to preserve uplink capacity for the eMIC
Separate VLANSs will be enabled, if supported by the router, to segregate WLAN and LAN traffic
Firewall rules will be defined to only allow traffic to flow to known devices
DHCP will be used to provide IP addresses to House devices connected by WLAN
SSH will be configured to allow remote monitoring and configuration of the routers
o Only the Dta Concentrator and the Siemens Remote devices will be granted access
Structured IP addressing will be used in the trial but will not be practical in the scaled system
0 |EC-104 Addressing will follow the IP Addressing scheme
Private Shared Keys will be a randomized 16 character string appended by a device ID
o Thisisindicated in the Topology Diagrams by the tag <>D-xx
8 <>marks the 16 character tag
8 D marks the following types
H = House, E = School, S = Substation, U = University
8 xxmarks the instance
§ Forexample
g8cS2_Rv b9e@Ve#hbH-08 is the PSK between the House 8 and its Substation
08cS2_Rv b9e@Ve#bS-08 is the PSK between the Substation 8 and the University
08cS2_Rv bh9e@Ve#bU-08 is the PSK between the University and Siemens Remote
University and Siemens devices have fixed IP addresses (or allocated from a known pool)
Dynamic DNS services will be used to resolve 3G allocated dynamic IP addresses
0 The domain is bristolsmartgrid.co.uk
0 Host follow the naming convention illustrated above
8 hOL. bristolsmartgrid.co.uk is House 1 router
8 s08.bristolsmartgrid.co.uk is Substation 8 router
8 u01l. bristolsmartgrid.co.uk is the University router
Due to limitation in the Billion routers DynDNS updates do not occur on change but on a fixed period which
is currently set to 15 minutes. This will not be acceptable on scaling up. Only dynamic updating by the
routers would be acceptable.
AES-128 Encryption in the VPN was selected above 3DES. If latency becomes too much for the Billion
software driven encryption routers with a hardware encryption module should be selected.
SHA-1 was selected due to known weaknesses in MD5
Perfect Forward Secrecy is not supported in the Billion Router else it would have been enabled.
House wireless will use WPA2-PSK encryption
0 The PSK will be derived in the same manner as the VPN keys but with a shorter 8 character key
8 The key will only use numbers and digits to maximise compatibility
8 The tag H-xx will be appended to the above root.
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Legal information

Warning notice system

/N
/N

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

Danger

indicates that death or severe personal injury will result if proper precautions are not taken

Warning

indicates that death or severe personal injury may result if proper precautions are not taken.

Caution

with a safety alert symbol, indicates that minor personal injury can result if proper precautions are not taken..

Caution

without a safety alert symbol, indicates that property damage can result if proper precautions are not taken.

Notice

indicates that an unintended result or situation can occur if the corresponding information is not taken into
account.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will
be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to
property damage.

Qualified Personnel

The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation for the specific task, in particular its warning notices and
safety instructions. Qualified personnel are those who, based on their training and experience, are capable of
identifying risks and avoiding potential hazards when working with these products/systems.

Prescribed Usage

/N

Trademarks

Note the following:

Warning

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended or
approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and
maintenance are required to ensure that the products operate safely and without any problems. The permissible
ambient conditions must be adhered to. The information in the relevant documentation must be observed.

All names identified by ® are registered trademarks of the Siemens AG. The remaining trademarks in this
publication may be trademarks whose use by third parties for their own purposes could violate the rights of the
owner.

Disclaimer of Liability

We have reviewed the contents of this publication to ensure consistency with the hardware and software
described. Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the
information in this publication is reviewed regularly and any necessary corrections are included in subsequent
editions.

Siemens AG Order No.: C79000-G8976-C236-04 Copyright © Siemens AG 2011
Automation and Drives Release 02/2011 Technical data subject to change
Postfach 48 48
90437 NURNBERG
GERMANY

SINAUT MD741-1

C79000-G8976-C236-04



External power supply

Use only an external power supply which also complies with EN60950. The output
voltage of the external power supply must not exceed 30V DC. The output of the
external power supply must be short-circuit proof.

A Warning

The power supply unit to supply the SINAUT MD741-1 must comply with the
requirements for a Limited Power Source according to IEC/EN 60950-1

The power supply unit to supply the SINAUT MD741-1 must comply with NEC Class 2
circuits as outlined in the National Electrical Code ® (ANSI/NFPA 70) only.

Please pay regard to section 2.7 of the system manual, as well as the installation
and utilisation regulations of the respective manufacturers of the power supply, the
battery or the accumulator.

SIM card

To install the SIM card the device must be opened. Before opening the device,
disconnect it from the supply voltage. Static charges can damage the device when
it is open. Discharge the electric static of your body before opening the device. To
do so, touch an earthed surface, e.g. the metal casing of the switch cabinet. Please
pay regard to section 2.7 of this system manual.

Handling cables

Never pull a cable connector out of a socket by its cable, but pull on the connector
itself. Cable connectors with screw fasteners (D-Sub) must always be screwed on

tightly. Do not lay the cable over sharp corners and edges without edge protection.
If necessary, provide sufficient strain relief for the cables.

For safety reasons, make sure that the bending radius of the cables is observed.

Failure to observe the bending radius of the antenna cable results in the
deterioration of the system's transmission and reception properties. The minimum
bending radius static must not fall below 5 times the cable diameter and dynamic
below 15 times the cable diameter.

SINAUT MD741-1
C79000-G8976-C236-04
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Radio device

A Warning

Never use the device in places where the operation of radio devices is prohibited. The
device contains a radio transmitter which could in certain circumstances impair the
functionality of electronic medical devices such as hearing aids or pacemakers. You
can obtain advice from your physician or the manufacturer of such devices. To prevent
data carriers from being demagnetised, do not keep disks, credit cards or other
magnetic data carriers near the device.

Installing antennas

A Warning

The emission limits as recommended by the German Commission on Radiological
Protection (13/14 September 2001; www.ssk.de) must be observed.

Installing an external antenna

Caution

When installing an antenna outdoors it is essential that the antenna is fitted correctly
by a qualified person.

When the antenna is installed outdoors it must be earthed for lightning protection. The
outdoor antennas shield must be reliable connective to protective earth.

The installation shall be done according the national installation codes

For US this is the National Electric Code NFPA 70, article 810.

For Germany, observe the current version of the Lightning Protection Standard VDE
0185 (DIN EN 62305) Sections 1 to 4 for buildings with lightning protection, or the
standard VDE 0855 (DIN EN 60728-11) in case there is no lightning protection.

This work must be carried out by qualified personnel only.

Requirements for compliance to Safety, Telecom, EMC and other standards

Caution

Observe the regulations listed in chapter 12 before putting the SINAUT MD741-1 into
operation.

SINAUT MD741-1
4 C79000-G8976-C236-04



Operating costs

Notice

Note that data packets exchanged for sign up connections, reconnecting, connect
attempts (e.g. Server switched off, wrong destination address, etc.) as well as keeping
the connection alive are also subject to charge.

Firmware with Open Source GPL/LGPL

The firmware of the SINAUT MD741-1 includes open Source Software under terms
of GPL/LGPL. According to section 3b of GPL and of section 6b of LGPL we
provide you the source code. Please write to

s_opsource@gmx.net
s_opsource@gmx.de

Please enter 'Open Source MD741' as subject of your e-mail, that we can filter your
e-mail easier.

SINAUT MD741-1
C79000-G8976-C236-04



Firmware with OpenBSD

The firmware of SINAUT MD741-1 contains sections from the OpenBSD software.
The use of OpenBSD software is subject to the following copyright notice

Copyright (c) 1982, 1986, 1990, 1991, 1993
The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.
3. All advertising materials mentioning features or use of this software
must display the following acknowledgement:

This product includes software developed by the University of
California, Berkeley and its contributors.

Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS " 'AS IS'' AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, * WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

B T e T T S S S S R S S S S
S

SINAUT MD741-1
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Purpose of this documentation

This documentation will support you on your way to successful application of
GSM/GPRS modem SINAUT MD741-1. It will introduce you to the topic in
clear and straightforward steps and provide you with an overview of the
hardware of the SINAUT MD741-1 GSM/GPRS modem. This documentation
will help you during installation and commissioning of SINAUT GSM/GPRS
modem and explains the diagnostics and service options available.

Validity of the documentation
This manual relates to the following product versions
o GPRS/GSM modem MD741-1 hardware release 2.x
Order number 6NH9741-1AA00
Hardware product version 2.x

Intended purpose: (E-)GPRS-VPN-Router for industrial application

Online Support

In addition to our product documentation, the comprehensive online
information platform supports you in all aspects of our Service & Support at
any time and from any location in the world. You will find this on the Internet
at the following address:

www.siemens.com/automation/service&support

Here, you will find the following information:
e Support news, newsletter
e Product information, Product Support, Applications & Tools
e Technical Forum
e Access to other features of our Service & Support offer:
— Technical Consulting
— Engineering Support
— Field Service
Phone: +49 911 895 7444
— Spare parts and repairs
Phone: +49 911 895 7448

— Optimization and modernization

SINAUT MD741-1
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Preface

SITRAIN

— Technical Support

Expert advice on technical questions with a wide range of demand-
optimized services for all our products and systems.

Phone: +49 911 895 7222
www.siemens.de/automation/support-request

You will find contact addresses on the Internet at the following address:

www.automation.siemens.com/partner

With over 300 different courses, SITRAIN covers the entire Siemens product
and system spectrum in the field of automation and drive technology.
Advanced training tailored to your needs is also available. In addition to our
classic range of courses, we also offer a combination of various training
media and sequences. You can, for example, use self-study programs on
CD-ROM or on the Internet as preparation or to consolidate training.

You will find detailed information on our training curriculum and how to
contact our customer consultants at the following Internet address:

www.siemens.com/sitrain

Siemens documentation

¢ You will find the order numbers for the relevant Siemens documentation
in the following catalogs:

— SIMATIC NET Industrial Communication, catalog IK PI

— SIMATIC Products for Totally Integrated Automation and Micro
Automation, catalog ST 70

You can request these catalogs and additional information from your
Siemens representative.

¢ You will find many SIMATIC NET manuals on the Internet pages of
Siemens Customer Support for automation:

Link to Customer Support:
http://support.automation.siemens.com/WW/view/en

Enter the ID of the relevant manual as the search item. The ID is listed
below some of the reference entries in brackets.

- You will find the latest version of this documentation under the entry
ID 22550242.

e Alternatively you will find the SIMATIC NET manuals on the Internet
pages of Siemens Customer Support for automation:

http://support.automation.siemens.com/WW/view/en/10805878

Browse to the designated product group and set the following filter
settings:

"Entry list" - Entry type "Manuals"

SINAUT MD741-1
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Applications and functions 1

The SINAUT MD741-1 provides a wireless connection to the Internet or to a private
network. The SINAUT MD741-1 can provide this connection in any location where
a GSM network (Global System for Mobile Communication = mobile phone
network) is available which provides the services EGPRS (Enhanced General
Packet Radio Service = EDGE) or GPRS (General Packet Radio Service). A
precondition for this is a SIM card of a GSM network operator with the appropriate
services activated.

The SINAUT MD741-1 thus links a locally connected application or entire networks
to the Internet via wireless IP connections. It is also possible to connect directly to
an intranet, to which in turn the external remote stations are connected.

The SINAUT MD741-1 can establish a VPN (Virtual Private Network) between a
locally connected application / a network and an external network, and can protect
this connection against access by third parties through the use of IPsec (Internet
Protocol Security).

In order to perform these tasks in the scenarios described, the device combines the
following functions:

e EDGE modem for flexible data communication via EGPRS or GPRS

e Firewall for protection against unauthorized access. The dynamic packet filter
examines data packets based on their source and destination addresses
(stateful inspection firewall) and blocks undesirable data traffic (anti-spoofing)

e The SINAUT MD741-1 can establish via the wireless IP connections a VPN
Virtual Private Network) between the locally connected application or network
and en external network and can protect this connection by IPsec (Internet
Protocol Security) against unwanted access by third parties.

SINAUT MD741-1
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Application examples of the SINAUT MD741-1

Central
Station
ST7cc

VPN-Router

DSL-Modem

VPN-Tunnel

Figure 1-1 Connection between CPU and Central Station

CPU TIM
MD7
o» .

Logical
connection

Central
Station
ST7cc

MD741-1
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Figure 1-2 Connection between two CPU

Configuration

The device can be configured via a Web user interface that can simply be
displayed using a Web browser. It can be accessed by means of the following:

e the local interface
e EGPRS/GPRS

e CSD (Circuit Switched Data = dial-in data connection) of the GSM

SINAUT MD741-1
C79000-G8976-C236-04
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Connection via
GSM-CSD
/ PC with
Web browser

c\ ]

PC with via (E-)GPRS
Web browser PC with

MD741-1

Web browser

Figure 1-3 Configuration

Firewall functions

The SINAUT MD741-1 provides the following firewall functions in order to protect
the local network and itself from external attacks:

e Stateful inspection firewall
e Anti-spoofing
e Port forwarding

o NAT

Additional functions
The SINAUT MD741-1 provides the following additional functions:
e DNS cache
e DHCP server
e NTP
e Remote logging
e InPort
e Web user interface for configuration
e Sending alarm SMS
e SSH console for configuration
e DynDNS client

o Dial-in data connection for maintenance and remote configuration

SINAUT MD741-1
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Setup 2

2.1 Important notes on using the device

Safety notices on the use of the device
The following safety notices must be adhered to when setting up and operating the

device and during all work relating to it such as installation, connecting up,
replacing devices or opening the device.

General notices on use in hazardous areas

A Warning

Risk of explosion when connecting or disconnecting the device
EXPLOSION HAZARD

DO NOT CONNECT OR DISCONNECT EQUIPMENT WHEN A FLAMMABLE OR
COMBUSTIBLE ATMOSPHERE IS PRESENT.

A Warning

Replacing components
EXPLOSION HAZARD

SUBSTITUTION OF COMPONENTS MAY IMPAIR SUITABILITY FOR CLASS |,
DIVISION 2 OR ZONE 2.

General notices on use in hazardous areas according to ATEX

A Warning

Requirements for the cabinet/enclosure

When used in hazardous environments corresponding to Class |, Division 2 or Class I,
Zone 2, the device must be installed in a cabinet or a suitable enclosure.

To comply with EU Directive 94/9 (ATEX95), this enclosure must meet the
requirements of at least IP54 in compliance with EN 60529.

SINAUT MD741-1
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2 Setup

A Warning

Suitable cables for temperatures in excess of 70 °C

If the cable or conduit entry point exceeds 70 °C or the branching point of conductors
exceeds 80 °C, special precautions must be taken. If the equipment is operated in an
air ambient in excess of 50 °C, only use cables with admitted maximum operating
temperature of at least 80 °C.

A Warning

Protection against transient voltage surges

Provisions shall be made to prevent the rated voltage from being exceeded by
transient voltage surges of more than 40 %. This criterion is fulfilled, if supplies are
derived from SELV (Safety Extra-Low Voltage) only.

2.2 Step by step

Set up the SINAUT MD741-1 in the following steps:

Step Chapter
1. First familiarise yourself with the preconditions for operation 2.3
of the SINAUT MD741-1.

2. Read the safety instructions and other instructions at the
beginning of this document very carefully, and be sure to

follow them.

3. Familiarise yourself with the control elements, connections 24-2.7
and operating state indicators of the SINAUT MD741-1.

4. Connect a PC with a Web browser (Admin PC) to the local 3

interface (X2) of the SINAUT MD741-1.

. Using the Web user interface of the SINAUT MD741-1, enter 5.1
the PIN (Personal Identification Number) of the SIM card.

6. Disconnect the SINAUT MD741-1 from the power supply. 2.7

7. Insert the SIM card in the device. 2.8

8. Connect the antenna. 2.7

9. Connect the SINAUT MD741-1 to the power supply. 2.7

10.  Set the SINAUT MD741-1 up in accordance with your 3-10
requirements.

11" Connect your local application. 2.7

SINAUT MD741-1
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2 Setup

2.3 Preconditions for operation

Antenna

In order to operate the SINAUT MD741-1, the following information must be on
hand and the following preconditions must be fulfilled:

An antenna, adapted to the frequency bands of the GSM network operator you
have chosen: 850 MHz, 900 MHz, 1800 MHz or 1900 MHz. Use only antennas
from the accessories for the SINAUT MD741-1.

See Chapter 2.7.

Power supply

SIM card

16

A power supply with a voltage between 12 VDC and 30 VDC that can provide
sufficient current.

See Chapter 2.7.

A SIM card from the chosen GSM network operator.
PIN

The PIN for the SIM card.

EGPRS / GPRS activation

The SIM card must be activated by your GSM network operator for the services
EGPRS or GPRS.

The EGPRS / GPRS access data must be known:

e Access Point Name (APN)

e Username

e Password

CSD 9600 bit/s activation

The SIM card must be activated by your GSM network operator for the CSD

service if you wish to use remote configuration via a dial-in data connection, see
Chapter 8.3.

SINAUT MD741-1
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2 Setup

2.4 Device front

Here are definitions of terms frequently used in this manual:

Figure 2-1

2.5 Service button (SET)

Operating elements

Connection terminals for the
power supply

Set button
Antenna jack type SMA

Operating state indicators S,

X1 (Service; USB) — without
function

10/100 Base-T - RJ45 jack for
connecting the local network

Operating state indicators
Power, LAN, VPN

On the front side of the SINAUT MD741-1 there is a small hole (see B) which is
SET marked and has a button behind it. Use a pointed object, e.g. a straightened-

out paperclip, to press this button.

e If you press the button for longer than 5 seconds, the SINAUT MD741-1

reboots and loads the factory settings.

SINAUT MD741-1
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2 Setup

2.6 Operating state indicators

The SINAUT MD741-1 has 7 indicator lamps (LEDs) to indicate the operating state.

The 3 indicator lamps on the left-hand side of the device indicate the state of the
EGPRS wireless modem:

LED State Meaning
S (Status) Flashing slowly PIN transfer
Flashing quickly PIN error / SIM error
ON PIN transfer successful
Q OFF Not logged into GSM network
(Quality) Flashing briefly Poor signal strength
(CSQ <6)
Flashing slowly Medium signal strength
(CSQ=6..10)
ON, with brief interruptions Good signal strength
(CSQ=11-18)
ON Very good signal strength
(CSQ > 18)
Cc OFF No connection
(Connect) | Elashing quickly Service call via CSD active
ON with brief interruptions GPRS connection active
ON EGPRS connection active
S$QC Light up in sequence quickly Booting
together Light up in sequence slowly Update
Flashing quickly in unison Error

The 3 indicator lamps on the right-hand side of the device indicate the state of
additional device functions:

LED State Meaning
DC5Vv ON Device switched on, operating
voltage present
OFF Device switched off, operating
voltage not present
LINK ON Ethernet connection established to the
local application / the local network
OFF No Ethernet connection to the local
application / the local network
ON with brief interruptions Data transfer via the Ethernet
connection
VPN ON VPN connection active
OFF VPN connection active

18
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2.7 Connections

X2 (10/100 Base-T)

The local network is connected to the local applications at the 10/100 Base-T
connection, e.g. a programmable controller, a machine with an Ethernet interface
for remote monitoring, or a notebook or desktop PC.

To set up the SINAUT MD741-1, connect the Admin PC with Web browser here.

The interface supports autonegotiation. It is thus detected automatically whether a
transmission speed of 10 Mbit/s or 100 Mbit/s is used on the Ethernet.

A connecting cable with a RJ45 plug must be used. It can be a cross-over cable or
a patch cable.

X1 (USB; Service)

In the SINAUT MD741-1 this interface has no function and is reserved for later
applications. Do not connect any devices here. Doing so could interfere with the
SINAUT MD741-1's operation.

SMA antenna jack

The SINAUT MD741-1 has an antenna jack of the type SMA for connecting the
antenna.

The antenna that is used should have an impedance of about 50 ohms. It must be
matched for GSM 900MHz and DCS 1800MHz or GSM 850 MHz and PCS 1900
MHz, depending on which frequency bands your GSM network operator uses. In
Europe and China GSM 900MHz and DCS 1800MHz are used, in the USA GSM
850 MHz and PCS 1900 MHz are used. Obtain this information from your network
operator.

The match (VSWR) of the antenna must be 1:2.5 or better.

Caution:

Use only antennas from the accessories line for the SINAUT MD741-1. Other
antennas could interfere with product characteristics or even lead to defects.

When installing the antenna, a sufficiently good signal quality must be ensured
(CSQ > 11). Use the indicator lamps of the SINAUT MD741-1 which show the
signal quality. Make sure that there are no large metal objects (e.g. reinforced
concrete) close to the antenna.

Observe the installation and user instructions for the antenna being used.

SINAUT MD741-1
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Warning:

When the antenna is installed outdoors it must be earthed for lightning protection.
The outdoor antennas shield must be reliable connective to protective earth. The
installation shall be done according the national installation codes (For US this is
the National Electric Code NFPA 70, article 810).

This work must be carried out by qualified personnel only.

Screw terminals for power supply

Power supply
+24V 0V

24V 24V OV OV

SIEMENS

Figure 2-2 Screw terminals

The SINAUT MD741-1 operates with direct current of from DC 12-30 V, nominally
DC 24 V. This power supply is connected at the screw terminals on the left-hand
side of the device.

Connect the positive supply voltage to one or both screw terminals marked 24V
and the negative supply voltage to one or both screw terminals marked 0V.

The rated current consumption is about 510 mA at 12V and 230 mA at 30 V.

Warning:
The power supply unit of the SINAUT MD741-1 is not electrically isolated. Observe
the safety instructions at the beginning of this manual.

SINAUT MD741-1
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Field wiring instructions
Use copper wires only.
Solid wire: 0,5...3 mm? (AWG 20...18)
Strained wire: 0,5...2,5 mm?

Torque of screw clamps: 0,6...0,8 Nm

2.8 Inserting the SIM card

Caution:

Before inserting the SIM card, enter the PIN of the SIM card in the SINAUT
MD741-1 via the Web user interface. See Chapter 5.1.

|

Figure 2-3 Inserting the SIM card

1. After you have entered the PIN of the SIM card, disconnect the SINAUT
MD741-1 completely from the power supply.

2. The drawer for the SIM card is located on the back of the device. Right next to
the drawer for the SIM card in the housing aperture there is a small yellow
button. Press on this button with a pointed object, for example a pencil.

When the button is pressed the SIM card drawer comes out of the housing.

3. Place the SIM card in the drawer so that its gold-plated contacts remain visible.

4. Then push the drawer with the SIM card completely into the housing.

Caution:

Do not under any circumstances insert or remove the SIM card during operation.
Doing so could damage the SIM card and the SINAUT MD741-1.

SINAUT MD741-1
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2.9 Top rail mounting

The SINAUT MD741-1 is suitable for top-hat rail mounting on DIN EN 50022 rails.
A corresponding bracket can be found at the rear of the device.

Figure 2-4 Top rail mounting

SINAUT MD741-1
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Configuration 3

Configuration of the router and firewall functions is carried out locally or remotely
via the Web-based administration interface of the SINAUT MD741-1.

Remote configuration
Remote configuration via HTTPS or CSD access is only possible if the SINAUT

MD741-1 is configured for remote access. In this case proceed exactly as
described in Chapter 8.

Configuration via the local interface
The preconditions for configuration via the local interface are:
e The computer (Admin PC) that you use to carry out configuration must be
either connected directly to the Ethernet jack of the SINAUT MD741-1 via a
network cable or it must have direct access to the SINAUT MD741-1 via the

local network.

e The network adapter of the computer (Admin PC) that you use to carry out
configuration must have the following TCP/IP configuration:

IP address: 192.168.1.2
Subnet mask: 255.255.255.0

Instead of the IP address 192.168.1.2 you can also use other IP addresses
from the range 192.169.1.x.

e If you also wish to use the Admin PC to access the external network via the
SINAUT MD741-1, the following additional settings are necessary:

Standard gateway: 192.168.1.1

Preferred DNS server: Address of the domain name server

SINAUT MD741-1
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3 Configuration

3.1 TCPI/IP configuration of the network adapter in
Windows XP

Configure the LAN connection
Click on Start, Connect To ..., Show All Connections...
Then click on LAN Connection. In the dialog box Properties of LAN Connection,
click on the General tab and select there the entry Internet Protocol (TCP/IP). Open

Properties by clicking on the corresponding button.

The window Properties of Internet Protocol (TCP/IP) appears (see illustration
below).

Note:

The path leading to the dialog box Properties of LAN Connection depends on your
Windows settings. If you are not able to find this dialog box, search in the Windows
Help function for LAN Connection or Properties of Internet Protocol (TCP/IP).

Internet Protocol (TCP/IP) Properties @@
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate IP settings.

(O Obtain an IP address automatically
(®Use the following IP address:

IP address: [192.188. 1 . 2 |
Subnet mask: [ 256 . 255 . 255 . 0 |
Default gateway: 192.168. 1 . 1

() Use the following DNS server addresses:

Preferred DNS server: [192 188, 1 . 1 |

Alternate DMS server:

l_ oK ]I Cancel ]

Figure 3-1 Properties of Windows Internet Protocol

Enter the following values in order to get to the Web user interface of the SINAUT
MD741-1:

IP address: 192.168.1.2

Subnet mask: 255.255.255.0

SINAUT MD741-1
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3 Configuration

In addition, enter the following values if you want to use the Admin PC to access
the external network via the SINAUT MD741-1:

Standard gateway: 192.168.1.1

Preferred DNS server: 192.168.1.1

Preferred DNS server

If you call up addresses via a domain name (e.g. www.neuhaus.de), then you must
refer to a domain name server (DNS) to find out what IP address is behind the
name. You can define the following as the domain name server:

e The DNS address of the network operator,
or

e The local IP address of the SINAUT MD741-1, as long as it is configured for
breaking out host names into IP addresses
(see Chapter 4.3; Factory setting).

To define the domain name server in the TCP/IP configuration of your network
adapter, proceed as described above.

3.2 Allowed characters for user name, passwords and other
inputs

For user names, passwords, host names, APN and PIN the following ASCII
chracters may be used:

User names, passwords and PIN

abcdefghljklmnopqrstuvwxyzABCDEFGHIJKLMNOPQR
STUVWXYZ0123456789!$%&"()*+,./:;<=>2@[\]"_"{I}

Host names and APN

abcdefghljklmnopqrstuvwxyzABCDEFGHIJKLMNOPQR
STUVWXYZ0123456789.-

SINAUT MD741-1
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3 Configuration

3.3 Establishing a configuration connection

Setting up a Web browser
Proceed as follows:
1. Launch a Web browser.

(e.g. MS Internet Explorer Version 7 or later or Mozilla Firefox Version 2 or
later; the Web browser must support SSL (i.e. HTTPS).)

2. Make sure that the browser does not automatically dial a connection when it is
launched.

In MS Internet Explorer, make this setting as follows: Menu Tools, Internet
Options..., tab Connections: Under Dial-up and VPN Settings, make sure that
Never dial a connection is activated.

Calling up the start page of the SINAUT MD741-1

3. Inthe address line of the browser, enter the address of the SINAUT MD741-1
in full. In the factory settings this is:

https://192.168.1.1

Result: A security message appears. In Internet Explorer 7, for example, this
one:

Security Alert lg]

(G Information you exchange with this site cannot be viewed or
S changed by others. However, there is a problem with the site's
security certificate.

The security certificate was issued by a company you have
not chosen to trust. View the certificate to determine whether
you want to trust the certifying authority.

0 The security certificate date is valid.

The name on the security certificate is invalid or does not
match the name of the site

Do you want to proceed?

Yes ] | No i [Miew Certificate

Figure 3-2 Confirming the security message

SINAUT MD741-1
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3 Configuration

4. Acknowledge the corresponding safety message with "Continue loading this
page ..."

Note

Because the device can only be administered via encrypted access, it is delivered
with a self-signed certificate. In the case of certificates with signatures that the
operating system does not know, a security message is generated. You can
display the certificate.

It must be clear from the certificate that it was issued for SIEMENS AG. The Web
user interface is addressed via an IP address and not using a name, which is why
the name specified in the security certificate, is not the same as the one in the
certificate.

Entering the user name and password

5. You will be asked to enter the user name and the password:

Connect ta; 192.168.1.1

User name: | € admin v |

Password: | sennee |

[ ] remember my password

[ oK, l [ Cancel

Figure 3-3 Enter user name and password

The factory setting is:

User name: admin
Password: sinaut
Note

You should change the password in any event. The factory setting is general
knowledge and does not provide sufficient protection. Chapter 3.8 contains a
description of how to change the password.

SINAUT MD741-1
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3 Configuration

The start page is displayed

After the user name and password are entered, the start page of the SINAUT
MD741-1 appears in the Web browser with an overview of the operating state, see
Chapter 3.4.

The start page is not displayed

28

If after several tries the browser still reports that the page cannot be displayed, try
the following:

Check the hardware connection. On a Windows computer, go to the DOS
prompt (Menu Start, Programs, Accessories, Command Prompt) and enter the
following command:

ping 192.168.1.1

If a return receipt message for the 4 packets that were sent out does not
appear within the specified time period, check the cable, the connections and
the network card.

Make sure that the browser does not use a proxy server. In MS Internet
Explorer (Version 7.0), make this setting as follows: Menu Tools, Internet
Options..., tab Connections: Under LAN Settings, click on the Settings... button,
then in the dialog box Settings for local network (LAN), make sure that under
Proxy Server the entry Use proxy server for LAN is not activated.

If other LAN connections are active on the computer, deactivate them for the
duration of the configuration process.

Under the Windows menu Start, Connect To ..., Show All Connections... ,
under LAN or High-Speed Internet right-click on the connection concerned and
select Deactivate in the pop-up menu.

Enter the address of the SINAUT MD741-1 with a slash:

https://192.168.1.1/

SINAUT MD741-1
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3.4  Start page of the Web user interface

After the Web user interface of the SINAUT MD741-1 is called up and the user

name and password are entered, an overview of the current operating state of the
SINAUT MD741-1 appears.

Overview
Current system time 20080315, 14:56
Connection EDGE
External hostname
Assigned IP 172.20.243.205
Signal (CS0 level) k|
Remote HTTPS X}
Remote SSH %}
CSD Dialdn &
Figure 3-4 Overview
Note

Use the Refresh function of the Web browser to update the displayed values.

Current system time

Shows the current system time of the SINAUT MD741-1 in the format:

Year — Month — Day, Hours — Minutes

Connection
Shows if a wireless connection exists, and which one:
o EDGE connection (IP connection via EGPRS)
e GPRS connection (IP connection via GPRS)

e CSD connection (service connection via CSD)

External hostname

Shows the hostname (e.g. md741.mydns.org) of the SINAUT MD741-1, if a
DynDNS service is being used.

SINAUT MD741-1
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Signal (CSQ level)
Indicates the strength of the GSM signal as a CSQ value.
e CSQ<6G: Poor signal strength
e (CSQ=6..10: Medium signal strength
e (CSQ=11-18: Good field strength
e CSQ>18: Very good field strength

e CSQ=099: No connection to the GSM network

Assigned IP address

Shoes the IP address at which the SINAUT MD741-1 can be reached in EGPRS or
GPRS. This IP address is assigned to the SINAUT MD741-1 by EGPRS or GPRS.

Note

It may occur that an EDGE (EGPRS) or GPRS connection and an assigned IP
address are both shown, but the connection quality is still not good enough to
transmit data. For this reason we recommend using the active connection
monitoring (see Chapter 5.2).

Remote HTTPS

Shows whether remote access to the Web user interface of the SINAUT MD741-1
via EGPRS, GPRS or CSD is permitted (see Chapter 8.1).

¢ White check mark at green dot: Access is allowed.

o White cross at red dot: Access is not allowed.

Remote SSH

Shows whether remote access to the SSH console of the SINAUT MD741-1 via
EGPRS, GPRS or CSD is permitted (see Chapter 8.2).

e White check mark at green dot: Access is allowed.

o White cross at red dot: Access is not allowed.

CSD Dial-In

Shows whether remote CSD service calls are allowed (see Chapter 8.3).

SINAUT MD741-1
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o White check mark at green dot: Access is allowed.
e White cross at red dot: Access is not allowed.
3.5 Language selection

The Web user interface of the SINAUT MD741-1 supports English and German
language.

Figure 3-5 Language selection

Automatic

The SINAUT MD741-1 selects the language of the Web user interface in
accordance to the selected language of the used Web browser:

e German, if the Web browser uses the German language,

e English, in all other cases.

Deutsch

The SINAUT MD741-1 uses the German language, irrespective of the Web
browser setting.

English

The SINAUT MD741-1 uses the English language, irrespective of the Web browser
setting.

Click the GO and refresh your Web browser to change the language.

SINAUT MD741-1
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3.6 Configuration procedure

The procedure for configuration is as follows:

Carrying out configuration

1. Use the menu to call up the desired settings
area

2. Make the desired entries on the page
concerned or use Reset to delete the current
entry which has not been saved.

3. Use Save to confirm the entries so that they
are accepted by the device.

Figure 3-6 Configuration

Note

Depending on how you configure the SINAUT MD741-1, you may then have to
adapt the network interface of the locally connected computer or network
accordingly.

When entering IP addresses, always enter the IP address component numbers
without leading zeros, e.g.: 192.168.0.8.

Invalid entries

The SINAUT MD741-1 checks your entries. Obvious errors are detected during
saving and the input box in question is marked.

IP Addresses
P Hetmask _Mew
192.168.1.1 255,255.255.0
192.168.0.20 255 256,256 0 Delste
255,255, 255.0 Delete
Figure 3-7 Indication of invalid entries

SINAUT MD741-1
32 C79000-G8976-C236-04



3 Configuration

3.7

Configuration Profiles

The settings of the SINAUT MD741-1 can be saved in configuration profiles (files)
and re-loaded at any time.

Maintenance - Configuration Profiles

Upload Profile Durchsuchen.. I Subrit

Save profile | Create

Saved Configuration Profiles

Hame

MySinaut.tgz Activate Dawnload Delete
Default configuration Activate
Figure 3-8 Maintenance > Configurations Profiles

Upload Profile

Loads to the SINAUT MD741-1 a configuration profile that was created before and
saved on the Admin PC. Files with configuration profiles have the file extension
*.epr.

Browse can be used to search the Admin PC for configuration profiles,
Submit loads the configuration profile to the SINAUT MD741-1.

It will then be shown in the table of saved configuration profiles.

Create profile

Saves the current settings of the SINAUT MD741-1 in a configuration profile.

First enter a name for the profile in the input box. Create saves the settings in a
profile with this names and then displays them in the table of saved configuration
profiles.

Saved Configuration Profiles

The table of saved configuration profiles shows all of the profiles that are saved in
the SINAUT MD741-1.

SINAUT MD741-1
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3.8

34

Download
Loads the profile to the Admin PC.
Activate

The SINAUT MD741-1 accepts the settings from the selected configuration profile
and continues to work using them.

Delete
The configuration profile is deleted.

The profile Default configuration contains the factory settings, and cannot be
deleted.

Changing the password

Access to the SINAUT MD741-1 is protected by an access password. This access
password protects access both via the

o local interface to the Web user interface, and

e via the local interface to the SSH console,

and also access via

e EGPRS or GPRS by https to the Web user interface, and

o EGPRS or GPRS to the SSH console

Access - Password

Hew access password

Retype new access password

Save Reset

Figure 3-9 Access > Password
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Access password (factory setting)
The factory setting for the SINAUT MD741-1 is:
e User name: admin (cannot be changed)

e Password: sinaut

Note

Change the password immediately after initial start-up. The factory setting is
general knowledge and does not provide sufficient protection.

Note

The user name for the SSH access is different from the user name for the Web-
Interface.

User name: root (cannot be changed)

The password for the SSH access is the same as for the Web-Interface.

New access password (with confirmation)

To change the password, enter the new password you have selected in New
access password and confirm the entry in Retype new access password.

Reset can be used to discard any entries that have not yet been saved. Save
accepts the new password.

3.9 Reboot

Although the SINAUT MD741-1 is designed for continuous operation, in such a
complex system faults may occur, often triggered by external influences. A reboot
can rectify these faults.

The reboot resets the functions of the SINAUT MD741-1. Current settings
according to the configuration profile do not change. The SINAUT MD741-1
continues to work using these settings after the reboot.

SINAUT MD741-1
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Maintenance - Reboot
Reboot now _ Reboot
Enable daily rebost [es =]
Reboot time 01:00
Figure 3-10 Maintenance > Reboot

Reboot now

A reboot will be executed immediately, if you press the Reboot button

Enable daily reboot

The reboot is carried out automatically once a day if you switch the function on with
Yes.

Specify the Time of the daily reboot. The reboot will be carried out at the specified
system time. Existing connections will be interrupted.

Factory setting
Enable daily reboot: No
Time of the daily reboot: 01:00

SINAUT MD741-1
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3.10 Load factory settings

The factory settings of the SINAUT MD741-1 can be restored by the following
means:

Maintenance - Factory Reset

Reset to factory settings Reset

Figure 3-11 Maintenance > Factory Reset

Reset to factory settings
A click on the push button Reset loads the factory settings, resets the passwords

and deletes the stored certificates, the configuration profiles and the archived log
files.

Service button (SET)

The load of the factory settings can also be activated by pushing the service button
(see chapter 2.5).

Default configuration

If just the factory settings shall be loaded, without to delete the certificates,
configuration profiles and the archived log files, just activate the default
configuration as being described in chapter 3.7.
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Local interface 4

The local interface is the interface of the SINAUT MD741-1 for connecting the local
network. The interface is labeled X2 on the device. This is an Ethernet interface
with a data rate of 10Mbit/s or 100Mbit/s.

The Local network is the Network connected to the local interface of the SINAUT
MD741-1. The local network contains at least one local application.

Local applications are network components in the local network, for example a
programmable controller, a machine with an Ethernet interface for remote
monitoring, or a notebook or desktop PC or the Admin PC.

Configure the local interface and the related functions according to the your
requirements and the advices in this chapter.

4.1 IP addresses of the local interface

This is where the IP addresses and the netmasks at which the SINAUT MD741-1
can be reached by local applications are set.

Local Network - Local IPs
IP Addresses
P Hetmask MHew
19216811 255.265.265.0
192.168.0.20 255.255.255.0 Delete
Save Reset
Figure 4-1 Local Network > Basic Settings > Local IPs

SINAUT MD741-1
C79000-G8976-C236-04



4 Local interface

The factory settings for the SINAUT MD741-1 are as follows:
IP 192.168.1.1
Netmask 255.255.255.0

These factory-set IP addresses and netmasks can be changed freely, but should
follow the applicable recommendations (RFC 1918).

Local Local Local
application application application

Local IP
and

k
Admin PC netmas

Figure 4-2 Local interface

You can define additional addresses at which the SINAUT MD741-1 can be
reached by local applications. This is useful, for example, when the local network is
subdivided into subnetworks. Then multiple local applications from different
subnetworks can reach the SINAUT MD741-1 under various addresses.

New

Adds additional IP addresses and netmasks, which you can then modify in turn.

Delete

Removes the respective IP address and netmask. The first entry cannot be
deleted.
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4.2 DHCP server to local network

The SINAUT MD741-1 contains a DHCP server (DHCP = Dynamic Host
Configuration Protocol). If the DHCP server is switched on, it automatically assigns
to the applications that are connected to the local interface of the SINAUT MD741-
1 the IP addresses, netmasks, the gateway and the DNS server. This is only
possible the setting for obtaining the IP address and the configuration parameter
automatically via DHCP is activated for the local applications.

Local Local Local
application application application

IP addresses
! ! and so forth

PC with
Web browser

Figure 4-3 DHCP function on local interface

Local Network

Start DHCP server es x
Local netmask 255.256.255.0
Default gateway 19216811
DHS server 18216811
Enable dynamic IP adress pool Ves =
DHCP range start 192.168.1.100
DHCP range end 182.168.1.199
Static Leases
Client MAC adress Client IP adress _Mew
50:34: 4R 56:67: 24, n0o0o Delete
Save Feset
Figure 4-4 Local Network > Basic Settings > Local IPs

Start DHCP server

Start DHCP server — Yes switches on the DHCP server of the SINAUT MD741-1;
No switches it off.

SINAUT MD741-1
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Local netmask

Here enter the local netmask that should be assigned to the local applications.

Default gateway

Here enter the default gateway that should be assigned to the local applications.

DNS server

Here enter the DNS server that should be assigned to the local applications.

Enable dynamic IP address pool

With Yes the 10 addresses that the DHCP server of the SINAUT MD741-1 assigns
are drawn from a dynamic address pool.

With No the IP addresses must be assigned to the MAC addresses of the local
application under Static Leases.

DHCP range start

Specifies the first address of the dynamic address pool.

DHCP range end

Specifies the last address of the dynamic address pool.

Static Leases

In Static Leases of the IP addresses you can assign corresponding IP addresses to
the MAC addresses of local applications.

If a local application requests assignment of an IP address via DHCP, the
application communicates its MAC address with the DHCP query. If an IP address
is statically assigned to this MAC address the SINAUT MD741-1 assigns the
corresponding IP address to the application.

MAC address of the client — MAC address of the querying local application

IP address of the client — assigned IP address

SINAUT MD741-1
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Factory setting

4.3
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The factory settings for the SINAUT MD741-1 are as follows:

Start DHCP server No

Local netmask 255.255.255.0
Default gateway 192.168.1.1
DNS server 192.168.1.1
Enable dynamic IP address pool No

DHCP range start 192.168.1.100
DHCP range end 192.168.1.199

DNS to local network

Local

application

The SINAUT MD741-1 provides a domain name server (DNS) to the local network.

If you enter the IP address of the SINAUT MD741-1 in your local application as the
domain name server (DNS), then the SINAUT MD741-1 answers the DNS queries
from its cache. If it does not know the corresponding IP address for a domain
address, then the SINAUT MD741-1 forwards the query to an external domain name
server (DNS).

Remote network

DNS of the DNS in the Private
network provider Internet DNS

Router/ _g
Firewall

MD7411 — %

a
a
0

v
v

DNS query DNS query
to MD741-1 by MD741-1
Figure 4-5 DNS function on local interface

The time period for which the SINAUT MD741-1 holds a domain address in the
cache depends on the host being addressed. In addition to the IP address, a DNS
query to an external domain name server also supplies the life span of this
information.

SINAUT MD741-1
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The external domain name server (DNS) used can be a server of the network
operator, a server on the Internet, or a server in a private external network.

Local Network - DNS
Hostname MO 741
Searchpath example.local
Selected nameserver IF’mwdarDeFined hd
Save Reszet
Figure 4-6 Local Network > Basic Settings > DNS

Selected nameserver
Select which domain name server (DNS) the SINAUT MD741-1 should query.
Provider Defined

When a connection is established to EGPRS or GPRS the network operator
automatically communicates one or more DNS addresses. These are then used.

User Defined

As the user you select your preferred DNS. The DNSes can be connected to the
Internet, or it can be a private DNS in your network.

User defined nameserver

If you have selected the option User Defined then enter the IP address of the
selected DNS as the Server IP Address.

New can be used to add additional DNSes.

Factory setting
The factory settings for the SINAUT MD741-1 are as follows:

Selected nameserver Provider Defined
User defined nameserver -

for new entry 0.0.0.0

SINAUT MD741-1
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Local hostname

The SINAUT MD741-1 can also be addressed from the local network using a host
name. To do this, define a host name, e.g. MD741.

Local Network - DNS
Hostname MO 741
Searchpath example.local
Selected nameserver IF’mwdarDeFined b3
Save Reset
Figure 4-7 Local Network > Basic Settings > DNS

The SINAUT MD741-1 can then be called up, for example from a Web browser as
MD741.

Note

The security concept of the SINAUT MD741-1 requires the creation of an outgoing
firewall rule for each local application that is to use this hostname function. See
Chapter 6.1.

If you do not use DHCP (see Chapter 4.2), then identical search paths have to be
entered manually in the SINAUT MD741-1 and in the local applications. If you do

use DHCP, the local applications received the search path entered in the SINAUT
MD741-1 via DHCP.

Factory setting

44

The factory settings for the SINAUT MD741-1 are as follows:

Searchpath example.local
Hostname SINAUT

SINAUT MD741-1
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4.5 System Time/NTP

This is where you set the system time for the SINAUT MD741-1. This system time
is:

e used as a time stamp for all log entries, and
e serves as a time basis for all time-controlled functions.

Select the year, month, day, hour and minute.

System - System Time/NTP
Current system time 200803-15, 15:22

Set system time
Year Month Day Hour  Minute

2002 IMar -I 15 = 15 22 Set

Local timezone /region I Hamburg - I
Activate NTP synchronization ez = I

NTP servers for synchronization

NTP server Peoll interval New
192.53.103.108 182h = I Delete
Serve system time to local network ez = I
Save Reset
Figure 4-8 System > System Time/NTP

Activate NTP synchronization

The SINAUT MD741-1 can also obtain the system time from a time server via NTP
(= Network Time Protocol). There are a number of time servers on the Internet that
can be used to obtain the current time very precisely via NTP.

Local timezone / region

The NTP time servers communicate the UTC (= Universal Time Coordinated). To
specify the time zone, select a city near the location near where the SINAUT
MD741-1 will be operating. The time in this time zone will then be used as the
system time.

SINAUT MD741-1
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NTP server

Click on New to add an NTP server, and enter the IP address of such an NTP
server, or use the NTP server preset at the factory. You can specify multiple NTP
servers at the same time.

It is not possible to enter the NTP address as a hosthame (e.g. timeserver.org).

Poll interval

The time synchronization is carried out cyclically. The interval at which
synchronization is performed is determined by the SINAUT MD741-1 automatically.
A new synchronization will be carried out at least once every 36 hours. The poll
interval defines the minimum period that the SINAUT MD741-1 waits until the next
synchronization.

Notice

Synchronization of the system time via NTP creates additional data traffic on the
EGPRS or GPRS interfaces. This may result in additional costs, depending on your
user agreement with the GSM network operator.

Serve system time to local network

The SINAUT MD741-1 can serve itself as an NTP time server for the applications
that are connected to its local network interface. To activate this function select
Yes.

The NTP time server in the SINAUT MD741-1 can be reached via the local IP
address set for the SINAUT MD741-1, see Chapter 4.1.

Factory setting

The factory settings for the SINAUT MD741-1 are as follows:

Local timezone UTC

Activate NTP synchronization No

NTP server 192.53.103.108
Poll interval 1.1 hours
Serve system time to local network No

SINAUT MD741-1
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4.6 Additional Internal Routes

If the local network is subdivided into subnetworks, you can define additional
routes.

Local Network - Additional Internal Routes
Additional Internal Routes
Network Gateway Mew
192,168 2 0/24 192.168.0.254 Delste
Save Delete
Figure 4-9 Local Networks - Additional Internal Rotes

See also the Glossary.

To define an additional route to a subnetwork, click on New.

Specify the following:

o the IP address of the subnetwork (network), and also

o the IP address of the gateway via which the subnet is connected.
You can define any desired number of internal routes.

To delete an internal route, click on Delete.

Factory setting
The factory settings for the SINAUT MD741-1 are as follows:

Additional Internal Routes -

Default for new routes: No
Network: 192.168.2.0/24
Gateway: 192.168.0.254

SINAUT MD741-1
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The external interface of the SINAUT MD741-1 connects the SINAUT MD741-1 to
the external network. EGPRS, GPRS or GSM are used for the communication at
this interface.

External networks are the Internet or a private intranet.
External remote stations are network components in an external network, e.g. Web
servers on the Internet, routers on an intranet, a central company server, an Admin

PC, and much more.

Configure the external interface and the related functions according to the your
requirements and the advices in this chapter.

Access parameters to EGPRS/GPRS

The SINAUT MD741-1 uses EGPRS or GPRS for communication with the external
network. For access to the services EGPRS and GPRS and to the underlying GSM
wireless network, access parameters are necessary, which you will receive from
your GSM network operator.

PIN Username APN
and password (public)

l

MD741-1 — %
Local —

application

T

APN

(private)

Figure 5-1 Access parameters to EGPRS/GPRS

SINAUT MD741-1
C79000-G8976-C236-04



5 External interface

The PIN protects the SIM card against unauthorised use. The user name and
password protect the access to EGPRS and GPRS and the APN (Access Point
Name) defines the transition from EGPRS or GPRS to additional connected IP
networks, for example a public APN to the Internet or a private APN to a virtual
private network (VPN).

Provider selection mode - manual

External Network - EDGE/GPRS

Figure 5-2 External Network > EDGE/GPRS - Provider selection mode - manual

If you select Manual as the provider selection mode, enter the user name,
password and APN for the GPRS service manually.

Provider selection mode - Automatic

External Network - EDGE/GPRS

Provide selestion mosde Ausamalic =

Provider list

Prowider [T ] Userna e Passwodd New
T-Mobile 2820 guest ansan Dilats

Vodafori 0207 guest e Celate

Eplus 07 guast oy Deelate

02 waer guest aeene Delete

Bave  Rusol

Figure 5-3 External Network > EDGE/GPRS - Provider selection mode - Automatic

If you select Automatic as the provider selection mode, the access data for the
GPRS service is selected automatically from the list of providers based on the Net
ID of the SIM card. You can create several entries in the list.

Note
Only the standard APNs of the providers are entered automatically!

With New, you add a new entry. With Delete, you remove the entries.

SINAUT MD741-1
C79000-G8976-C236-04



5 External interface

PIN

Enter the PIN for your SIM card here. You will receive the PIN from your network
operator.

The SINAUT MD741-1 also works with SIM cards that have no PIN; in this case
enter NONE. In this case the input box is left empty.

Note

If no entry is made, the input box for the PIN is shown with a red outline after
saving.

Provider (only for the provider selection Automatic)

Here, you can enter any text of your choice to name the GPRS service, such as the
name of the provider (for example Vodafone, Eplus, my GPRS access).

Net-ID (only for the provider selection Automatic)

Here, enter the identification number (Net-ID) of the network provider. Each
GSM/GPRS network provider has an assigned identification number that is unique
worldwide known as the Public Land Mobile Network (PLMN). PLMN is made up of
(MCC) and (MNC). You will find the Net-ID in the documentation provided by your
GSM/GPRS network provider or on the provider's Internet pages.

The Net-ID is stored on the SIM card. The SINAUT MD741-1 reads the Net-ID from
the SIM card and selects the corresponding GPRS access data from the list of
providers.

User name

Password

APN

50

Enter the user name for EGPRS and GPRS here. Some GSM/GPRS network
operators do not use access control with user names and/or passwords. In this
case enter guest in the corresponding box.

Enter the password for EGPRS and GPRS here. Some GSM/GPRS network
operators do not use access control with user names and/or passwords. In this
case enter guest in the corresponding box.

Enter the name of the transition from EGPRS and GPRS to other networks here.

You can find the APN in your GSM/GPRS network operator's documentation, on
your operator's Website, or ask your operator's hotline.
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Factory settings
The factory settings of the SINAUT MD741-1 are as follows:
Provider selection mode Manual

Provider selection mode - manual

PIN NONE
User name guest
Password guest
APN NONE
Provider selection mode - Automatic
1st provider T-Mobile

Net-ID 26201

User name guest

Password guest

APN internet.t-mobile
2nd provider Vodafone

Net-ID 26202

User name guest

Password guest

APN web.vodafone.de
3rd provider Eplus

Net-ID 26203

User name guest

Password guest

APN internet.eplus.de
4th provider 02

Net-ID 26207

User name guest

Password guest

APN internal

SINAUT MD741-1
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nth provider 02
Net-ID NONE
User name NONE
Password NONE
APN NONE

5.2 EGPRS/GPRS Connection Monitoring

Local

52

application

With the function Connection Check the SINAUT MD741-1 checks its connection to
EGPRS or GPRS and to the connected external networks, such as the Internet or
an intranet. To do this, the SINAUT MD741-1 sends ping packets (ICMPs) to up to
four remote stations (target hosts) at regular intervals. This takes place
independently of the user data connections. If after such a ping the SINAUT
MD741-1 receives a response from at least one of the remote stations addressed,
then the SINAUT MD741-1 is still connected with the EGPRS or GPRS and ready
for operation.

Some network operators interrupt connections when they are inactive. This is
likewise prevented by the Connection Check function.

Destination host Remote network

he |
on the Internet Destination host

E on the Intranet E
Router/ _E
Firewall

Ping for connection
monitoring

MD741-1

<
«

v

User data connection

Figure 5-4 Connection Monitoring

Notice

Sending ping packets (ICMPs) increases the amount of data sent and received via
EGPRS or GPRS. This can lead to increased costs.
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External Network - Connection Check
Enable connection check Yes = I

Ping Targets
Hostname

. nieuhaus. de
AW, SA0EMM. COM
ey, salian-group. com

WY, SA0EM-0MJA. Com

Connection check interval (Minutes) g
Allowable number of failures 3

Activity on faulty connection

Fenew Connection ...

Save Reset

Figure 5-5 External Network > Connection Check

Enable connection check

Yes activates the function.

Ping Targets — Hostname

Select up to four remote stations that the SINAUT MD741-1 can ping. The remote
stations must be available continuously and must answer pings.

Note

Make sure that the selected remote stations will not be disturbed.

Connection check interval (minutes)

Specifies the interval at which the connection check ping packets are sent by the
SINAUT MD741-1. This is specified in minutes.

Allowable number of failures

Specifies how many times it is allowed for all ping packets of an interval not to
receive an answer, i.e. for none of four pinged remote stations to answer, before
the specified action is carried out.

SINAUT MD741-1
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Activity on faulty connection
Renew Connection

The SINAUT MD741-1 re-establishes the connection to EGPRS or GPRS if the
ping packets sent were not answered.

Reboot MD741-1

The SINAUT MD741-1 carries out a reboot if the ping packets sent were not
answered.

Factory setting

The factory settings for the SINAUT MD741-1 are as follows:

Enable connection check No (switched off)
Hostname -

Connection check interval 5 (minutes)
Allowable number of failures 3 (failed attempts)
Activity on faulty connection Renew Connection

5.3 Hostname via DynDNS

Dynamic domain name servers (DynDNS) make it possible for applications to be
accessible on the Internet under a hostname (e.g. myHost.org), even if these
applications do not have a fixed IP address and the hostname is not registered. If
you log the SINAUT MD741-1 on to a DynDNS service, you also can reach the
SINAUT MD741-1 from external network under a hostname, e.g.
mySINAUT.dyndns.org.

For more information on DynDNS see the Glossary.
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DynDNS External network
INFO: IP address +

y

MD741-1 ~F

Question: IP for the
hostname

Local Response: IP

application

Router/

Firewall E

v

a

User data connection

Figure 5-6 DynDNS Function

_Engl\sh hd -m
SIEMENS
SINAUT MD741-1
Tz External Network - DynDNS
b System
: ;:‘:I"':T:::::m Log on to lynDNS server s - I
EDGE/GPRS
- Advanced DynDHS username quest
Settings
Connection DynDNS password
Check
DynDHS DynDHS hostname myname. dyndns. org
b Security
b IPSec VPI _Gave _FResst
b Access
P Maintenance
Figure 5-7 External Network > DynDNS

Log this SINAUT MD741-1 on to a DynDNS server

Select Yes if you want to use a DynDNS service.

DynDNS provider

The SINAUT MD741-1 is compatible to dyndns.org.

DynDNS username / password

Enter here the username and the password that authorise you to use the DynDNS
service. Your DynDNS provider will give you this information.
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DynDNS hostname

Here enter the hostname that you have agreed with your DynDNS provider for the
SINAUT MD741-1, e.g. myMD741.dyndns.org.

Factory setting

5.4

56

The factory settings for the SINAUT MD741-1 are as follows:

Log the MD741-1 on to DynDNS server No (switched off)

DynDNS username guest
DynDNS password guest
DynDNS hostname myname.dyndns.org

SRS - Siemens Remote Service

Note

Using the services provided by the "SIMATIC Remote Support Services", remote
access to machines and plants is available.

To use the services, additional service agreements are necessary and certain
constraints must be kept to. If you are interested in the Siemens Remote Service,
speak to your local Siemens contact.

If the Siemens Remote Service is activated, the SINAUT MD741-1 transfers its
external IP address assigned by the EDGE/GPRS service to a selectable
destination server. This transfer is made using the secure HTTPS protocol.

The procedure is comparable with the DynDNS service and requires suitable
access to the server.

External Network - Siemens Remote Service

Une Shevmers Rammels Sorvics [res =]

Felesh mtenval a0

Slemens Remote Service Accounts
Rennote host Group Username Pastword New

0000 group user e Dialate

Save  Fessl

Figure 5-8 External Network > Advanced Settings > DynDNS
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With New, you add a new destination server. With Delete, you remove existing
entries.

Use Siemens Remote Service
Select Yes if you want to use Siemens Remote Service.

If you do not want to use the Siemens Remote Service, select No.

Refresh interval

Enter the interval in seconds at which the assigned IP address of the SINAUT
MD741-1 is transferred to the selected destination server.

Siemens Remote Service Accounts

Here, enter the destination address and access data of one or more destination
servers:

Remote host

Enter the IP address of the destination server.

Group

Enter the group name.

Username

Enter the user name for access to the destination server.
Password

Enter the password for access to the destination server.

Factory settings

The factory settings of the SINAUT MD741-1 are as follows:

Use Siemens Remote Service No (turned off)
Refresh interval 900 seconds
Destination address 0.0.0.0

Group group
Username user
Password pass
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Packet Filter

The SINAUT MD741-1 contains a stateful inspection firewall.

A stateful inspection firewall is a packet filtering method. Packet filters only let IP
packets through if this has been defined previously using firewall rules. The
following is defined in the firewall rules:

e which protocol (TCP, UDP, ICMP) can go through,
o the permitted source of the IP packets (From IP / From port)
o the permitted destination of the IP packets (To IP / To port)

It is likewise defined here what will be done with IP packets that are not allowed
through (discard, reject).

For a simple packet filter it is always necessary to create two firewall rules for a
connection:

e One rule for the query direction from the source to the destination, and
e asecond rule for the query direction from the destination to the source.

It is different for a SINAUT MD741-1 with a stateful inspection firewall. Here a
firewall rule is only created for the query direction from the source to the
destination. The firewall rule for the response direction from the destination to the
source results from analysis of the data previously sent. The firewall rule for the
responses is closed again after the responses are received or after a short time
period has elapsed. Thus responses can only go through if there was a previous
query. This means that the response rule cannot be used for unauthorised access.
What is more, special procedures make it possible for UDP and ICMP data to also
go through, even though these data were not requested before.
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Securlty - Packet Filter

Firewall Rules {Incoming)

Protocol From IP From port TolP To port Action Log Mew
Al - 0.0.0.0/0 BNY 0.0.0.0/0 BNY Accept x No = Delete
Log iing C: i Mo =
Firewall Rules {Outgoing)
Protocol From IP From port TolP To port Action Log Mew
Al - 0.0.0.0/0 BNY 0.0.0.0/0 BNY Accept x No = Delete
Log Outgoing Connecti ’ [he =1
Save Reset
Figure 6-1 Security > Packet Filter

Firewall Rules (Incoming)
The Firewall Rules (Incoming) are used to define how to handle IP packets that are
received from external networks (e.g. the Internet) via EGPRS or GPRS. The
source is the sender of this IP packet. The destination is the local applications on
the SINAUT MD741-1.

In the factory setting, no incoming firewall rule is set initially, i.e. no IP packets can
go through.

New

Adds an additional firewall rule that you can then fill out.
Delete

Removes firewall rules that have been created.
Protocol

Select the protocol for which this rule will be valid. The following selections are
available: TCP, UDP, ICMP. If you select All, the rule is valid for all three protocols.

From IP

Enter the IP address of the external remote station that is allowed to send IP
packets to the local network. Do this by specifying the IP address or an IP range for
the remote station. 0.0.0.0/0 means all addresses.

To specify a range, use the CIDR notation - see the Glossary.

From port

Enter the port from which the external remote station is allowed to send IP packets.
(is only evaluated for the protocols TCP and UDP)
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ToIP

Enter the IP address in the local network to which IP packets may be sent. Do this
by specifying the IP address or an IP range of the application in the local network.
0.0.0.0/0 means all addresses.

To specify a range, use the CIDR notation - see the Glossary.

To port

Enter the port to which the external remote station is allowed to send IP packets.
Action

Select how incoming IP packets are to be handled:

Accept — The data packets can go through,

Reject — The data packets are rejected, and the sender receives a corresponding
message.

Drop — The data packets are discarded without any feedback to the sender.

Firewall Rules (Outgoing)
The Firewall Rules (Outgoing) are used to define how to handle IP packets that are
received from the local network. The source is an application in the local network.
The destination is an external remote station, e.g. on the Internet or in a private
network.

In the factory setting, no outgoing firewall rule is set initially, i.e. no IP packets can
go through.

New
Adds an additional firewall rule that you can then fill out.
Protocol

Select the protocol for which this rule will be valid. The following selections are
available: TCP, UDP, ICMP. If you select All, the rule is valid for all three protocols.

From IP
Enter the IP address of the local application that is allowed to send IP packets to
the external network. Do this by specifying the IP address or an IP range for the

local application. 0.0.0.0/0 means all addresses.

To specify a range, use the CIDR notation - see the Glossary.
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From port

Enter the port from which the local network is allowed to send IP packets. Do this
by specifying the port number.

(is only evaluated for the protocols TCP and UDP)

TolP

Enter the IP address in the external network to which IP packets may be sent. Do
this by specifying the IP address or an IP range of the application in the network.
0.0.0.0/0 means all addresses.

To specify a range, use the CIDR notation - see the Glossary.

To port

Enter the port to which the external remote station is allowed to send IP packets.
Do this by specifying the port number.

(is only evaluated for the protocols TCP and UDP)

Action

Select how outgoing IP packets are to be handled:

Accept — The data packets can go through,

Reject — The data packets are rejected, and the sender receives a corresponding
message.

Drop — The data packets are discarded without any feedback to the sender.

Firewall Rules Incoming / Outgoing
Log
For each individual firewall rule you can define whether the event should be
e logged when the rule takes effect - set Log to Yes
e ornot-set Log to No (factory setting)

The log is kept in the firewall log, see Chapter 6.4.

Log Unknown Connection Attempts

This logs all connection attempts that are not covered by the defined rules.
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Factory setting

The factory settings for the SINAUT MD741-1 are as follows:

Incoming firewall

Firewall Rules (Incoming)

Protocol
From IP
From port
ToIP

To port
Action
Log

Log Unknown Connection Attempts

Outgoing firewall

Firewall Rules (Outgoing)

Protocol
From IP
From port
To IP

To port
Action
Log

Log Unknown Connection Attempts

- (Everything blocked)
All

0.0.0.0/0

Any

0.0.0.0/0

Any

Accept

No (switched off)

No (switched off)

- (Everything blocked)
All

0.0.0.0/0

Any

0.0.0.0/0

Any

Accept

No (switched off)

No (switched off)
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6.2 Port Forwarding

If a rule has been created for port forwarding, then data packets received at a
defined IP port of the SINAUT MD741-1 from the external network will be
forwarded. The incoming data packets are then forwarded to a specified IP address
and port number in the local network. The port forwarding can be configured for
TCP or UDP.

In port forwarding the following occurs: The header of incoming data packets from
the external network that are addressed to the external IP address of the SINAUT
MD741-1 and to a specific port are adapted so that they are forwarded to the
internal network to a specific computer and to a specific port of that computer.
This means that the IP address and port number in the header of incoming data
packets are modified.

This process is also called Destination NAT or Port Forwarding.

Note

In order for incoming data packets to be forwarded to the defined IP address in the
local network, a corresponding incoming firewall rule must be set up for this IP
address in the packet filter. See Chapter 6.1.

Security - Port Forwarding
Forwarding Rules
Protocol Des:)i:ra‘tion Forward to IP Fo'::::l i Log Mew
ITEF’ 'I a0 127.0.01 a0 Mo = Delete
Save Reset
Figure 6-2 Security > Port Forwarding

New

Adds a new forwarding rule that you can then fill out.
Delete

Removes forwarding rules that have been created.
Protocol

Specify here the protocol (TCP or UDP) to which the rule should refer.
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Destination port

Specify here the port number (e.g. 80) at which the data packets which are to be
forwarded arrive from the external network.

Forward to IP

Specify here the IP address in the local network to which the incoming data
packets should be forwarded.

Forward to port

Specify here the port number (e.g.) for the IP address in the local network to which
the incoming data packets should be forwarded.

Log

For each port forwarding rule you can define whether the event should be
e logged when the rule takes effect - set Log to Yes

e ornot-set Log to No (factory setting)

The log is kept in the firewall log, see Chapter 6.4.

Factory setting

64

The factory settings for the SINAUT MD741-1 are as follows:

Forwarding Rules -

Protocol All

Destination port 80

Forward to IP 127.0.0.1

Forward to port 80

Log No (switched off)
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6.3 Advanced security functions

The advanced security functions serve to protect the SINAUT MD741-1 and the
local applications against attacks. For protective purposes it is assumed that only a
certain number of connections or received PING packets are permissible and
desirable in normal operation, and that a sudden burst represents an attack.

Security - Advanced Settings
of parallel i 4096
her of new i ing TCP 25
connections per second
her of new outgoing TCP A
connections per second
of new il ing ping 3
packets per second
of new going ping 5
packets per second
External ICMP to the MDT41-1 I Drop - I
Save Reset
Figure 6-3 Security > Advanced Settings

Maximum number ...

The entries

e Maximum number of parallel connections

e Maximum number of new incoming TCP connections per second

e Maximum number of new outgoing TCP connections per second

e Maximum number of new incoming ping packets per second

e Maximum number of new outgoing ping packets per second

set the upper limits. The settings (see illustration) have been selected so that they
will in practice never be reached in normal use. In the event of an attack, however,
they can be reached very easily, which means that the limitations constitute
additional protection. If your operating environment contains special requirements,
then you can change the values accordingly.

External ICMP to the SINAUT MD741-1

You can use this option to affect the response when ICMP packets are received
that are sent from the external network in the direction of the SINAUT MD741-1.

You have the following options:

e Drop: All ICMP packets to the SINAUT MD741-1 are discarded.
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o Allow Ping: Only ping packets (ICMP type 8) to the SINAUT MD741-1 are
accepted.

o Accept: All types of ICMP packets to the SINAUT MD741-1 are accepted.

Factory setting
The factory settings for the SINAUT MD741-1 are as follows:

Maximum number of parallel connections 4096

Maximum number of new incoming TCP 25
connections per second

Maximum number of new outgoing TCP 75
connections per second

Maximum number of new incoming ping 3
packets per second

Maximum number of new outgoing ping 5
packets per second

External ICMP to the MD741-1 Drop
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6.4 Firewall Log

The application of individual firewall rules is recorded in the firewall log. To do this,
the LOG function must be activated for the various firewall functions.

Security - Firewall Log

Download firewall log Download

Nov 20 11:42:52 dnt3173 user.warn kernel: [FIREWALL]IN=ethO OUT=ppp0 SRC=192.168.1.4 DS
Nov 20 11:42:52 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp® SRC=192.168.1.4 DS
Nov 20 11:42:55 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp@® SRC=192.168.1.4 DS
Nov 20 11:43:01 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp@® SRC=192.168.1.4 DS
Nov 20 11:55:00 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp@® SRC=192.168.1.4 DS
Nov 20 11:55:00 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp@® SRC=192.168.1.4 DS
Nov 20 11:55:00 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp@® SRC=192.168.1.4 DS
Nov 20 11:55:00 dnt3173 user.warn kernel: [FIRENALL]IN=ethO OUT=ppp@ SRC=192.168.1.4 DS
Nov 20 11:55:00 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp@® SRC=192.168.1.4 DS
Nov 20 11:55:05 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp® SRC=192.168.1.4 DS
Nov 20 11:55:05 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp@® SRC=192.168.1.4 DS
Nov 20 11:55:05 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp@ SRC=192.168.1.4 DS
Nov 20 11:55:05 dnt3173 user.warn kernel: [FIREWALL]IN=ethO® OUT=ppp@® SRC=192.168.1.4 DS
Now 20 11:55:05 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp@® SRC=192.168.1.4 DS
Nov 20 11:57:52 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=pppC SRC=192.168.1.4 DS
Nov 20 11:57:52 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp® SRC=192.168.1.4 DS
Nov 20 11:57:55 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp@® SRC=192.168.1.4 DS
Nov 20 11:58:01 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp® SRC=192.168.1.4 DS
Nov 20 12:06:45 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp@ SRC=192.168.1.4 DS
Nov 20 12:06:46 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp@® SRC=192.168.1.4 DS
Nov 20 12:06:47 dnt3173 user.warn kernel: [FIREWALL]IN=ethO® OUT=ppp® SRC=192.168.1.4 DS
Nov 20 12:12:52 dnt3173 user.warn kernel: [FIREWALL]IN=ethO® OUT=pppC SRC=192.168.1.4 DS
Nov 20 12:12:52 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp@® SRC=192.168.1.4 DS
Nov 20 12:12:55 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp® SRC=192.168.1.4 DS
Nov 20 12:13:01 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp@® SRC=192.168.1.4 DS
Nov 20 12:15:19 dnt3173 user.warn kernel: [FIREWALL]IN=ethO OUT=ppp0 SRC=192.168.1.4 DS
Nov 20 12:15:19 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp@® SRC=192.168.1.4 DS
Nov 20 12:15:19 dnt3173 user.warn kernel: [FIREWALL]IN=eth® OUT=ppp@® SRC=192.168.1.4 DS
Figure 6-4 Security > Firewall Log
Caution

The firewall log is lost in the event of a reboot.
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VPN connection 7

The SINAUT MD741-1 can connect the local network to a friendly remote network via a VPN
tunnel. The IP data packets that are exchanged between the two networks are encrypted, and
are protected against unauthorised tampering by the VPN tunnel. This means that even
unprotected public networks like the Internet can be used to transfer data without endangering
the confidentiality or integrity of the data.

SIEMENS

SINAUT MD741-1
IPSec VPN - Connections

VPN Roadwarrier Mode

Enabled Hame Settings IKE
|Yes vI Roadwarrior Edit Edt
VPN Standard Mode
Enabled Hame Settings IKE Mew
ez x Soalance 1 E dit Edit Delete
IYes - I Scalance 2 Edit Edit Delete
I No = I Scalance 3 Edit Edit Delete

Save Reset

Figure 7-1 IPsec VPN > Connections

For the SINAUT MD741-1 to establish a VPN tunnel, the remote network must
have a VPN gateway as the remote station for the SINAUT MD741-1.

Local network Remote network

/ \ / \

Admin PC —E Admin PC

VPN gateway

Local External
applikation remote
[, stations

VPN tunnel

Local ¢ ﬁ—ﬁ > _E
application -

Figure 7-2 IPsec VPN - Connections
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For the VPN tunnel, the SINAUT MD741-1 uses the IPsec method in tunnel mode.
In this method the IP data packets to be transmitted are completely encrypted and
provided with a new header before they are sent to the remote station's VPN
gateway. There the data packets are received, decrypted, and used to reconstruct
the original data packets. These are then forwarded to their destination in the
remote network.

Differences between two VPN connection modes:

e In VPN Roadwarrior Mode the SINAUT MD741-1 VPN can accept connections
from remote stations with an unknown address. These can be, for example,
remote stations in mobile use that obtain their IP address dynamically.

The VPN connection must be established by the remote station. Only one VPN
connection is possible in Roadwarrior Mode. VPN connections in Standard
Mode can be used at the same time.

e In VPN Standard Mode the address (IP address or hostname) of the remote
station's VPN gateway must be known for the VPN connection to be
established. The VPN connection can be established either by the SINAUT
MD741-1 or by the remote station's VPN gateway as desired.

Establishment of the VPN connection is subdivided into two phases: First in Phase

1 (ISAKMP = Internet Security Association and Key Management Protocol) the

Security Association (SA) for the key exchange between the SINAUT MD741-1 and

the VPN gateway of the remote station is established.

After that in Phase 2 (IPsec = Internet Protocol Security) the Security Association

(SA) for the actual IPsec connection between the SINAUT MD741-1 and the
remote station's VPN gateway is established.

Requirements for the remote network's VPN gateway

In order to successfully establish an IPsec connection, the VPN remote station
must support IPsec with the following configuration:

¢ Authentication via X.509 certificates, CA certificates or pre-shared key (PSK)
e ESP

o Diffie-Hellman group 1, 2 or 5

e 3DES or AES encryption

e MD5 or SHA-1 hash algorithms

e Tunnel Mode

e Quick Mode

e Main Mode

o SA Lifetime (1 second to 24 hours)

SINAUT MD741-1
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70

If the remote station is a computer running under Windows 2000, then the
Microsoft Windows 2000 High Encryption Pack or at least Service Pack 2 must
also be installed.

If the remote station is on the other side of a NAT router, then the remote station
must support NAT-T. Or else the NAT router must know the IPsec protocol
(IPsec/VPN passthrough).

VPN Roadwarrior Mode

The Roadwarrior Mode makes it possible for the SINAUT MD741-1 to accept a
VPN connection initiated by a remote station with an unknown IP address. The
remote station must authenticate itself properly; in this VPN connection there is no
identification of the remote station based on the IP address or the hostname of the
remote station.

IPSec VPN - Connections

VPN Roadwarrior Mode

Enabled Hame Settings IKE
Yes = Roadwarrior Edit Edit
VPN Standard Mode
Enabled Hame Settings IKE MHew
Yes = Scalance 1 Edit Edit Delete
Yes x Scalance 2 Edit Edit Delete
Mo = Scalance 3 Edit E dit Delete
Save Reset
Figure 7-3 IPsec VPN > Connections

Set the SINAUT MD741-1 up in accordance with what has been agreed with the
system administrator of the remote station.
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Roadwarrior Mode Edit Settings

VPN Roadwarrior Mode
Enabled Hame Settings IKE
| Yes vl Roadwarrior Edit Edit

IPSec VPN - Connection Settings

Authentication method [+ 505 remete certfikate =]
Remote certificate I vl
Remote ID HOME
Local I} MOME
Save Back
Figure 7-4 IPsec VPN > Connection Settings

Authentication method

Select the authentication method in accordance with what you have agreed with
the system administrator of the remote station.

The SINAUT MD741-1 supports three methods:
o X.509 certificate
o CA certificate

e Pre-shared key

X.509 certificate, CA certificate

In the authentication methods X.509 certificate and CA certificate, the keys used
for authentication have first been signed by a Certification Authority (CA). This
method is considered especially secure. A CA can be a service provider, but also,
for example, the system administrator for your project, provided that he has the
necessary software tools.

The CA creates a certificate file (PKCS12) with the file extension *p12 for each of
the two remote stations. This certificate file contains the public and private keys for
the own station, the signed certificate from the CA, and the public key of the CA.
For the authentication method X.509 there is additionally a key file (*.pem, *cer or
*.crt) for each of the two remote stations with the public key of the own station.
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X.509 certificate

The public keys (files with extension *.pem, *cer or *.crt) are exchanged between
the SINAUT MD741-1 and the remote station's VPN gateway takes place
manually, for example on a CD-ROM or vie e-mail. To load the certificate, proceed
as described in Chapter 7.3.

CA certificate

The public keys are exchanged between the SINAUT MD741-1 and the remote
station's VPN gateway via the data connection when the VPN connection is
established. Manual exchange of the key files is not necessary.

Pre-shared secret key (PSK)

This method is primarily supported by older IPsec implementations. Here
authentication is performed with a character string agreed on beforehand. In order
to obtain high security, the character string should consist of about randomly-
selected 30 lower-case and upper-case letters and numerals.

Remote certificate

If you have selected X.509 certificate as the authentication method, then a list of
the remote certificates that you have already loaded into the SINAUT MD741-1 is
displayed here. Select the certificate for the VPN connection.

Remote ID, Local ID

72

The Local ID and the Remote ID are used by IPsec to identify the remote stations
uniquely when establishing the VPN connection. The own Local ID constitutes the
Remote ID of the remote station and vice versa.

For authentication with X.509 certificate or CA certificate:

o If you keep the factory setting NONE, then the Distinguished Names from the
own certificate and from the certificate communicated by the remote station are
automatically used as the Local ID and Remote ID.

If you manually change the entry for the Local ID or the Remote ID, then the
corresponding entries must be adapted at the remote station. The manual entry
for Local or Remote ID must be made in the ASN.1 format, e.g. "C=XY/O=XY
Org/CN=xy.org.org"

For authentication with pre-shared secret key (PSK):

¢ In Roadwarrior Mode the Remote ID must be entered manually. The Remote
ID must have the format of a hostname (e.g. RemoteStation.de) or the format
of an e-mail address (remote@station.de), and must be the same as the Local
ID of the remote station.
The Local ID can be left on NONE. In this case the IP address is used as the
local IP address. If you enter a Local ID; then it must have the format of a
hostname (e.g. RemoteStation.de) or the format of an e-mail address
(remote@station.de), and must be the same as the Local ID of the remote
station.

SINAUT MD741-1
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Roadwarrior Mode Edit IKE

Here you can define the properties of the VPN connection according to your

requirements and what you have agreed with the system administrator of the
remote station.

VPN Roadwarrior Mode

Enabled Hame Settings IKE
| Yes [z I Roadwarrior Edit Edit

SINAUT MD741-1
IPSec VPN - Advanced Connection Settings

Phase 1 - ISAKMP SA

ISAKMP-SA encryption lm
ISAKMP-5A hash MD5 -
ISAKMP-SA mode [Manmode =]

ISAKMP-SA lifetime (seconds) SE400

Phase 2 - IPSec SA

IPSec-SA encryption lm
IPSec-SA hash MDE -
IPSec-SA Iifetime (seconds) 86400
HAT-T On =
Enable dead peer detection m
DPD - delay (seconds) 150
DPD - timeout (seconds) B0
DPD - maximum failures 5

Save Back

Figure 7-5 IPsec VPN > Edit IKE

ISAKMP-SA encryption, IPsec-SA encryption

Agree with the administrator of the remote station which encryption method will be
used for the ISAKMP-SA and the IPsec-SA. The SINAUT MD741-1 supports the
following methods:

o 3DES-168
e AES-128
e AES-192
o AES-256

3DES-168 is a commonly used method and is therefore set as the default.

SINAUT MD741-1
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The method can be defined differently for ISAKMP-SA and IPsec-SA.

Note:

The more bits in the encryption algorithm - indicated by the appended number - the
more secure it is. The method AES-256 is therefore considered the most secure.
However, the longer the key, the more time the encryption process takes and the
more computing power is required.

ISAKMP-SA hash, IPsec-SA hash
Agree with the administrator of the remote station which method will be used for
computing checksums/hashes during the ISAKMP phase and the IPsec phase. The
following selections are available:
e MD5 or SHA-1 (automatic detection)
e MD5
e SHA-1

The method can be defined differently for ISAKMP-SA and IPsec-SA.

ISAKMP-SA mode

Agree with the administrator of the remote station which method will be used for
negotiating the ISAKMP-SA. The following selections are available:

e Main mode

e Aggressive mode

Note:

When the authentication method Pre-Shared Key is used, Aggressive mode must
be set in Roadwarrior mode.

ISAKMP-SA lifetime, IPsec-SA lifetime

The keys for an IPsec connection are renewed at certain intervals in order to
increase the effort required to attack an IPsec connection.

Specify the lifetime (in seconds) of the keys agreed on for the ISAKMP-SA and
IPsec-SA.

The lifetime can be defined differently for ISAKMP-SA and IPsec-SA.

SINAUT MD741-1
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NAT-T

There may be a NAT router between the SINAUT MD741-1 and the VPN gateway
of the remote network. Not all NAT routers allow IPsec data packets to go through.
It may therefore be necessary to encapsulate the IPsec data packets in UDP
packets so that they can go through the NAT router.

On:

If the SINAUT MD741-1 detects a NAT router that does not let the IPsec data
packets through, then UDP encapsulation is started automatically.

Force:

During negotiation of the connection parameters for the VPN connection,
encapsulated transmission of the data packets during the connection is insisted
upon.

Off:

The NAT-T function is switched off.

Enable dead peer detection

If the remote station supports the dead peer detection (DPD) protocol, then the
partner in question can detect whether the IPsec connection is still valid or not,
meaning that it may have to be re-established. Without DPD, depending on the
configuration it may be necessary to wait until the SA lifetime elapses or the
connection has to be re-initiated manually. To check whether the IPsec connection
is still valid, the dead peer detection sends DPD requests to the remote station
itself. If there is no answer, then after the permitted number of failed attempts the
IPsec connection is considered to be interrupted.

Notice

Sending DPD requests increases the amount of data sent and received via EGPRS
or GPRS. This can lead to increased costs.

Yes

Dead peer detection is switched on. Independently of the transmission of user
data, the SINAUT MD741-1 detects if the connection is lost, in which case it waits
for the connection to be re-established by the remote stations.

No

Dead peer detection is switched off.
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DPD - delay (seconds)

Time period in seconds after which DPD requests will be sent. These requests test
whether the remote station is still available.

DPD - timeout (seconds)

Time period in seconds after which the connection to the remote station will be
declared dead if no response has been made to the DPD requests.

DPD - maximum failures
Number of failed attempts permitted before the IPsec connection is considered to

be interrupted.

Factory setting

76

The factory settings for the SINAUT MD741-1 are as follows:

Name Any

Enabled No (switched off)
Authentication method CA certificate
Remote ID NONE

Local ID NONE
Remote certificate -

ISAKMP-SA encryption 3DES-168
IPsec-SA encryption 3DES-168
ISAKMP-SA hash MD5
IPsec-SA hash MD5
ISAKMP-SA mode Main
ISAKMP-SA lifetime (seconds) 86400
IPsec-SA lifetime (seconds) 86400

NAT-T On

Enable dead peer detection Yes

DPD - delay (seconds) 150

DPD - timeout (seconds) 60

DPD — maximum failures 5
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7.2 IPsec VPN Standard Mode

The VPN connections already created are shown. You can enable (Enabled = Yes)
or disable (Enabled = No) each individual connection. You can use New to add
additional VPN connections, Edit Settings and Advanced Settings to set them up,
and Delete to remove a connection.

SINAUT MD741-1

VPN Roadwarrior Mode

IPSec VPN -

Connections

Enabled Hame Settings IKE
|Yes vl Roadwarrior Edit Edit
VPN Standard Mode
Enabled Hame Settings IKE Mew
IYes 'I Scalance 1 Edit Edit Delete
IYES vl Scalance 2 E dit Edit Delete
No = Scalance 3 Edit Edit Delete
Save Reset
Figure 7-6 IPsec VPN > Connections
VPN Standard Mode - Edit Settings
VPN Standard Mode
Enabled Hame Settings IKE Mew
IYes 'I Scalance 1 Edit Edit Delete

T MD741-1

Connection name

Address of the remote site’s VPH gateway

Authentication method
Remote ID

Local ID

Remote net address
Remote subnet mask
Local net address

Local subnet mask

Wait for remote connection

Edit firewall rules for VPH tunnel

Figure 7-7

IPsec VPN > Connection Settings
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Connection name

Give the new connection a connection name here.

Remote host

Specify the address of the remote station here, either as a hostname (e.g.
myadress.com) or as an IP address.

Local network Remote network

Admin PC

-

\ / \

Address of —E Admin PC
the remote

Local
application

Local
application

78

z network
VPN gateway _E
External

| remote
— stations

VPN tunnel

Figure 7-8 Address of the remote host
X.509 certificate, CA certificate

In the authentication methods X.509 certificate and CA certificate, the keys used
for authentication have first been signed by a Certification Authority (CA). This
method is considered especially secure. A CA can be a service provider, but also,
for example, the system administrator for your project, provided that he has the
necessary software tools. The CA creates a certificate file (PKCS12) with the file
extension *p12 for each of the two remote stations. This certificate file contains the
public and private keys for the own station, the signed certificate from the CA, and
the public key of the CA. For the authentication method X.509 there is additionally
a key file (*.pem, *cer or *.crt) for each of the two remote stations with the public
key of the own station.

X.509 certificate

The public keys (files with extension *.pem, *cer or *.crt) are exchanged between
the SINAUT MD741-1 and the remote station's VPN gateway takes place
manually, for example on a CD-ROM or vie e-mail. To load the certificate, proceed
as described in Chapter 7.3.

CA certificate

The public keys are exchanged between the SINAUT MD741-1 and the remote
station's VPN gateway via the data connection when the VPN connection is
established. Manual exchange of the key files is not necessary.

SINAUT MD741-1
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Pre-shared key (PSK)

This method is primarily supported by older IPsec implementations. Here
authentication is performed with a character string agreed on beforehand. In order
to obtain high security, the character string should consist of about randomly-
selected 30 lower-case and upper-case letters and numerals.

Remote ID, Local ID

The Local ID and the Remote ID are used by IPsec to identify the remote stations
uniquely when establishing the VPN connection.

For authentication with X.509 certificate or CA certificate:

o If you keep the factory setting NONE, then the Distinguished Names from the
own certificate and from the certificate communicated by the remote station are
automatically applied and used as the Local ID and Remote ID.

o If you manually change the entry for the Local ID or the Remote ID, then the
corresponding entries must be adapted at the remote station. The own Local ID
must be the same as the Remote ID of the remote station and vice versa. The
entries for Local or Remote IDs must be made in the ASN.1 format, e.qg.
"C=XY/O=XY Org/CN=xy.org.org"

For authentication with pre-shared secret key (PSK):

o If you keep the factory setting NONE, then the own IP address is automatically
used as the Local ID, and the IP address of the remote station is used as the
Remote ID:

¢ If you manually change the entry for the Local ID or for the Remote ID, then the
entries must have the format of a hostname (e.g. RemoteStation.de) or the
format of an e-mail address (remote@station.de). The own Local ID must be
the same as the Remote ID of the remote station and vice versa.

Note:

If with pre-shared secret key (PSK) the IP address is not used as the Remote ID,
then the Aggressive Mode has to be set as the ISAKMP-SA mode.

Scalance S ID

If you have loaded a Scalance S certificate, by clicking the Scalance S button, you
can load the Remote ID from the certificate.

Wait for remote connection
Yes

The SINAUT MD741-1 waits for the VPN gateway of the remote network to initiate
establishment of the VPN connection.

SINAUT MD741-1
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No

The SINAUT MD741-1 initiates establishment of the connection.

Remote net address

Here enter the IP address (e.g. 123.123.123.123) of the remote network. The
remote network can also be only a single computer.

Local network Gegeniiberliegendes Netz

/ \ / \

Address of
the local Address of
network the remote _ Admin PC

Admin PC
network
E— VPN gateway _E
. External
Local
applikation oo 0 m rem_ote
—! stations

VPN tunnel

Local ¢ ﬁ—ﬁ > _E
application

Figure 7-9 Remote net address

Remote subnet mask

Here enter the subnet mask (e.g. 255.255.255.0) of the remote network. The
remote network can also be only a single computer.

Local net address

Here enter the IP address (e.g. 123.123.123.123) of the local network. The local
network can also be only a single computer.

Local subnet subnet mask

Here enter the subnet mask (e.g. 255.255.255.0) of the local network. The local
network can also be only a single computer.

Firewall rules for VPN tunnel

See Chapter 7.4
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VPN Standard Mode - Edit IKE

Here you can define the properties of the VPN connection according to your
requirements and what you have agreed with the system administrator of the

remote station.

VPN Standard Mode
Enabled Hame Settings IKE

es = Scalance 1 Edit Edit

SINAUT MD741-1

Phase 1 - ISAKMP SA
ISAKMP-5A encryption
ISAKMP-SA hash

ISAKMP-SA mode

IPSec VPN - IKE Settings

-SA lifeti

Phase 2 - IPSec SA

IPSec-S5A encryption
IPSec-SA hash

IPSec-5A lifetime (seconds)

DH/PFS group
HAT-T
Enable dead peer detection
DPD - delay {seconds)
DPD - timeout (seconds)

DPD - maximum failures

Figure 7-10 IPsec > IKE Settings

ISAKMP-SA encryption, IPsec-SA encryption

IAES-128 vI

MD5 -

I Main mode -

96400

IAES-1 28 ‘I
D5 -
86400

DH-2 1024 vl

Agree with the administrator of the remote station which encryption method will be
used for the ISAKMP-SA and the IPsec-SA. The SINAUT MD741-1 supports the

following methods:

o 3DES-168
o AES-128
e AES-192
e AES-256

3DES-168 is a commonly used, and is therefore set as the default. The method
can be defined differently for ISAKMP-SA and IPsec-SA.
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Note:

The more bits in the encryption algorithm - indicated by the appended number - the
more secure it is. The method AES-256 is therefore considered the most secure.
However, the longer the key, the more time the encryption process takes and the
more computing power is required.

ISAKMP-SA hash, IPsec-SA hash
Agree with the administrator of the remote station which method will be used for
computing checksums/hashes during the ISAKMP phase and the IPsec phase. The
following selections are available:
e MDS5 or SHA-1 (automatic detection)
e MD5
e SHA-1

The method can be defined differently for ISAKMP-SA and IPsec-SA.

ISAKMP-SA mode

Agree with the administrator of the remote station which method will be used for
negotiating the ISAKMP-SA. The following selections are available:

e Main mode

e Aggressive mode

DH/PFS group

Agree with the administrator of the remote station the DH group for the key
exchange.

ISAKMP-SA lifetime, IPsec-SA lifetime

The keys for an IPsec connection are renewed at certain intervals in order to
increase the effort required to attack an IPsec connection.

Specify the lifetime (in seconds) of the keys agreed on for the ISAKMP-SA and
IPsec-SA.

The lifetime can be defined differently for ISAKMP-SA and IPsec-SA.

SINAUT MD741-1
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NAT-T

There may be a NAT router between the SINAUT MD741-1 and the VPN gateway
of the remote network. Not all NAT routers allow IPsec data packets to go through.
It may therefore be necessary to encapsulate the IPsec data packets in UDP
packets so that they can go through the NAT router.

On:

If the SINAUT MD741-1 detects a NAT router that does not let the IPsec data
packets through, then UDP encapsulation is started automatically.

Force:

During negotiation of the connection parameters for the VPN connection,
encapsulated transmission of the data packets during the connection is insisted
upon.

Off:

The NAT-T function is switched off.

Enable dead peer detection

If the remote station supports the dead peer detection (DPD) protocol, then the
partner in question can detect whether the IPsec connection is still valid or not,
meaning that it may have to be re-established. Without DPD, depending on the
configuration it may be necessary to wait until the SA lifetime elapses or the
connection has to be re-initiated manually. To check whether the IPsec connection
is still valid, the dead peer detection sends DPD requests to the remote station
itself. If there is no answer, then after the permitted number of failed attempts the
IPsec connection is considered to be interrupted.

Notice

Sending DPD requests increases the amount of data sent and received via EGPRS
or GPRS. This can lead to increased costs.

Yes

Dead peer detection is switched on. Attempts are made to re-establish the IPsec
connection if it has been declared dead, independently of the transmission of user
data.

No

Dead peer detection is switched off.
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DPD - delay (seconds)

Time period in seconds after which DPD requests will be sent. These requests test

whether the remote station is still available.

DPD - timeout (seconds)

Time period in seconds after which the connection to the remote station will be
declared dead if no response has been made to the DPD requests.

DPD — maximum failures

Number of failed attempts permitted before the IPsec connection is considered to

be interrupted.

Factory setting

The factory settings for the SINAUT MD741-1 are as follows:

Name
Enabled

Authentication method
Remote ID

Local ID

Remote certificate

Wait for remote connection
Remote net address
Remote subnet mask
Local net address

Local subnet subnet mask
ISAKMP-SA encryption
IPsec-SA encryption
ISAKMP-SA hash
IPsec-SA hash

DH/PFS group
ISAKMP-SA mode

84

NewConnection

No (switched off)
CA certificate
NONE

NONE

No
192.168.2.1
255.255.255.0
192.168.1.1
255.255.255.0
3DES-168
3DES-168
MD5

MD5

DH-2 1024

Main
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ISAKMP-SA lifetime (seconds) 86400
IPsec-SA lifetime (seconds) 86400
NAT-T On
Enable dead peer detection Yes
DPD - delay (seconds) 150
DPD - timeout (seconds) 60
DPD — maximum failures 5

7.3 Loading VPN certificates

Loading and administering certificates and keys.

SINAUT MD741-1

IPSec VPN - Certificates
Upload remote certificate I Durcheuchen. | Upload

Upload PKCS12 file (.p12) I Durcheuchen. | Upload
Password I

Remote certificates (.cer, .crt, .pem)

Hame

Device certificates {.p12)

Hame

]
@
o
[+

CA certificate

Device certificate

OO0

Private key

Figure 7-11 IPsec > Certificates

Upload remote certificate

Here load key files (*.pem, *.cer or *.crt) with remote certificates and public key
from remote stations into the SINAUT MD741-1. To do this, the files must be saved
on the Admin PC. A remote certificate is only required for the authentication
method with X.509 certificate.
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Upload PKCS12 file (.p12)

Here load the certificate file (PKCS12 file) with the file extension .p12 into the
SINAUT MD741-1. To do this, the certificate file must be saved on the Admin PC.

Caution

If there is already a certificate file in the device, then it must be deleted before
loading a new file.

Password

The certificate file (PKCS12 file) is password-protected. Here enter the password
that you received with the certificate file.

Remote certificates (*.pem, *cer, .crt,)

A list with all of the loaded remote certificates is shown here. You can use Delete to
remove a remote certificates that is no longer needed.

Device certificates (.p12)

The name and status of the loaded certificate file (PKCS12 file) is shown here. A
white check mark on a green dot indicates that the corresponding component of
the certificate file is present, a white cross on a red dot indicates that the
corresponding component is missing or that the wrong password was entered.
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7.4 Firewall rules for VPN tunnel

The user interface for setting up the firewall rules for VPN tunnels can be found
under IPsec VPN > Connections:

VPN Standard Mode

Enabled Hame Settings IKE Mew
IYes 'I Scalance 1 Edit Edit Delete

T MD741-1
IPSec VPN - Connection Settings
Connection name Scalance 1
Address of the remote site’s VPH gateway MOME
Authentication method I CA certificate hd I
Remote ID NONE Scalances D
Local ID MNONE
Remote net address 19216821
Remote subnet mask 255.255.255.0
Local net address 18216811
Local subnet mask 255265 266.0
Wait for remote connection Mo =
[ Edit firewall rules for VPH tunnel Edit ]
Save Back

Figure 7-12 IPsec > Connection Settings

IPsec VPN - Edit Firewall Rules

SINAUT MD741-1

IPSec VPN - Edit Firewall Rules

Firewall Rules {Incoming)

Protocol From IP From port ToIP To port Action Log Hew
All - 00000 ANY 00000 ANY Drop = No = Delete
Log ing Ce i Mo«

Firewall Rules (Outgoing)

Protocol From IP From port To P To port Action Log Mew
Al - 0.00.0/0 ANY 0.00.0/0 ANY Diop = No = Dslets
Log Outgoing C; i P No =

Save Back

Figure 7-13 IPsec > Edit Firewall Rules
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Function

The IPsec VPN connection is viewed as fundamentally secure. Thus data traffic
over this connection is not limited by default. It is possible, however, to create
firewall rules for the VPN connection

To set up firewall rules for the VPN connection, proceed in the same way as for
setting up the packet filter function of the general firewall (see Chapter 6.1).
However, the rules defined here apply only to the specific VPN connection.

Factory setting

The factory settings for the SINAUT MD741-1 are as follows:

Firewall rules for VPN tunnel No limitations

7.5 Supervision of VPN connections

Function

88

IPSec VPN - Supervision
Enable VPN supervision IYes =l

Connection check interval (Minutes) S

Retry delay 1

Retry count 3

Target hosts
Tunnel name Host IP address Client IP address New
Schulung_01 =|  192.1681.11 192.168.101.2 Delete
Save Reset
Figure 7-14 IPsec > Supervision

With the supervision of VPN connections the SINAUT MD741-1 checks the
condition of configured VPN connections. To check the VPN connection status the
SINAUT MD741-1 sends periodically ping packets (ICMP) via the VPN connection
to one or several remote stations (target hosts). This is made independently from
payload data. For each VPN connection an own supervision can be configured.
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If the SINAUT MD741-1 receives the answer for the ping packet from at least one
addressed remote station, the VPN connection is still operational.

Target hosts

MD 74141 ~F ;
: Pin
Ping E H "9,
A—
ﬁ R
Answer VPN connection Answer E
Client IP Host IP E
Figure 7-15 VPN connection supervision

Note

Do not ping a host downstream from the VPN Gateway! Here, the tunnel
monitoring responds if a host can no longer be reached, for example due to
ShutDown.

Ping the internal IP interface of the VPN Gateway!

If no remote station answers the ping packet the transmission of the ping packet
will be repeated several times after a delay which can be configured. If all
repetitions end without success, the VPN client in the SINAUT MD741-1 are will be
restarted. This causes a reconnection of all existing VPN connections.

Notice

Sending ping packets (ICMPs) increases the amount of data sent and received via
EGPRS or GPRS. This can lead to increased costs.

Enable VPN supervision
Yes
VPN supervision on.
No

VPN supervision off
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Connection check interval

This parameter determines the time interval to send ping packets through the
supervised VPN connection (VPN tunnel).

The value shall be given in minutes.

Retry delay

This parameter determines the delay a ping packet is repeated after a failed ping
check (ping packet not answered).

The value shall be given in minutes.

Retry count

This parameter determines the number of allowed failed ping transmission retries
before the VPN client inside the SINAUT MD741-1 are will be restarted.

Target hosts
Tunnel name
Determine, which VPN connection (VPN tunnel) shall be supervised. Add a VPN
connection by clicking the New button, delete a VPN connection by clicking the
Delete button.
Host IP address
Enter the IP address of the remote station (target host) here.

Client IP address

Enter here any unused IP address of the local network related to the VPN
connection.

Factory setting

The factory settings for the SINAUT MD741-1 are as follows:

Enable VPN supervision Nein
Connection check interval (minutes) 5
Retry delay (minutes) 1
Retry count 3
DynDNS tracking interval (minutes) 5

SINAUT MD741-1
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7.6 Advanced settings for VPN connections

Setting special timeouts and intervals for VPN connections.

IPSec VPN - Advanced Settings

NAT-T keepalive interval (seconds) 60
Phase 1 timeout (seconds) 15
Phase 2 timeout (seconds) 10

Nunber of connect attem pts until restart of
the vpn client

Number of connect attempts until reboot of

the device, after an unsuccessful restart of 2
the vpn client
DynDNS tracking [Nein =]
Save Reset
Figure 7-16 IPsec > Advanced Settings

NAT-T keepalive interval (seconds)
If NAT-T is enabled (cf. Chapter 7.2), then keepalive data packets will be sent
periodically by the SINAUT MD741-1 through the VPN connection. The purpose of
this is to prevent a NAT router between the SINAUT MD741-1 and the remote
station from interrupting the connection during idle periods without data traffic.

Here you can change the interval between the keepalive data packets.

Phase 1 timeout (seconds)

The Phase 1 timeout determines how long the SINAUT MD741-1 waits for
completion of an authentication process of the ISAKMP-SA. If the set timeout is
exceeded, the authentication will be aborted and restarted.

Here you change the timeout.

Phase 2 timeout (seconds)

The Phase 2 timeout determines how long the SINAUT MD741-1 waits for
completion of an authentication process of the IPsec-SA. If the set timeout is
exceeded, the authentication will be aborted and restarted.

Here you change the timeout.
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Number of connects attempts until restart of the VPN client

If the establishment of a VPN connection fails, the connection setup will be retried
by the SINAUT MD741-1. Enter the number of unsuccessfull retries, being
performed before the SINAUT MD741-1 restart its VPN client before trying again
the connection setup.

Number of connect attempts until reboot of the device, after an unsuccessful
restart of the VPN client

If the establishment of a VPN connection fails, the connection setup will be retried
by the SINAUT MD741-1. Enter the number of unsuccessfull retries, being
performed before the SINAUT MD741-1reboots and tries again the connection
setup.

DynDNS tracking

If the VPN gateway of the remote stations uses a DynDNS service to get an IP
address and no Dead Peer Detection is used, the SINAUT MD741-1 should
periodically check, if the remote VPN gateway is still reachable. The DynDNS
tracking function provides this function. Yes activates this function, No deactivate
this function.

DynDNS tracking interval (minutes)

Configure here the interval it shall be checked, if the remote station is still
reachable.

Number of connects attempts until restart of 5
the VPN client

Number of connect attempts until reboot of 2
the device, after an unsuccessful restart of
the VPN client

Factory setting

92

The factory settings for the SINAUT MD741-1 are as follows:

NAT-T keepalive interval (seconds) 60
Phase 1 timeout (seconds) 15
Phase 2 timeout (seconds) 10

Number of connect attempts until restart of 5
the VPN client
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Number of connect attempts until reboot of 2
the device, after an unsuccessful restart of

the VPN client

DynDNS tracking Yes

DynDNS tracking interval (minutes) 5

7.7 Status of the VPN connections

Indicates the status of the enabled VPN connections and the option for loading a
protocol file to the Admin PC.

SIEMENS

SINAUT MD741-1

IPSec VPN - Status

Enabled VPN Connections

Hame Remote Host ISAKMP SA IPSec SA
Scalance 1 NONE @ @
Scalance 2 NONE 0 @

Download VPH protocol Download

Figure 7-17 IPsec > Status

Enabled VPN Connections
A white check mark on a green dot indicates that the specific Security Association

(SA) has been successfully established- A white cross on a red dot indicates that
the Security Association does not exist.

Download VPN protocol

This function can be used to download the VPN protocol file to the Admin PC.
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8.1 HTTPS remote access

The HTTPS remote access (= HyperText Transfer Protocol Secure) allows secure
access to the Web user interface of the SINAUT MD741-1 from an external
network via EGPRS, GPRS or CSD.

Configuration of the SINAUT MD741-1 via the HTTPS remote access then takes
place exactly like configuration via a Web browser via the local interface (see
chapter 3).

Access - HTTPS

Enable HTTPS remote access I es = I

HTTPS remote access port 443

Firewall Rules

From IP (External} Action Log Mew
0.0.0.0/0 IAccapt 'I Mo = Delete
Save Reset
Figure 8-1 Access > HTTPS remote access

Enable HTTPS remote access
Yes

Access to the Web user interface of the SINAUT MD741-1 from the external
network via HTTPS is allowed.

No

Access via HTTPS is not allowed.

SINAUT MD741-1
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8 Remote access

HTTPS remote access port
Default: 443 (factory setting)

You can define a different port. However, if you have defined a different port, then
the external remote station conducting the remote access must specify the port
number after the IP address when specifying the address.

Example:

If this SINAUT MD741-1 can be accessed via the Internet using the address
192.144.112.5, and if port number 442 has been defined for the remote access,
then the following must be specified in the Web browser at the external remote
station:

https://192.144.112.5:442

Firewall rules for HTTPS remote access
New
Adds a new firewall rule for HTTPS remote access that you can then fill out.
Delete
Removes a firewall rule for HTTPS remote access that has been created.
From IP (External)

Specify here the address(es) of the computer(s) for which remote access is
allowed. You have the following options:

IP address or address range: 0.0.0.0/0 means all addresses. To specify a range,
use the CIDR notation - see the Glossary.

Action
Define how access to the specified HTTPS port will be handled:
Accept means that the data packets can go through.

Reject means that the data packets are rejected, and the sender receives a
message about the rejection.

Drop means that the data packets are not allowed through. They are discarded
without the sender receiving any information about where they went.

Log

For each individual firewall rule you can define whether the event should be logged
when the rule takes effect - set Log toYes, or not - set Log to No (factory setting).

The log is kept in the firewall log, see Chapter 6.4.

SINAUT MD741-1
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8 Remote access

Factory setting

8.2

96

The factory settings for the SINAUT MD741-1 are as follows:

Enable HTTPS remote access No (switched off)

HTTPS remote access port 443

Default for new rules:

From IP (External) 0.0.0.0/0
Action Accept
Log No (switched off)

SSH remote access

The SSH remote access (= Secured SHell) allows secure access to the file system
of the SINAUT MD741-1 from an external network via EGPRS, GPRS or CSD.

To do this, a connection must be established using an SSH-capable program from
the external remote station to the SINAUT MD741-1.

Use the SSH remote access only if you are familiar with the LINUX file system.

In the factory setting this option is deactivated.

Access - SSH
Enable SSH remote access Yes x I

55H remote access port 22

Firewall Rules

From IP (External) Action Log MNew
0.0.0.0/0 | Accept > | [He =] Delste
Save Fieset
Figure 8-2 Access >SSH remote access

Warning

Via SSH remote access it is possible to derange the configuration of the device in
such a way that it will have to be sent in for servicing. In this case contact your
dealer or distributor.

SINAUT MD741-1
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Enable SSH remote access
Yes

Access to the file system of the SINAUT MD741-1 from the external network via
SSH is allowed.

No

Access via SSH is not allowed.

SSH remote access port
Default: 22 (factory setting)

You can define a different port. However, if you have defined a different port, then
the external remote station conducting the remote access must specify the port
number defined here in front of the IP address when specifying the address.

Example:
If this SINAUT MD741-1 can be accessed from the external network using the
address 192.144.112.5, and if port 22222 has been defined for the remote access,

then this port number must be specified in the SSH client (e.g. PUTTY) at the
external remote station:

ssh -p 22222 192.144.112.5

Firewall rules for SSH remote access
New
Adds a new firewall rule for SSH remote access that you can then fill out.
Delete
Removes a firewall rule for SSH remote access that has been created.
From IP (External)

Specify here the address(es) of the computer(s) for which remote access is
allowed. You have the following options:

IP address or address range: 0.0.0.0/0 means all addresses. To specify a range,
use the CIDR notation - see the Glossary.

Action
Define how access to the specified SSH port will be handled:

Accept means that the data packets can go through.

SINAUT MD741-1
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8 Remote access

Reject means that the data packets are rejected, and the sender receives a
message about the rejection.

Drop means that the data packets are not allowed through. They are discarded
without the sender receiving any information about where they went.

Log

For each individual firewall rule you can define whether the event should be logged
when the rule takes effect - set Log to Yes, or not - set Log to No (factory setting).

The log is kept in the firewall log, see Chapter 6.4.

Factory setting

8.3

98

The factory settings for the SINAUT MD741-1 are as follows:

Enable SSH remote access No (switched off)

HTTPS remote access port 22

Default for new rules:

From IP (External) 0.0.0.0/0
Action Accept
Log No (switched off)

Remote access via dial-in connection

The CSD dial-in access makes it possible to access the Web user interface of the
SINAUT MD741-1 via a dial-in data connection (CSD = Circuit Switched Data). To
do this, call the SINAUT MD741-1 at the data call number using an analogue
modem, or at the voice or data call number of its SIM card using a GSM modem.
The SINAUT MD741-1 accepts the call if:

o the call number of the telephone connection that you call from is saved in the
list of permitted numbers in SINAUT MD741-1, and

o the call number is transmitted by the telephone network (CLIP function)
Dialling must be performed by a PPP client, for example via a Windows dial-up

connection. In Windows, use the New Connection Wizard, and under Connect to
the network at my workplace set up a Dial-up connection.

SINAUT MD741-1
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8 Remote access

Access - CSD Dial-In
Enable CSD dial-in IYBS vl

PPF username SErYiCE

PPP password e

Approved Call Numbers (Clip Check)
Call number Mew

+434011232455 Delete

Save Reset

Figure 8-3 Access > CSD Dial-In

Enable CSD dial-in

Yes

Access to the Web user interface of the SINAUT MD741-1 from a dial-in data
connection is allowed.

No

Access via dial-in data connection is not allowed.

PPP username / password

Select a username and a password that must be used by a PPP client (e.g. a
Windows dial-up connection) to log on to the SINAUT MD741-1. The same
username and the same password must be entered in the PPP client.

Approved Call Numbers

Specify the call number of the telephone connection from which the dial-in data
connection is established. The telephone connection must support Calling Line
Identification Presentation (CLIP), and this function must be activated.

The call number entered in the SINAUT MD741-1 must be exactly the same as the
call number reported, any may also have to include the country code and prefix,
e.g. +494012345678.

If multiple call numbers of a private branch exchange are to have access
authorisation, you can use the "*" symbol as a wildcard, e.g. +49401234*. Then all
call numbers that begin with +49401234 will be accepted.

Note

Firewall rules entered for HTTPS and SSH access also apply for CSD access. The
source |IP address ("From IP") for CSD access is defined as 10.99.99.2.

SINAUT MD741-1
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8 Remote access

New

Adds a new approved call number for CSD remote access that you can then fill out.

Delete

Removes a firewall rule for CSD remote access.

Factory setting

100

The factory settings for the SINAUT MD741-1 are as follows:

Enable CSD dial-in No (switched off)
PPP username service

PPP password service
Approved Call Numbers *

SINAUT MD741-1
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Status, log and diagnosis

9.1 System status display

The System-Status gives an overview about the current operating status of the
SINAUT MD741-1.

System - Status

Current system time 2008-03-15, 18:51
NTP synchronization 0
Connection

EDGE

Connected since Sat Mar 15 18:34:39 CET 2008
Used APH internet.t-mobile

External hostname

DynDHS (X ]
Assigned IP 172.22.57.35
Signal {CS0Q level) 30
msi 262016201235450
Bytes sent 1327
Bytes received 2116
Bytes sent since initial operation 1781651
Bytes received since initial operation 2728890
Remote HTTPS o
Remote SSH o
€SD Dial-In (v
Humber of active firewall rules 0
Current system version 1.027
Figure 9-1 System > Status
Note

Use the Refresh function of the Web browser to update the displayed values.

SINAUT MD741-1
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9 Status, log and diagnosis

Current system time
Shows the current system time of the SINAUT MD741-1 in the format:

Year — Month — Day, Hours — Minutes

Connection
Shows if a wireless connection exists, and which one:
e EDGE connection (IP connection via EGPRS)
e GPRS connection (IP connection via GPRS)

e CSD connection (service connection via CSD)

Note

It may occur that an EDGE (EGPRS) or GPRS connection and an assigned IP
address are both shown, but the connection quality is still not good enough to
transmit data. For this reason we recommend using the active connection
monitoring (see Chapter 5.2).

Connected since

Shows how long the current connection to EGPRS or GPRS has existed.

Used APN

Shows the APN (= Access Point Name) of the EGPRS or GPRS that is being used.

External hostname

Shows the hostname (e.g. md741-1.mydns.org) of the SINAUT MD741-1, if a
DynDNS service is being used.

DynDNS
Shows if a DynDNS service is activated.
e White check mark at green dot: DynDNS service activated.

o White cross at red dot: DynDNS service not activated

SINAUT MD741-1
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9 Status, log and diagnosis

Assigned IP address

Shoes the IP address at which the SINAUT MD741-1 can be reached in EGPRS or
GPRS. This IP address is assigned to the SINAUT MD741-1 by the EGPRS or
GPRS service.

Signal (CSQ level)

IMSI

IMEI

Indicates the strength of the GSM signal as a CSQ value.
e (CSQ<6: Poor signal strength

e (CSQ=6..10: Medium signal strength

e (CSQ=11-18: Good field strength

e CSQ>18: Very good field strength

e CSQ=099: No connection to the GSM network

Shows the subscriber identity that is saved on the SIM card being used.

The IMSI (= International Mobile Subscriber Identity) is used by the GSM network
operator to detect the authorisations and agreed services for the SIM card.

Shows the serial number of the SINAUT MD741-1 as a GSM wireless device. The
IMEI (= International Mobile Equipment Identity) is assign uniquely worldwide.

Bytes sent / Bytes received

Shows the number of bytes that have been sent or received during the existing
connection to GPRS. The counter is reset when a new connection is established.

Note

These figures serve only as a general indication of the data volume, and can differ
significantly from the GSM network operator's accounting.

SINAUT MD741-1
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9 Status, log and diagnosis

Bytes sent / Bytes received since initial operation
Shows the number of bytes that have been sent via GPRS or received since the

last time the factory settings were loaded. The counter is reset when the factory
settings are loaded.

Remote HTTPS

Shows whether remote access to the Web user interface of the SINAUT MD741-1
via EGPRS or GPRS is permitted.

¢ White check mark at green dot: Access is allowed.

o White cross at red dot: Access is not allowed.

Remote SSH

Shows whether remote access to the SSH console of the SINAUT MD741-1 via
EGPRS or GPRS is permitted.

¢ White check mark at green dot: Access is allowed.

o White cross at red dot: Access is not allowed.

CSD Dial-In
Shows whether remote CSD service calls are allowed.
e White check mark at green dot: CSD service calls are possible.

e White cross at red dot: CSD service calls are not possible.

Number of active firewall rules

Shows how many firewall rules are active.

Current system version

Shows the version number of the SINAUT MD741-1's software.

SINAUT MD741-1
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9 Status, log and diagnosis

9.2 Log

System - Log
Download current logfile

Log archive
Hame
LOGO_2008_3_8_2358.tar.gz
LOG1_2008 3 15 _1826.tar.gz
LOG2_2008_2 29 2358.tar.gz
LOG3_2008_3_1_2358.tar.gz
LOG4_2008_3_2 2358.tar.gz
LOGS_2008_3_3 2358.tar.gz
LOG6_2008_3_4_2358.tar.gz
LOGF_2008_3_5_2358.tar.gz
LOGB_2008_3_6_2358.tar.gz

LOGY 2008 3 7 2358.tar.gz

Figure 9-2 System > Log

Logfile

Download

Download
Download
Download
Dovenload
Download
Download
Download
Dovenload
D owenload

Download

Important events in the operation of the SINAUT MD741-1 are saved in the log.

e Reboot

e Changes to the configuration
o Establishing of connections
¢ Interruption of connections

o Signal strength

e and operating messages

The log is saved to the log archive of the SINAUT MD741-1 when a file size

1 MByte, is reached, but after 24 hours at the latest.

Download current logfile

Download - the current log is loaded to the Admin PC. You can select the directory

to save the file to, and can view the file there.

SINAUT MD741-1
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9 Status, log and diagnosis

Log archive

Download - The archived log files are loaded to the Admin PC. You can select the
directory to save the files to, and can view the files there.

Example:

A

3.

13.12.2007 194631730
13122007 19.47 1317 30 [
1312 2007 20-00[3173 [C5
13022007 20191317 36K O3

13.12.2007 11:04 sw (nuil) (nuu [mlu :,::wmt MASH=)
13.12.3007 19,85 31730 ol ICE_MASKED

A7 12961317 30 O3
14,12 2007 1221631730 [C5
1412 2007 1296317 36K O3
1412 2007 1216317300 [CS
14122007 Z3:05]317 3
1412 2007 2306 1317 36 [CH0r=.
14,12, 2000 23:05 317 3K [C 5

2 2007 230831736 [CE

2007 23:09 317X |C

2007 23081317 365

2007 23 10[NTIK|C
A7 3373
1412 2007 2311317300 [CS
14122007 2311 3173 | CS
1412 2007 2311|3173 [CE
14122007 23121317 3K |[CS
1412 007 231213173 [CE
14,12, 2000 23131317 36K [C5
1412 007 2313|3173 [CS

14.12.2007 22: 4317 |CE0=B_|STAT=1 |COPS=26201 |SERVICE MASK=438T11

13122007 22, 40[3173%% [CS0=8_[STAT=1

14.12 2007 2267 |31730X | 50=0
1412 2007 2313|317 0 [Co0=10 |5
14.12 2007 2330|3170 |CS0=10 |3
14122007 23 46317 30 [C50=10 |5

Entries in log

UP!; X0 [SERVICE B MI\SIC. 494711

Column A:

Time stamp

Column B:

Product number

Column C:

Signal quality (CSQ value)

Column D:

GSM login status

STAT
STAT
STAT
STAT

STAT

106

1
-_—
1

1
N
1

1]
w
|

1
(¢}
1

= Login rejected

--- = Function not activated yet

Logged in to home network

Not logged in; searching for network

Logged in to third-party network (roaming)

K L M N o P

A41|[CURRENT SYSTEM VERSION 1.014

41 |CURRENT SYSTEM VERSION 1014

0]S'¥STEM STARTING Success

S|CONNECTION ERROR [Missing oo ncormect GSM parameter

34|SYSTEM RUNNING SUCCESSFUL _ |CellD 47389 Version | 014 |TYS

S STEM RUNNING SUCCESSFUL  |CellD 4359 [Vergion.1.014 [TXS.

34|SYSTEM RUNNING SUCCESSFUL _|CollD 4356 [Viarsion 1 014 TS

34]SYSTEM RUNNING SUCCESSFUL _ |CellD: 4389 Version.1.014 [TXS.

34|SYSTEM RUNNING SUCCESSFUL _ |CellD 4389 [Varsion 1 014 [TXS:
34|SYSTEM RUNNING SUCCESSFUL _ |CellD: 4389 Vergion:1.014 [TXS:
A1|CURRENT SYSTEM VERSION 1014

O]SYSTEM STARTING Success

S|CONNECTION ERROR [Missing oo incorect GSM parameter

9|CONFIGLIRATION FILE ACCESS (write values)

SICONFIGLIRATION FILE ACCESS IntemallPs IntemallP 0.1F 192 16811

S|CONFIGLIRATION FILE ACCESS InternallPs IntemallP 0 Nathiask 255 355 255 0

JCONFIGLIRATION FILE ACCESS InternallPs Intemall®_1.1P. 152 168 0.0

|CONFIGLIRATION FILE ACCESS IntemallPs IntemallP 1 Nathask 266 355 255 0
41|CURRENT SYSTEM VERSION 1.014

DISYSTEM STARTING Suce:

S|CONNECTION ERRUR Missing o¢ Incorrect GSM parameter

QICONFIGLIRATION FILE ACCESS (write waluis)

9|CONFIGLIRATION FILE ACCESS e valugs)

3 [GERS connect

OJIF ASSIGHED 72.25.105.9

SICONFIGLIRATION FILE ACCESS write values)

|CONFIGLIRATION FILE ACCESS “MPChack Enabled trus

S|CONFIGLIRATION FILE ACCESS fwrite vilues)

9|CONFIGLIRATION FILE ACCESS ICMPChack Enabled tus

|CONFIGLIRATION FILE ACCESS [wnte values)

QICONFIGLIRATION FILE ACCESS IEMPChock Enabled tnae

I|CONFIGURATION FILE ACCESS [wnte values)

ICONFIGLIRATION FILE ACCESS TP Eniablisd tnag
|SYSTEM RUNMING SUCCESSFUL _ |CellD:4389 ergion: 1.014 [TXS. 448 T4 10778 [Fd: 358
F4ISYSTEM RUNNING SUCCESSFUL  [CellD) 4359 Viergion.1.014 [TXS 449 T3 100 |00 358,
34|SYSTEM RUNNING SUCCESSFUL _ |CellD 47389 Version | 014 [TXS 449 [T 1078 | R 358,

S STEM RUNNING SUCCESSFUL  |CellD 4359 Vergion.1.014 [TXS 443 T 100 [ 358,

34|SYSTEM RUNNING SUCCESSFUL  |CelliD 4389 Version 1 014 [TXS 2737 [T 3366 | RO 3901,
34|SYSTEM RUNNING SUCCESSFUL  |CellD. 4389 [Wersion 1014 TS 3069 |RS 4463 | T 3718 [Foc 4469,
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9 Status, log and diagnosis

Column E:

Indication of the network operator identification with the 3-digit country code (MCC)
and the 2-3-digit network operator code (MNC).

Example: 26201 (262 = country code / 01 = network operator code)
Column F:

Coded operating status (for Hotline)

Column G:

Category of the log report (for Hotline)

Column H:

Internal source of the log report (for Hotline)

Column I:

Internal report number (for Hotline)

Column J:

Log report in plain text

Columns K-P:

Additional information on the plain text report, such as:

o Cell ID (identification number of the active GSM cell)

o Software version

e TXS, RXS (IP packets transmitted in the current connection)

e TX, RX (IP packets transmitted since the last factory settings reboot)

9.3 Remote logging
The SINAUT MD741-1 can transfer the system log once per day via FTP (= File
Transfer Protocol) to an FTP server.

The current system log and the system log files in the archive are transferred. After
successful transfer the transferred logs are deleted in the SINAUT MD741-1.

If the transfer fails, the SINAUT MD741-1 tries once again to transfer the data after
24 hours.

SINAUT MD741-1
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9 Status, log and diagnosis

Maintenance - Remote Logging
Enable remote legging (FTP upload} I Yes -

Time 00:00
FTP Server ftp.centrale.iu
Username guest
Password

Save Reset
Figure 9-3 Maintenance > Remote Logging

Enable remote logging (FTP upload)

Yes activates the function.

Time

Specifies the daily time, when the log files will be transmitted to the FTP server.

FTP Server
Specifies the address of the FTP server, to which the log files are to be transferred.

The address can be specified as a hostname (e.g. fip.server.de) or as an IP
address.

Username

Specifies the username for logging in to the FTP server.

Password

Specifies the password for logging in to the FTP server.

SINAUT MD741-1
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Factory setting

The factory settings for the SINAUT MD741-1 are as follows:

Enable remote logging (FTP upload) No (switched off)
Time 00:00
FTP Server NONE
Username guest
Password guest

9.4 Snapshot

This function is used for support purposes.

The service snapshot downloads important log files and current device settings that
could be important for fault diagnosis and saves them in a file.

If you contact our Hotline in the event of a problem with the SINAUT MD741-1, in
many cases they will ask you for the snapshot file.

Note

This file contains the access parameters for EGPRS and GPRS and the addresses
of the remote station. It does not contain the username and password for access to
the SINAUT MD741-1.

Maintenance - Snapshot

Download service snapshot Download

Advanced diagnesis (Reboot required) Aclivate

Figure 9-4 Maintenance > Snapshot

SINAUT MD741-1
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This function is used for support purposes.

The service snapshot downloads important log files and current device settings that
could be important for fault diagnosis and saves them in a file.

If you contact our Hotline in the event of a problem with the SINAUT MD741-1, in
many cases they will ask you for the snapshot file.

Note

This file contains the access parameters for EGPRS and GPRS and the addresses
of the remote station. It does not contain the username and password for access to
the SINAUT MD741-1.

Download service snapshot

Click on download. You can select the location on the Admin PC where the
snapshot file will be saved.

The filename of the snapshot file has the following structure:
<hostname>_Snapshot_<Date&TimeCode>.tgz,

e.g.: md741_Snapshot_200711252237.tgz

Advanced diagnosis

Only Activate the Advanced diagnosis if asked to do so by our Hotline. In operation
with advanced diagnosis, information is written to the diagnosis logs much more
often. Some additional information is also saved. This is useful for systematic
troubleshooting.

Note

When advanced diagnosis is active, the frequent write access to the non-volatile
memory of the SINAUT MD741-1 can lead to a reduction of its service life.

Factory setting
The factory settings for the SINAUT MD741-1 are as follows:

Advanced diagnosis Off (Activate)

SINAUT MD741-1
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9.5

Hardware information

Shows important information for hardware identification. This information is often

needed in the event of queries to our Hotline.

cpPu
CPU clock
Memory
System uptime
MAC address

Maintenance - Hardware Info

ARM9
200MHz
64MB
Sat Mar 15 18:55:58 CET 2008
00:60:4c:cr:01:45

IMEI 355634006264805
Productname SINAUT MD741-1
Serialnumber HROVN0O03067

Hardware version 2.01

Figure 9-5 Maintenance > Hardware info

9.6 Software information

Shows important information for software identification. This information is often
needed in the event of queries to our Hotline.

Planned updates are additionally shown. See also Chapter 10.4.

Maintenance - Software Info

Current system version 1.027
MD741-1 control application 1.020
Mobile handler 1.020
lighttpd 1.4.15
ntpd 4.2.4p3
ezipupdate 3.0.11b7
sshd 45p1
DHSMasq 239
IPtables 137
IPSec-Tools 0.7
CGl applications 1.021
German websites 1.021
English websites 1.021

Scheduled updates

Update Id From version -> to version Timestamp

Figure 9-6 Maintenance > Software info

SINAUT MD741-1
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Additional functions 1 0

10.1 Service Center

The SINAUT MD741-1 also uses the Short Message Service (SMS) of the GSM
network. You can specify a special SMS center.

SIEMENS

SMS - Service Center

SMS Betvice centés Call nianmber

Figure 10-1 Maintenance > Service Center

SMS service center call number

To ensure that the SMS function works reliably, enter the call number of the service
center (SMSC) here. If there is no entry made here, the default SMSC of your
network provider will be used.

10.2 Alarm SMS

The SINAUT MD741-1 can transmit short alarm messages using the SMS (= Short
Message Service) of the GSM network. The sending of an alarm SMS message
can be triggered by the following event:

e Event 1 No GPRS connection
For the event, you can specify a separate call number to which the alarm message

will be sent. You can enter any text as the alarm message. The following
characters are available:

SINAUT MD741-1
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12 Ad(ditional functions

abcdefghljklmnopqgrstuvwxyzABCDEFGHIJKLMNOPQR
STUVWXYZ0123456789,!7

Maintenance - Alarm SMS
SMS service center call number
Alarm SMS Event 1: No GPRS Connection
Enable Call number Text
Yes vl
Save Reset
Figure 10-2 Maintenance > Alarm SMS

Alarm SMS Event 1: No GPRS Connection

Settings

Event 1 The GPRS connection cannot be established despite multiple attempts.
The SINAUT MD741-1 then transmits an alarm message.

Enable

With Yes, the alarm message is sent if the event occurs, with No, it is not.

Call number

Here, enter the call number of the end device to which the alarm message will be
sent using SMS. The end device must support reception of SMS messages via
GSM or fixed network.

Text

Here enter the text that will be sent as an alarm message.

Factory settings

The factory settings of the SINAUT MD741-1 are as follows:

SMS service center call number -

Alarm SMS Event 1: No GPRS connection No (turned off)
Call number -

Text -

SINAUT MD741-1
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10.3 SMS - Messaging from the local network

With the SMS messaging function, applications connected to the local interface of
the SINAUT MD741-1 can send SMS messages via the GSM network.

BME - Messaging from the local network

Erabde SMS nressaging Hom e sl netwok e =

Upermame st 13
Panswoned est123
Fort e 1248
Fhiawall Rules
8600 1 fieeanaly Action Log [m=w]
182,188,111 [Aecert =] [Fes =] Desete
192168112 [Aceoe =] o =] Dutete

Maintenance > SMS over IP

Figure 10-3

To send an SMS message, the application must establish a TCP/IP connection to
the SINAUT MD741-1 via the local interface.

Via this TCP/IP connection, the application transfers the text of the SMS to the
SINAUT MD741-1 that packs the text in an SMS message and sends it.

Frame format for the SMS message

114

The text must be transferred in a frame via the TCP/IP connection to the SINAUT
MD741-1. The frame must have the following format:

Username#Password#CommandCode#Seq-Num;Callnumber;Message:

Example:
userf#password#105#01;004943465789; my SMS text:

Username

Enter a user name to check the permission for sending an SMS message.
Maximum of 10 characters.

Password
Enter the password belonging to the user name. Maximum of 10 characters.
CommandCode

Command to send an SMS message from the local network This value of 105 is
fixed and must not be modified.

SINAUT MD741-1
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Seq-Num

The sequence number is used to assign several requests at the same time The
function is not currently supported.

The sequence number consists of 2 numeric characters from 01 to 99
Call number

Call number of the SMS recipient with a maximum of 40 characters. International
numbers (+49) are permitted.

Message

SMS text with a maximum of 160 characters

The following forbidden characters must not occur in the SMS text:
# Separator for the first command level

;  Separator for the second command level

Identifies the end of the message

Enable SMS messaging from the local network
Select Yes to be able to send SMS messages from the local network.

Select No if you do not want to send SMS messages from the local network.

Username

User name that must be included in the frame before the text is sent using SMS
(see above: "Frame format"). Maximum of 10 characters.

Password

Password that must be included in the frame before the text is sent using SMS
(see above: "Frame format"). Maximum of 10 characters.

Port number

TCP/IP port on which the SINAUT MD741-1 accepts the TCP/IP connection for
sending SMS messages.

SINAUT MD741-1
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Firewall Rules

To allow the TCP/IP connection to be established for sending SMS messages, a
firewall rule must be set up on the SINAUT MD741-1.

With New, you insert sources ("From IP") for the TCP/IP connection for sending
SMS messages. With Delete, you remove the connections.

From IP (internal)

Enter the IP address of the communications partner that is allowed to send IP
packets to the local network. Do this by specifying the IP address or an IP range for
the partner station. 0.0.0.0 means all addresses.

To specify a range, use the CIDR notation - see Glossary.
Action

The drop-down list below Action relates to the TCP/IP connection of the IP address
shown to the left beside the drop-down list. The following three options are
available:

o "Accept": Enables the TCP/IP connection for sending SMS messages.

e "Reject": The data packets are rejected, and the sender receives a message
about the rejection.

e "Drop": The data packets may not pass and are discarded. The sender does not
receive any notification of this.

Log

For each firewall rule, you can specify whether or not the event is logged (Log =
Yes) or whether the factory default is retained (Log = No).

The log is kept in the firewall log, see section Fehler! Verweisquelle konnte nicht
gefunden werden..

Factory settings
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The factory settings of the SINAUT MD741-1 are as follows:

User name User

Password Password

Port number 26864

Firewall rules Not active
From IP 0.0.0.0
Action Accept
Log No

SINAUT MD741-1
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10.4 Software Update

The Update function can be used to load new operating software to the SINAUT
MD741-1 and activate this software.

In an immediate update the new software will be unzipped. This process can take
several minutes. After that the actual update process begins, which is indicated by
the LEDs lighting up in sequence.

The settings of the SINAUT MD741-1 will be accepted insofar as the settings still
have the same effect in the new software version as they did before the update.

Maintenance - Update

Define the update time I Tes =
Define the Update Time
Year Month Day Hour Minute
2008 IMal 'I 15 = 18 53
Select update file I Durchsuchen.. I

Subrnit Reset

Figure 10-4 Maintenance > Update

Define the update time

No

Immediate update - The new operating software is activated immediately after you
load the software and click on Submit.

Yes

Time-controlled update - The new operating software is activated at the defined
update time. The software must have been loaded already.

Define the update time

If you want to have the update carried out with time control, specify the time when
the new operating software is to be activated.

Specify the Year — Month — Day — Hour — Minute.

SINAUT MD741-1
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Select update file

Use Browse to select the file, which includes the new operating software, for
example:

MD741_v1.024-v1.027 .tgz

Load the firmware to the device with Open.

Submit

With Submit the operating software is either activated immediately or the operating
software is activated at the specified time.

SINAUT MD741-1
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Technical Data

11

SINAUT MD741-1
C79000-G8976-C236-04

Interfaces Application 10/100 Base-T (RJ45 plug)
interface Ethernet IEEE802
10/100 Mbit/s
Service interface | YsSB-A (reserved for later applications)
Security Stateful inspection firewall
functions Anti-spoofing
Port forwarding
Additional DNS cache, DHCP server, NTP, remote logging,
functions connection monitoring, alarm-SMS
Management Web-based administration user interface, ssh console
Wireless EDGE / GPRS EDGE Multislot class 12 / EDGE Multislot class 12
connection

Coding schemes
GSM Module

CS-1, CS-2, CS-3, CS-4
EGPRS (EDGE) / Quad band

EDGE (EGPRS)

Multislot Class 12
Mobile Station Class B
Modulation and Coding Scheme MCS 1 -9

GPRS

Multislot Class 12

Full PBCCH support
Mobile Station Class B
Coding Scheme 1 —4

EDGE / GPRS

During the data transmission via EGPRS or GPRS the
device automatically selects from the following
classes:
[1  from EGPRS Multislot Class 12 (4Tx slots)
to EGPRS Multislot Class 10 (2Tx slots),
[0 from EGPRS Multislot Class 10 (2Tx slots)
to EGPRS Multislot Class 8 (1Tx),
[0 from GPRS Multislot Class 12 (4Tx slots)
to GPRS Multislot Class 8 (1Tx)
0  from GPRS Multislot Class 10 (2Tx slots)
to GPRS Multislot Class 8 (1Tx)

CSD/MTC

V.110, RLP, non-transparent
2.4,4.8,9.6, 14.4kbps

SMS (TX)

Point to point, MO (outgoing)
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Max. transmitting
power (acc. to
output 99, V5)

Class 4 (+33dBm +2dB) for EGSM850

Class 4 (+33dBm +2dB) for EGSM900

Class 1 (+30dBm +2dB) for GSM1800

Class 1 (+30dBm +2dB) for GSM1900

Class E2 (+27dBm * 3dB) for GSM 850 8-PSK
Class E2 (+27dBm * 3dB) for GSM 900 8-PSK
Class E2 (+26dBm +3 /-4dB) for GSM 1800 8-PSK
Class E2 (+26dBm +3 /-4dB) for GSM 1900 8-PSK

Antenna Nominal impedance: 50 ohms, jack: SMA
connection
Ambient Temperature Operation: -20 °C to +60 °C
conditions range Storage: -40°Cto +70 °C
Air humidity 0-95 %, non-condensing
Housing Design Top-hat rail housing
Material Plastic
Protection class | IP20
Dimensions 114 mm x 45 mm x 99 mm
Weight approx. 280g
DE CE Yes
GSM/EGPRS Conforms to GCF, PTCRB
module
Environment The device complies with the European Directives
RoHS and WEEE.
Power supply Input voltage 12 -30V DC (24 V DC nominal)

Input Current

510 -230 mA DC

Power input 4.4 W typical at 12 V
4.0 W typical at 24 V
4.5 W typical at 30 V
Current See table below.
consumption

Input current
characteristic

[mA]
Ipure at 12V
1400 —+
1200 -
1000
800 |-
600
400 -
200

1 1 \ 1 \ I \ \ I \ [ms]
10 20 30 40 50 60 70 80 90 100

4,62ms burst repeat rate

[mA]

Iureq at 24V

Burst

800

= WA

10 20 30 40 50 60 70 80 90 100

4,62ms burst repeat rate
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Continuous Continuous
Current Inout voltage Connected, no data transfer data transfer Burst
consumption @ P g data transfer with low signal | with medium
quality ™ signal quality @
Operating mode [V] [mA] [mA] [mA] [mA]
GSM-CSD 12 174 315 263 1000
24 97 168 137 450
30 82 137 116 360
EGPRS /GPRS 12 174 365 282 1260
24 97 182 147 550
30 82 150 121 420

" Measured at GSM900 Power Level 5 (33dBm transmitting power)
@ Measured at GSM900 Power Level 10 (23dBm transmitting power)
® ysB port not used

SINAUT MD741-1
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Applied Standards and Approvals 1 2

Note

The approvals that apply to the device are printed on the device.

12.1 EU Declaration of Conformance

Marking

g

Applied European directives

When used within the intended purpose, the equipment is compliant to the
requirements of the following European directives:

122

Directive 1999/5/EC (R&TTE) of the European Parliament and of the Council of
9 March 1999 on radio equipment and telecommunications terminal equipment
and the mutual recognition of their conformity,

Directive 2006/95/EC (LVD) of the European Parliament and of the Council of
12 December 2006 on the harmonization of the laws of Member States relating
to electrical equipment designed for use within certain voltage limits,

Directive 2004/108/EC (EMC) of the European Parliament and of the Council of
15 December 2004 on the approximation of the laws of the Member States
relating to electromagnetic compatibility and repealing Directive 89/336/EEC

Directive 94/9/EC (ATEX) of the European Parliament and the Council of 23
March 1994 on the approximation of the laws of the Member States concerning
equipment and protective systems intended for use in potentially explosive
atmospheres.

SINAUT MD741-1
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You will find the EU declaration of conformity for this product on the Internet at the
following address:

Link to the declaration of conformity:
(http://support.automation.siemens.com/WW/view/en/10805878) — "Entry list" tab

Filter settings:
Entry type: "Certificates" — Certificate type: "EU declaration of conformity" —
Search item(s): <name of the module>

Directive 1999/5/EC (R&TTE)
Applied standards
e EN301511:v.9.0.2
e 3GPP TS 51.010-1:v. 5.10.0
Classification

Telecommunication equipment, Radio equipment, Device class 1

Directive 2006/95/EC (LVD)
Applied standards

o EN 60950:2006

Directive 2004/108/EC (EMC)
Applied standards
e EN55022: 2006 Limit A
e EN55024:1998 + A1 :2001 + A2 : 2003
e EN61000-6-2: 2001
Warning
The SINAUT MD741-1 is a Class A device. This device can cause radio

interference in residential areas; in this case the user may be required to take
appropriate measures.

SINAUT MD741-1
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Directive 94/9/EC (ATEX)
Additional marking (sample)

6NH9741-1AA00, SINAUT MD741-1 GSM/GPRS Router

@ Il 3G Ex nAIlIC T4 Ta= -20°C to 60°C

Applied standards
e EN60079-15 (Type of protection “n”)
Classification

Group Il, Category 3, Gas Atmosphere, Non-sparking equipment, Temperature
class T4, Ambient temperature range: -20°C ... +60°C

Specific Conditions of Use:

1. The SINAUT MD741-1 shall be installed in an Enclosure which maintains an
ingress protection rating of IP54; meets the enclosure requirements of
EN60079-0 and is only accessible with the use of a tool.

2. The USB (X1) port shall not be used.

3. On installation the SINAUT MD741-1 shall be provided with supply transient
protection external to the apparatus such that the voltage at the supply
terminals of the SINAUT MD741-1 shall not exceed 42 V.

4. When the Antenna is mounted external to the final Enclosure it shall be
mounted and connected in a manner which maintains an ingress protection
rating of IP54 and meets the enclosure requirements of EN60079-0.

SINAUT MD741-1
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12.2 Compliance to FM, UL and CSA

FM certification

Marking (sample)

CLI, DIV2, GP. A,B,C,D T4 Ta= -20°C to 60°C
s CLI, Zone 2 IIC, T4 Ta= -20°C to 60°C

C
Applied standards
e Factory Mutual Approval Standard Class Number 3611

Classification

Class I, Division 2, Group A, B, C, D, Temperature class T4, Ambient temperature
range: -20°C ... +60°C

Class |, Zone 2, Group IIC, 135°C maximum surface temperature, Ambient
temperature range: -20°C ... +60°C

You can download the FM marking by follow the link:

http://support.automation.siemens.com/WW/view/en/35029750

UL/CSA Certification

Marking

@

LISTED

UL60950-1
3RUX

Applied standards
e UL 60950, 1st edition

e CSA C22.2 No.60950

SINAUT MD741-1
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12.3 Compliance to FCC

Marking

SINAUT MD741-1
FCC ID: LYHMD741-1
contains MC75 FCC ID: QIPMC75

Applied standards

e FCCPart15

e FCC Part 15.19

e FCC Part 15.21

Mandatory user information

FCC Part 15

This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one or more of the following measures:

o Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected.

e Consult the dealer / installer or an experienced radio/TV technician for help.
FCC Part 15.19

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions:

1. this device may not cause harmful interference, and

2. this device must accept any interference received, including interference
that may cause undesired operation.

SINAUT MD741-1
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FCC Part 15.21

Modifications not expressly approved by this company could void the user's
authority to operate the equipment.

Installation by qualified personnel only

You may only use the SINAUT MD741-1 with an antenna of the SINAUT MD741-1
accessory program.

The installation of the SINAUT MD741-1 and the antenna as well as servicing is to
be performed by qualified technical personnel only. When servicing the antenna, or
working at distances closer than those listed below, ensure the transmitter has
been disabled.

Contains FCC ID: QIRMC75 (GSM Module)

This device contains GSM, GPRS Class12 and EGPRS Class 10 functions in the
900 and 1800 MHz Band which are not operational in U.S. Territories.

This device is to be used only for mobile and fixed applications. The antenna(s)
used for this transmitter must be installed to provide a separation distance of at
least 20cm from all persons and must not be co-located or operating in conjunction
with any other antenna or transmitter.

Users and installers must be provided with antenna installation instructions and
transmitter operating conditions for satisfying RF exposure compliance. Antennas
used for this OEM module must not exceed 8.4dBi gain (GSM 1900) and 2.9dBi
(GSM 850) for mobile and fixed operating configurations. This device is approved
as a module to be installed in other devices.

SINAUT MD741-1
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AES

APN (Access Point
Name)

SINAUT MD741-1
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Advanced Encryption Standard. The NIST (National Institute of
Standards and Technology) has been developing the AES encryption
standard jointly with industrial companies for years. This >
symmetrical encryption is designed to replace the previous DES
standard. The AES standard specifies three different key sizes with
128, 192 and 256 bits.

In 1997, the NIST launched the AES initiative and announced its
conditions for the algorithm. Of the encryption algorithms proposed,
the NIST short-listed five; the algorithms MARS, RC6, Rijndael,
Serpent and Twofish. In October 2000, the encryption algorithm
chosen was Rijndael.

Trans-network connections, e.g. from a GPRS network to the Internet,
are created in the GPRS network via so-called APNs.

APN

bli
(public) Public

INTERNET

MD74144  ~F
Local -

application

Private
INTRANET

APN

(private)

An end device that wants to establish a connection via the GPRS
network specifies an APN to indicate which network it wants to be
connected to: the Internet or a private company network that is
connected via a dedicated line.

The APN designates the transfer point to the other network. It is
communicated to the user by the network operator.
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Additional Internal
Routes

SINAUT MD741-1
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The following sketch shows how the IP addresses could be distributed
in a local network with subnetworks, what network addresses result
from this, and what the specification for an additional internal route
could look like.

MD741-1 external address:
(assigned by provider)
e.g. 80.81.192.37

mMD7411 ~F

MD741-1 internal address:
192.168.11.1

APN

Network A
Network address: 192.168.11.0 / 24
Netmask: 255.255.255.0

Router
IP external: 192.168.11.2 >

Router
IP internal: 192.168.15.254 ——p-
Netmask: 255.255.255.0 .

Network B
Network address: 192.168.15.0 / 24
Netmask: 255.255.255.0

Router
IP external: 192.168.15.1

IP internal: 192.168.27.254 ——p-
Netmask: 255.255.255.0

Network C
Network address: 192.168.27.0 / 24
Netmask: 255.255.255.0

Additional

internal routes o

@ @ © O

Network A is connected to the SINAUT MD741-1 and via it to a remote
network. Additional internal routes show the path to additional
networks (networks B, C), which are connected to each other via
gateways (routers). For the SINAUT MD741-1, in the example shown
networks B and C can both be reached via gateway 192.168.11.2 and
network address 192.168.11.0/24.
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Network A
Computer A1 A2 A3 A4 A5
IP address 192.168.11.3 |192.168.11.4 |192.168.11.5 192.168.11.6(192.168.11.7
Network mask [255.255.255.0 [255.255.255.0 |255.255.255.0 [255.255.255.0 |255.255.255.0
Network B
Computer B1 B2 B3 B4 Additional
IP address 192.168.15.3 [192.168.15.4 [192.168.15.5 |192.168.15.6 |internal
Network mask [255.255.255.0 |255.255.255.0 |255.255.255.0 [255.255.255.0 |routes:
Network:
Network C 192.168.15.0/24
Computer C1 C2 C3 C4 Gateway:
IP address 192.168.27.3 |192.168.27.4 |192.168.27.5 |192.168.27.6 |192.168.11.2
Network mask [255.255.255.0 [255.255.255.0 |255.255.255.0 [255.255.255.0 |Network:
192.168.27.0/24
Gateway:
192.168.11.2

Asymmetrical

encryption

130

In asymmetrical encryption, data are encrypted with one key and
decrypted with a second key. Both keys are suitable for encryption and
decryption. One of the keys is kept secret by its owner (Private Key),
the other is issued to the public (Public Key), i.e. possible
communication partners.

A message encrypted with a Public Key can only be decrypted and
read by the recipient who has the corresponding Private Key. A
message encrypted with the Private Key can be decrypted by any
recipient who has the corresponding Public Key. Encryption with the
Private Key shows that the message actually originates from the owner
of the corresponding Public Key. We therefore speak of a digital
signature.

Asymmetrical encryption methods such as RSA are, however, slow
and vulnerable to certain attacks, which is why they are often
combined with a symmetrical method (= symmetrical encryption). On
the other hand, concepts are also possible which avoid the complex
administration of symmetrical keys.

SINAUT MD741-1
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CIDR
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Classless Inter-Domain Routing
IP netmasks and CIDR are notations for grouping a number of IP
addresses into an address space. Thus a range of contiguous
addresses is treated as a network.
The CIDR method reduces, for example the routing tables stored in
routers by means of a postfix in the IP address. This postfix can be
used to designate a network together with its subnetworks. This
method is described in RFC 1518.
In order to specify a range of IP addresses to the SINAUT MD741-1, or
when configuring the firewall, it may be necessary to specify the
address space in the CIDR notation. The following table shows the IP
netmask on the left-hand side, and to the far right the corresponding
CIDR notation.

IP netmask binary CIDR
255.255.255.255/11111111(11111111 11111111 1111111132
255.255.255.25411111111111111111 11111111 1111111031
255.255.255.25211111111111111111 11111111 (11111100|30
255.255.255.248|11111111(1111111111111111(11111000(29
255.255.255.240/11111111(1111111111111111|11110000/28
255.255.255.224111111111 11111111 11111111(11100000(27
255.255.255.192111111111 11111111 11111111{11000000(26
255.255.255.128|11111111(11111111]11111111|10000000/25
255.255.255.0 1111111111111111{11111111{00000000(24
255.255.254.0 11111111)1111111111111110{00000000(23
255.255.252.0 11111111)1111111111111100({00000000(22
255.255.248.0 1111111111111111{11111000/00000000(21
255.255.240.0 11111111)1111111111110000({00000000]20
255.255.224.0 11111111)1111111111100000(00000000]19
255.255.192.0 11111111)11111111|11000000(00000000]18
255.255.128.0 11111111)11111111|10000000(00000000|17
255.255.0.0 11111111)11111111)00000000(00000000]16
255.254.0.0 11111111)11111110|00000000(00000000]15
255.252.0.0 11111111)11111100|00000000(00000000|14
255.248.0.0 11111111)11111000|00000000(00000000(13
255.240.0.0 11111111)11110000|00000000 (0000000012
255.224.0.0 11111111)11100000|00000000 (0000000011
255.192.0.0 11111111{11000000)00000000|00000000|10
255.128.0.0 11111111)10000000|00000000(00000000]9
255.0.0.0 11111111)00000000]00000000 (0000000018
254.0.0.0 11111110(00000000|00000000]00000000]7
252.0.0.0 11111100]00000000|00000000(00000000|6
248.0.0.0 11111000]00000000|0000000000000000|5
240.0.0.0 11110000]00000000]00000000 (000000004
224.0.0.0 11100000(00000000|00000000]00000000]3
192.0.0.0 11000000(00000000|00000000]00000000]2
128.0.0.0 10000000]00000000|00000000 (000000001
0.0.0.0 00000000]00000000]00000000 [00000000]0

Example: 192.168.1.0 / 255.255.255.0 corresponds to CIDR:
192.168.1.0/24
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Client / Server

CSD 9600

CSQ/RSsI
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In a client/server environment, a server is a program or computer that
receives queries from a client program or client computer and answers
them.

In data communication, a computer that establishes a connection to a
server (or host) is also referred to as a client. That means that the
client is the computer that is calling and the server (or host) is the one
being called.

CSD (9600) stands for Circuit Switched Data or dial-in data
connection. Here a connection is created between two users (end
points of the connection), similar to a telephone call over a public
telephone network. User 1 dials the telephone number of user 2. The
network signals to user 2 that there is a call, user 2 accepts the call
and the network establishes the connection until one of the users
terminates the connection again.

In a GSM network this service is called CSD, and allows data
transmission at 9600 bit/s or 14400 bit/s, with transmission being either
secured or unsecured. Possible connections are GSM modem to GSM
modem, analog modem to GSM and ISDN modem to GSM modem.

The CSQ value is a value defined in the GSM standard for indicating
the signal quality. CSQ values correspond to the received field
strength RSSI (= Received Signal Strength Indication):

csQ RSSI
<6 <-101dBm
6...10 -101...-93 dBm
11...18 -91...-77 dBm
>18 >75dBm
99 Not logged in

SINAUT MD741-1
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Datagram

DES/3DES

DHCP

DNS
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In the transmission protocol TCP/IP, data are sent in the form of data
packets, the so-called IP datagrams. An IP datagram has the following
structure:

1. IP Header

2. TCP/UDP Header

3. Data (Payload)

The IP Header contains:
e the IP address of the sender (source IP address)
e the IP address of the recipient (destination IP address)

e the protocol number of the protocol of the next higher protocol
layer (according to the OSI layer model)

o the IP Header Checksum for checking the integrity of the header
upon receipt.

TCP/UDP Header contains the following information:
o the port of the sender (source port)
e the port of the recipient (destination port)

e achecksum for the TCP Header and a few items of information
from the IP Header (source and destination IP addresses, etc.)

The symmetrical encryption algorithm (= symmetrical encryption)
DES, originally developed by IBM and checked by the NSA, was
determined in 1977 by the American National Bureau of Standards, the
predecessor of today's National Institute of Standards and Technology
(NIST), as the standard for American government institutions.

As this was the first standardized encryption algorithm of all, it quickly
established itself in industry and hence outside the USA.

DES works with a key length of 56 bits, which is no longer considered
secure due to the increase in computing power since 1977.

3DES is a variant of DES. It works with 3-times larger keys, i.e. 168
bits long. It is still considered secure today and is, among other things,
also part of the IPsec standard.

The Dynamic Host Configuration Protocol (DHCP) performs automatic
dynamic assignment of IP addresses and other parameters in a
network. The Dynamic Host Configuration Protocol uses UDP. It was
defined in RFC 2131 and was assigned the UDP ports 67 and 68.
DHCP uses the client — server method, in which the client is assigned
the IP addresses by the server.

Addressing in IP networks is always by means of IP addresses. It is
generally preferable, however, to specify the addressing in the form of
a domain address (i.e. in the form www.abc.xyz.de). If the addressing
is by means of the domain address, then the sender first sends the
domain address to a domain name server (DNS) and gets back the
associated IP address. Only then does the sender address its data to
this IP address.
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DynDNS provider

EDGE

EGPRS
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Also Dynamic DNS provider. Every computer that is connected to the
Internet has an IP address (IP = Internet Protocol). An IP address
consists of up to 4 three-digit numbers, with dots separating each of
the numbers. If the computer is online via the telephone line via
modem, ISDN or ADSL, then the Internet service provider dynamically
assigns it an IP address, i.e. the address changes from session to
session. Even if the computer is online for more than 24 hours without
interruption (e.g. in the case of a flat rate), the IP address is changed
periodically.

For a local computer to be accessible via the Internet, its address must
be known to the external remote station. This is necessary for it to
establish a connection to the local computer. This is not possible,
however, if the address of the local computer constantly changes. It is
possible, however, if the user of the local computer has an account
with a DynamicDNS provider (DNS = Domain Name Server).

Then he can specify there a hostname under which the computer can
be accessed in the future, e.g.: www.xyz.abc.de. Moreover, the
DynamicDNS provider makes available a small program that has to be
installed and executed on the computer concerned. In each Internet
session of the local computer this tool reports to the DynamicDNS
provider which IP address the computer has at the moment. Its domain
name server registers the current hostname - IP address assignment
and reports this to other domain name servers in the Internet.

If now an external computer wants to establish a connection with a
local computer which is registered with the DynamicDNS provider, the
external computer uses the hostname of the local computer as the
address. In this way a connection is established with the responsible
DNS (Domain Name Server) in order to look up there the IP address
which is currently assigned to this hostname. The IP address is
transmitted back to the external computer, and then used by it as the
destination address. This now leads precisely to the desired local
computer.

As arule, all Internet addresses are based on this method: First a
connection is established to a DNS in order to determine the IP
addresses assigned to this hostname. Once that has been done, the
IP address that was "looked up" is used to establish the connection to
the desired remote station, which can be any Web site.

EDGE (= Enhanced Data Rates for GSM Evolution) refers to a method
in which the available data rates in GSM mobile phone networks are
increased by introducing an additional modulation process. With
EDGE, GPRS is expanded to become EGPRS (Enhanced GPRS), and
HSCSD is expanded to become ECSD.

EGPRS stands for "Enhanced General Packet Radio Service", which
describes a packet-oriented data service based on GPRS, which is
accelerated by means of EDGE technology.

SINAUT MD741-1
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GPRS is the abbreviation for "General Packet Radio Service", a data
transmission system of GSM2+ mobile phone systems. GPRS systems
use the basestations of GSM networks as their wireless equipment,
and their own infrastructure for coupling to other IP networks, such as
the Internet. Data communication is packet-oriented; the Internet
Protocol (IP) is used. GPRS provides data rates of up to 115.2 KBit/s.

GSM (= Global System for Mobile Communication) is a standard that is
used worldwide for digital mobile phone networks. In addition to the
voice service for telephone calls, GSM supports various data services,
such as fax, SMS, CSD and GPRS. Depending on the legal
requirements in the various countries, the frequency bands 900 MHz,
1800 MHz or 850 MHz and 1900 MHz are used.

HTTPS (=HyperText Transfer Protocol Secure) is a variant of the
familiar HTTP, which is used by any Web browser for navigation and
data exchange in the Internet.

In HTTPS the original protocol is supplemented with an additional
component for data protection. While in HTTP data are transmitted
unprotected in plain text, in HTTPS data are transmitted only after an
exchange of digital certificates, and in encrypted form.

Every host or router on the Internet / an intranet has a unique IP
address (IP = Internet Protocol). The IP address is 32 bits (= 4 bytes)
long, and is written as 4 numbers (each in the range from 0 to 255),
which are separated from each other by dots.

An IP address has 2 parts: the network address and the host address.
All hosts of a network have the same network address, but different
host addresses. Depending on the size of the network in question - a
distinction is made between networks of Class A, B and C - the two
address components may be of different sizes:

1st byte 2ndbyte | 3rd byte | 4th byte
Class A Netw. addr. Host addr.
Class B Netw. addr. | Host addr.
Class C Netw. addr. | Host addr.

It can be seen from the first byte of the IP address whether the IP
address designates a network of Class A, B or C. The following
definitions apply:

Value of the | Bytes for the Bytes for the

1st byte network address | host address
Class A 1-126 1 3
Class B 128-191 2 2
Class C 192-223 3 1

If you do the arithmetic, you can see that there can be a maximum of
126 Class A networks worldwide, and each of these networks can
comprise a maximum of 256 x 256 x 256 hosts (3 bytes of address
space). There can be 64 x 256 Class B networks, each of which can
contain up to 65,536 hosts (2 bytes of address space: 256 x 256).
There can be 32 x 256 x 256 Class C networks, each of which can
contain up to 256 hosts (1 byte of address space).
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IP packet
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See Datagram

IP security (IPsec) is a standard that makes it possible to ensure the
authenticity of the sender, the confidentiality and the integrity of the
data in IP datagrams by means of encryption. The components of
IPSec are the Authentication Header (AH), the Encapsulating Security
Payload (ESP), the Security Association (SA), the Security Parameter
Index (SPI) and the Internet Key Exchange (IKE).

When communication starts the computers involved clarify the method
used and its implications, e.g. Transport Mode or Tunnel Mode.

In Transport Mode an IPSec header is inserted into each IP datagram
between the IP header and the TCP or UDP header. As the IP header
is not changed this mode is suitable only for a host-to-host connection.
In Tunnel Mode an IPSec header and a new IP header are inserted in
front of the entire IP datagram. This means that the original datagram
is contained, encrypted as a whole, in the payload of the new
datagram.

The Tunnel Mode is used in the VPN: the devices at the tunnel ends
perform the encryption and decryption of the datagrams, while the
datagrams themselves remain completely protected as they pass
through the tunnel, i.e. during transmission via a public network.

NAT (Network Address In Network Address Translation (NAT) - often also referred to as IP

Translation)
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Masquerading - an entire network is "hidden" behind a single device,
the NAT router. This device is usually a router. The internal computers
in the local network remain hidden with their IP addresses when they
communicate to the outside via the NAT router. For the external
communication partners only the NAT router with its own IP address
appears.

However, in order for internal computers to be able to communicate
direct with external computers (on the Internet) the NAT router must
change the IP datagrams passing from internal computers to the
outside and from the outside to an internal computer.

If an IP datagram is sent from the internal network to the outside the
NAT router changes the datagram's IP and TCP headers. It replaces
the source IP address and the source port with its own official IP
address and its own, previously unused port. To this end it creates a
table showing the correlation between the original values and the new
ones.

When receiving a reply datagram the NAT router recognises by means
of the destination port specified that the datagram is actually intended
for an internal computer. Using the table the NAT box exchanges the
destination IP address and the destination port and forwards the
datagram to the internal network.

SINAUT MD741-1
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assigned only a single IP address, e.g. 134.76.0.0. In this example
address it can be seen from the 1st byte that this company network is
a Class B network, i.e. the last 2 bytes can be used freely for host
addressing. Arithmetically that represents an address space of 65,536
possible hosts (256 x 256).

Such a huge network is not very practical. It is necessary here to form
subnetworks. This is done using a subnet mask. Like an IP address,
this is a field 4 bytes long. The value 255 is assigned to each of the
bytes that represent the network address. The main purpose of this is
to "hide" a part of the host address range in order to use it for the
addressing of subnetworks. For example, in a Class B network (2
bytes for the network address, 2 bytes for the host address), by means
of the subnet mask 255.255.255.0 it is possible to take the 3rd byte,
which was actually intended for host addressing, and use it now for
subnet addressing. Arithmetically that means that 256 subnets with
256 hosts each could be created.

The Port Number field is a 2-byte field in UDP and TCP headers. The
assignment of port numbers serves to identify various data flows that
are processed simultaneously by UDP/TCP. The entire data exchange
between UDP/TCP and the application processes takes place via
these port numbers. The assignment of port numbers to application
processes is performed dynamically and randomly. Fixed port numbers
are assigned for certain frequently-used application processes. These
are called Assigned Numbers.

Acronym for Point-to-Point Protocol over Ethernet. It is based on the
standards PPP and Ethernet. PPPoE is a specification for connecting
users to the Internet via Ethernet using a jointly used broadband
medium such as DSL, Wireless LAN or cable modem.

Acronym for Point-to-Point Tunneling Protocol. This protocol was
developed by Microsoft, U.S. Robotics and others in order to transmit
data securely between two VPN nodes (= VPN) over a public network.
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In asymmetrical encryption algorithms 2 keys are used: a Private Key
and a Public Key. The public key serves to encrypt data and the
private key to decrypt them.

The public key is provided by the future recipient of the data to those
who will send the data to him in encrypted form. The private key is
possessed only by the recipient and serves to decrypt the received
data.

Certification:

So that the user of the public key (for encryption) can be certain that
the public key conveyed to him really does come from the entity that is
to receive the data to be sent, certification can be used: the verification
of the authenticity of the public key and the consequent link between
the identity of the sender and his key is performed by a Certification
Authority or CA. This is done according to the rules of the CA, for
example by the sender being required to appear in person. Following
successful inspection the CA signed the sender's public key with its
(digital) signature. A certificate is created.

An X.509 certificate makes a connection between an identity in the
form of an 'X.500 Distinguished Name' (DN) and a public key. This
connection is authenticated by the digital signature of an X.509
Certification Authority (CA). The signature - an encryption with the
signature key - can be checked with the private key issued by the CA
to the certificate holder.

Devices that communicate with each other must use the same rules.
They have to "speak the same language". Such rules and standards
are called protocols or transfer protocols. Frequently used protocols
include IP, TCP, PPP, HTTP and SMTP. TCP/IP is the umbrella term
for all protocols that are based on IP.

Supplier, company or institution that gives users access to the Internet
or to an online service.

In Internet terminology, spoofing means to specify a forged address.
The forged Internet address is used to pose as an authorised user.
Anti-spoofing means mechanisms to reveal or prevent spoofing.

SSH (Secure Shell) is a protocol that enables secure, encrypted data
exchange between computers. Secure SHell is used for remote access
to the input console from LINUX-based machines.
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A stateful inspection firewall is a packet filtering method. Packet filters
only let IP packets through if this has been defined previously using
firewall rules. The following is defined in the firewall rules:

e which protocol (TCP, UDP, ICMP) can go through,
¢ the permitted source of the IP packets (From IP / From port)

o the permitted destination of the IP packets (To IP / To port)

It is likewise defined here what will be done with IP packets that are
not allowed through (discard, reject).

For a simple packet filter it is always necessary to create two firewall
rules for a connection:

e One rule for the query direction from the source to the destination,
and

e asecond rule for the query direction from the destination to the
source.
It is different with a stateful inspection firewall. Here a firewall rule is
only created for the query direction from the source to the destination.
The firewall rule for the response direction from the destination to the
source results from analysis of the data previously sent. The firewall
rule for the responses is closed again after the responses are received
or after a short time period has elapsed. Thus responses can only go
through if there was a previous query. This means that the response
rule cannot be used for unauthorised access. What is more, special
procedures make it possible for UDP and ICMP data to also go
through, even though these data were not requested before.

With symmetrical encryption the data are encrypted and decrypted
using the same key. Examples of symmetrical encryption algorithms
are DES and AES. These are fast, but require complex administration
as the number of users increases.
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Internet.

IP is the basic protocol.

UDP builds on IP, and sends individual packets. These can arrive at
the recipient in a different sequence from the one they were sent in, or
they can even get lost.

TCP serves to secure the connection, and ensures, for example, that
the data packets are forwarded to the application in the right
sequence.

UDP and TCP provide, in addition to the IP addresses, port numbers
between 1 and 65535, which can be used to distinguish the various
services.

A number of additional protocols are based on UDP and TCP, such as
HTTP (Hyper Text Transfer Protocol), HTTPS (Secure Hyper Text
Transfer Protocol), SMTP (Simple Mail Transfer Protocol), POP3 (Post
Office Protocol, Version 3), DNS (Domain Name Service).

ICMP builds on IP, and contains control messages.

SMTP is an e-mail protocol based on TCP.

IKE is an IPsec protocol based on UDP.

ESP is IPsec protocol based on IP.

On a Windows PC, WINSOCK.DLL (or WSOCK32.DLL) handles both
of these protocols.

(= Datagram)

See TCP/IP

A Virtual Private Network (VPN) connects several separate private
networks (subnets) via a public network, e.g. the Internet, to form a
shared network. Confidentiality and authenticity are ensured by using
cryptographic protocols. A VPN therefore provides an inexpensive
alternative to dedicated lines when it comes to setting up a
supraregional corporate network.

SINAUT MD741-1
C79000-G8976-C236-04



Glossary

X.509

SINAUT MD741-1
C79000-G8976-C236-04

A kind of "seal" which proves the authenticity of a Public Key (=
asymmetrical encryption) and appendant data.

So that the user of the public key for encryption can be certain that the
public key conveyed to him really does come from its issuer and hence
from the entity that is to receive the data to be sent, certification can be
used. This verification of the authenticity of the public key and the
consequent link between the identity of the issuer and his key is
performed by a Certification Authority or CA. This is done according to
the rules of the CA, for example by the issuer of the public key being
required to appear in person. Following successful inspection the CA
signs the public key with its (digital) signature. A certificate is created.
An X.509(v3) certificate therefore contains a public key, information
about the key owner (given as Distinguished Name (DN)), permitted
designated uses, etc. and the signature of the CA.

The signature is created as follows: from the bit sequence of the public
key, the data on its owner and other data, the CA creates an individual
bit sequence which can be up to 160 bits long, the HASH value. This is
encrypted by the CA using its private key and added to the certificate.
Encryption with the CA's private key is proof of authenticity, i.e. the
encrypted HASH character sequence is the digital signature of the CA.
Should the data of the certificate be changed without authorization, the
HASH value is no longer correct and the certificate then becomes
worthless.

The HASH value is also known as the fingerprint. As it is encrypted
with the private key of the CA, anyone in possession of the
corresponding public key can decrypt the bit sequence and thus check
the authenticity of the fingerprint or signature in question.

Involving certification authorities means that not every key owner
needs to know the other one, but only the certification authority used.
The additional key information also simplifies the administrability of the
key.

X.509 certificates are employed, e.g. in e-mail encryption, using
S/MIME or IPsec.
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CLEVELAND CABLE COMPANY

SURFACE WIRING CABLES PVC 6181Y

Plain annealed stranded circular copper conductor, single core, PVC insulated, PVC sheathed,

Ref 6181 Y. 300/500 volts grade to BS6004 120mm rated at 600/1000 V. Brown/Grey or Blue/Grey.
Flame propagation to BS EN 50265.

CcCccC Conductor Stranding No. Of Weight Overall Gland Nylon
Code Size (mm) Cores (Kg/Km) Diameter Size Cleat
(mmz) {mm) (mm) Size
6181Y1 1.0 1/113 1 28 45 20/16 ] Temperature limits:
6181Y1/5 15 1/1.38 1 36 51 20/16 - -15 to +7Q°C.
6181Y2/5 25 1/1.78 1 51 6.0 20/16 - ) )
6181Y4 40 7/0.85 1 75 68  20/16 - *Bending radius:
6181Y6 6.0 7/1.04 1 98 7.4 20/16 2 up te 10mm2 - 3 x overall
6181Y10 10.0 7/1.35 1 150 8.8 20S - diameter. over 10mmz2 - 4
6181Y16 16.0 7/1.70 1 220 10.5 20S 05 x overall diameter.
6181Y25 25.0 7/214 1 340 12.5 20 0.5 )
6181Y35 250 7/2.52 1 440 135 25 06 Should not be installed at
618150 50.0 19/1.78 1 540 14.38 25 0.6 temperatures below 0°C
6181Y70 70.0 19/2.14 1 750 15.3 25 07 or above +60°C.
6181Y95 95.0 19.2.52 1 1010 17.7 25 07
6181Y120 120.0 37/2.03 1 1250 19.3 32 0.8
===

SURFACE WIRING CABLES PVC 624*Y

Plain annealed copper conductor, PVC insulated one, two or three cores laid flat with an
uninsulated circuit protective conductor and PVC sheathed. Grey. Ref 6241/2/3Y 300/500 V to
BS6004. Flame propagation to BS EN 50265.

CcCccC Conductor Stranding No. Of CPC Weight Overall
Code Size (mm) Cores Size (Kg/Km) Diameter
(mmz) (mmz) (mm)
6241Y1BR 1.0 1/113 1 1.0 49 415 X 5.40 Temperature limits:
6241Y1/5BR 1.5 1/1.37 1 1.0 51 4.65 X 580 -15 to + 70°C.
6242Y1 1.0 1/1.13 2 1.0 69 410 X 8.65
6242Y1/5 1.5 1/1.38 2 10 85 4.55 X 8.80 *Bending radius:
6242Y1/5BRBR 15 1/1.38 2 1.0 85 4.55 X 880 Up to 10mm - 3 x overall
6242Y2/5 2.5 1/1.77 2 1.5 120 540 X 10.50 diameter.
6242Y4 4.0 7/085 2 1.5 175 6.10 X 12.00 Above 25mm - 6 x overall
6242VY6 6.0 7/1.04 2 2.5 240 6.90 X 13.80 diameter.
6242Y10 10.0 7/1.35 2 4.0 390 840 X 1850
6242Y16 16.0 7170 2 6.0 560 9.70 X 20.60
6243Y1 1.0 1/113 3 1.0 92 4.60 X 10.20
6243Y1/5 1.5 1/1.37 3 1.0 n5 475X 1M.45
6243Y2/5 2.5 1/1.77 3 1.5 170 545 X 13.40

Please note that gland and cleat sizes are intended to be indicative and may vary according to different manufacturers tolerances.

“All bending radii shown are indicative only as each individual manufacturer has their own criteria for their product. Specification of the minimum bending 13
radius (MBR) of cables is not referred to in cable standards. This is a manufacturer declaration, based on their own judgement and experience of the
capabilities of their cable, it is not a specification defined in standards.



CLEVELAND CABLEC MPANY

INSTRUMENTATION AND CONTROL CABLES - PAS5308

PAS5308 PART 1, TYPE 1 CONSTRUCTION, OVERALL SCREENED LSZH

Plain annealed flexible copper conductors, XLPE insulated, laid up to form pairs, collective
aluminium/mylar tape screen complete with 0.5mm? drain wire, low smoke zero halogen (LSZH)
sheath, Blue or Black, to PAS5308 Part 1, Type 1 LSZH.

CcCcc Conductor Stranding No. Of Weight Overall Brass
Code Size (mm) Pairs (Kg/Km) Diameter A2
(mm2) (mm) Gland
7247 0.75 24/0.20 2 99 7.30 20/16 90 to +65°C,
7248 0.75 24/0.20 5 242 13.30 20
7249 0.75 24/0.20 10 380 17.70 25 *Bending radius:
7250 0.75 24/0.20 20 684 23.50 32 5 x overall diameter.
7251 0.75 24/0.2 30 989 28.50 40 _ o
7243 075 24/02  1TRIPLE 83 6.8 20/16 Core identification:
727% 15 7/0.53 1 87 73 20/16 Part 1 colour code chart on
7274 1.5 7/Q.53 2 145 8.7 20S page 86.
7275 1.5 7/0.53 5 345 15.4 25
7976 15 7/0.53 10 575 20.60 29 Part 2 colour code chart on
7277 15 7/0.53 20 1075 27.50 40 page 87.
7278 1.5 7/0.53 1TRIPLE ns5 8.40 20S

Should not be installed at
temperatures below 0°C.

INSTRUMENTATION AND CONTROL CABLES - PAS5308

PAS5308 PART 1, TYPE 1 CONSTRUCTION, INDIVIDUALLY SCREENED LSZH

Plain annealed flexible copper conductors, XLPE insulated, laid up to form pairs, each pair
individually aluminium/mylar tape screened. Complete with 0.5mm? drain wire, collective
aluminium/mylar tape screen complete with 0.5mm? drain wire, low smoke zero halogen (LSZH)
outer sheath, Black or Blue, generally to PAS5308 Part 1, Type 1 LSZH.

cccC Conductor Stranding No. Of Weight Overall Brass Temperature limits:
Code Size (mm) Pairs (Kg/Km) Diameter A2 -20 to +65°C.
(mm2) ¢(mm) Gland
72712 0.5 16/0.2 2 161 1.00 20S *Bending radius:
72713 0.5 16/02 5 253 14.20 25 5 x overall diameter.
72714 0.5 16/0.2 10 408 20.10 32
72715 0.5 16/0.2 20 753 26.30 40 Core identification:
72716 0.5 16/0.2 30 153 31.30 40 Part 1 colour code chart on
71149 0.75 24/0.20 2 184 .80 20 page 86.
71150 0.75 24/0.20 5 299 15.30 25
7151 0.75 24/0.20 10 489 2170 32 Part 2 colour code chart on
71152 075 24/0.20 20 920 28.80 40 page 87.
7253 0.75 24/0.2 30 1445 34.50 50S

Should not be installed at
temperatures below 0°C.

Please note that gland and cleat sizes are intended to be indicative and may vary according to different manufacturers tolerances.

“All bending radii shown are indicative only as each individual manufacturer has their own criteria for their product. Specification of the minimum bending
82 radius (MBR) of cables is not referred to in cable standards. This is a manufacturer declaration, based on their own judgement and experience of the
capabilities of their cable, it is not a specification defined in standards.
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1 Betriebsanleitung

1.1 Konformitat

€

Das Produkt entspricht den Bestimmungen der Richtlinie
des Rates der Europadischen Gemeinschaften zur An-
gleichung der Rechtsvorschriften der Mitgliedsstaaten uber
die elektromagnetische Vertraglichkeit (EMV-Richtlinie
2004/108/EG) und betreffend elektrische Betriebsmittel zur
Verwendung innerhalb bestimmter Spannungsgrenzen
(Niederspannungsrichtlinie 2006/95/EG).

Diese Konformitat ist das Ergebnis einer Prifung, die durch
die Siemens AG gemaR den Richtlinien in Ubereinstimmung
mit den Fachgrundnormen EN 61000-6-2 und EN 61000-6-4
fur die EMV-Richtlinie und der Norm EN 61010-1 fur die
Niederspannungsrichtlinie durchgefihrt worden ist.

Das Gerat ist fir den Einsatz im Industriebereich gemaf’ der
Norm EN 61000-6-4 entwickelt und hergestellt.

Das Erzeugnis steht im Einklang mit den Normen
IEC 60688, EN 60688 bzw. DIN EN 60688.



1.2 Allgemeine Hinweise

Diese Betriebsanleitung enthalt die erforderlichen Informa-
tionen flir den bestimmungsgemalien Gebrauch der darin
beschriebenen Produkte. Sie wendet sich an technisch
qualifiziertes Personal, welches speziell ausgebildet ist oder
einschlagiges Wissen auf dem Gebiet der Mess-, Steue-
rungs- und Regelungstechnik, im folgenden Automatisie-
rungstechnik genannt, besitzt.

Die Kenntnis und das technisch einwandfreie Umsetzen der
in dieser Anleitung enthaltenen Sicherheitshinweise und
Warnungen sind Voraussetzung fur gefahrlose Installation
und Inbetriebnahme, sowie flr Sicherheit bei Betrieb und
Instandhaltung des beschriebenen Produkts. Nur qualifizier-
tes Personal im Sinne der nachfolgenden Erlduterung ver-
flgt Uber das erforderliche Fachwissen, um die in dieser
Unterlage in allgemeingultiger Weise gegebenen Sicher-
heitshinweise und Warnungen im konkreten Einzelfall rich-
tig zu interpretieren und in die Tat umzusetzen.

Diese Betriebsanleitung ist fester Bestandteil des Lieferum-
fangs. Sie kann jedoch nicht sémtliche Details zu allen Aus-
fihrungen des beschriebenen Produkts und auch nicht
jeden denkbaren Fall der Aufstellung, des Betriebes oder
der Instandhaltung berucksichtigen.

Sollten weitere Informationen gewtlinscht werden oder
sollten besondere Probleme auftreten, die in dieser Unter-
lage nicht ausflhrlich genug behandelt werden, dann kon-
nen zuséatzliche Auskunfte von der ortlichen Siemens-
Niederlassung oder von der auf der Ruckseite dieser Be-
triebsanleitung stehenden Adresse erhalten werden.



A WARNUNG!

Das Betriebsmittel (Gerat, Baugruppe) darf nur in der vom
Hersteller zugelassenen Weise eingesetzt werden. Ande-
renfalls kann die Schutzwirkung des Gerates gemindert
werden.

AulRerdem weisen wir darauf hin, dass der Inhalt dieser
Produkt-Dokumentation nicht Teil einer friheren oder be-
stehenden Vereinbarung, Zusage oder eines Rechts-
verhaltnisses ist oder dieses abandern soll. Sdmtliche Ver-
pflichtungen von Siemens ergeben sich aus dem jeweiligen
Kaufvertrag, der auch die vollstandige und allein gultige
Gewabhrleistungsregelung enthéalt. Diese vertraglichen Ge-
wahrleistungsbestimmungen werden auch durch die Aus-
fihrungen in dieser Unterlage weder erweitert noch be-
schrankt.

Gleichspannung

Wechselspannung

3-Phasen-Wechselspannung

Beachten Sie die Dokumentation.

ep 2|l

Schutzleiter




A WARNUNG!

Beim Betrieb elektrischer Gerate stehen zwangslaufig bestimmte
Teile dieser Gerate unter gefahrlicher Spannung. Bei Nicht-
beachtung der Warnhinweise kdnnen deshalb schwere Korper-
verletzungen oder Sachschaden auftreten.

Nur entsprechend qualifiziertes Personal darf an diesem Geréat
arbeiten. Der einwandfreie und sichere Betrieb dieses Gerates setzt
sachgemalRen Transport, fachgerechte Lagerung, Aufstellung und
Montage, sowie sorgfaltige Bedienung und Instandhaltung voraus.

Insbesondere sind die Allgemeinen Errichtungs- und Sicherheits-
vorschriften flr das Arbeiten an Starkstromanlagen (z. B. DIN VDE
oder andere nationale oder internationale Vorschriften) zu beachten.
Nichtbeachtung kann Tod, Kérperverletzung oder erheblichen Sach-
schaden zur Folge haben.

1.3 Qualifiziertes Personal

Dies sind Personen, die mit Aufstellung, Montage, Inbe-
triebsetzung und Betrieb des Produktes vertraut sind und
Uber die ihrer Tatigkeit entsprechenden Qualifikationen ver-
fagen, wie z.B.:

* Ausbildung oder Unterweisung bzw. Berechtigung Gera-
te/Systeme gemall den Standards der Sicher-
heitstechnik flr elektrische Stromkreise, hohen Druck
und aggressive Medien zu betreiben und zu warten.

* Ausbildung oder Unterweisung gemafs den Standards
der Sicherheitstechnik in Pflege und Gebrauch ange-
messener Sicherheitsausristung.

e Schulung in Erster Hilfe.




1.4 Bestelldaten

Bezeichnung Bestellnummer

Power Meter

SIMEAS P50 L 7ka| 7{slo]- [o] [alo] [ -olala] |
Schalttafeleinbaugeréat 96 mm x 96 mm mit

Grafikdisplay

1/0-Module (optional)

ohne (Standard)

2 Binarausgange

2 Binareingange

2 Analogausgange (DC: 0 bis 20 mA / 4 bis 20 mA)
2 Analogeingange (DC: 0 bis 20 mA)

3 Relaisausgange

OGmooOm>

Schutzklasse Front
IP 41 1
IP 65 3

Kommunikationsprotokolle
PROFIBUS DP und Modbus RTU/ASCII 0
IEC 60870-5-103 und Modbus RTU/ASCII 1

SIMEAS P55 | 7xal7l7lsls| Jof [alolo] Jolalal ]
Hutschienengerat 96 mm x 96 mm,
Schutzklasse Front IP 20

1/0-Module (optional)

ohne (Standard)

2 Binarausgange

2 Binareingange

2 Analogausgange (DC: 0 bis 20 mA / 4 bis 20 mA)
2 Analogeingange (DC: 0 bis 20 mA)

3 Relaisausgange

@ mMoOO®w>»

Kommunikationsprotokolle
PROFIBUS DP und Modbus RTU/ASCII 0
IEC 60870-5-103 und Modbus RTU/ASCII 1



1.5 Anwendungsbereich

SIMEAS P ist ein Gerat zur Erfassung von Messwerten in
Energieversorgungsnetzen.

Anwendung findet es in allen Bereichen von der Industrie
bis zum Gewerbe. Durch einfachste Parametrierung kann
jeder Anwender die Darstellung seiner Messwerte individu-
ell nach seinen Winschen und Erfordernissen anpassen.
Eine RS485-Schnittstelle mit den Standardprotokollen
PROFIBUS DP-V1, Modbus RTU/ASCII oder IEC 60870-5-
103 ermdglicht das einfache Einbinden in Netzwerke. Damit
konnen Messwerte mehrerer SIMEAS P in einer Mastersta-
tion zentral angezeigt, ausgewertet oder weiterverarbeitet
werden.



1.6 Arbeitsweise

Eingangsspannungen und Eingangsstrome werden abgetas-
tet und daraus die Effektivwerte gebildet. Alle abgeleiteten
Messgrofsen werden dann von einem Prozessor errechnet.
Diese stehen zur Anzeige in den Screens, zur Ubertragung
Uber die serielle Schnittstelle oder zur Aufzeichnung im
Speicher zur Verfligung.

SIMEAS P bietet die Maoglichkeit, mehrere Grenzwert-
gruppen mit Grenzwerten der MessgroRen zu parametrie-
ren. Diese konnen mit UND / ODER verknipft und deren
Verletzungen an Zahlern angezeigt oder an Binarausgangen
ausgegeben werden. Auch eine Triggerung des Oszil-
loskops oder ein Start der Aufzeichnung sind damit maglich.
Die Darstellung der MessgroRen in den Screens des Gra-
phikdisplays von SIMEAS P kann der Anwender individuell
nach seinen Erfordernissen gestalten. Es kédnnen bis zu 20
Screens Uber die Fronttasten angewahlt werden. Anzahl,
Art, Inhalt und Reihenfolge sind parametrierbar.

Eine Grundeinstellung ist dabei ab Werk vorprogrammiert.

In den Messwertscreens befindet sich eine Statuszeile die
Zustand, Anschaltung sowie Diagnosemeldungen des
SIMEAS P anzeigt. Eine Aktualisierung der Anzeige erfolgt
dabei im Zyklus von 1 s.
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Ein-/Ausgabemodule (optional):

A2 |[A3 ][ A4 AT |[A2 A4
‘\Fﬁ """" ST S— e ) —
wk% ,,,,,,,,,,,,,,,, A N R o SO | p
+ 1 + 2 - + 1 + 2
wom|  |s00m SIMEAS P50
TKG775x
2 X0 bis 20 mA/ 2x0bis 20 mA Ein/Ausgabemodule
4 bis 20 mA
Steckplatz A optional Steckplatz A optional
Steckplatz A optional Steckplatz A optional Steckplatz A optional
Relais-Ausgange Binar Eingange
N o P
SR\

R 712

(AT ][AZ]

i
|

U i

Das Gerat 7KG775x kann gemal Bestelldaten (s. Abschnitt 1.4) mit
einem Ein- oder Ausgabemodul geliefert werden:
(2 Kontakte mit gemeinsamer Wurzel)
2 Kontakte mit gemeinsamer Wurzel)
3 Kontakte mit gemeinsamer Wurzel)

Binareingange
Bindrausgange
Relaisausgange
Analogeingange
Analogausgange

(
(
(
(

2 Kanale)
2 Kanale)
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1.8 MessgréRen

MessgroRRe Messpfad ' | Auswahl ;(::r:i:n 2
Spannung ::;:H LN 'y m @ +0,2 %
Spannung t;:ﬁ ;23_L3' vV EH @®|:02%
Strom ;13' L2, L3N, vV B @|:02%
\ivg';'f&ztlu_”g;emng 1,12,13,5 |V B ®|:05%
E'E:fi_sit:(?g Q 11,1213, |V B ®|:05%
Scheinleistung S [1,L2,l3,2 |V B @|+05%
Leistungsfaktor |cosg| * L1,L2,L3,2 |V B @|205%
Wirkfaktor cosg * L1,L2,L3,2 |V B @|205%
Phasenwinkel * L1,L2, 3,2 |V B @]|2°
Netzfrequenz ® L1-N vV B @|:10mHz
Wirkenergie E Bezug L1,L2,L3,2 |V 1 +0,5 %
Wirkenergie E Lieferung [1,L2, 3,z (Vv W +0,5 %
Wirkenergie absolut L1,L2,L3,2 |V 1 +0,5 %
Wirkenergie Saldo by vV h +0,5 %
Blindenergie Q kap L1,L2,L3,2 |V 1 +0,5 %
Blindenergie Q ind 1,2, 3,2 |V W +0,5 %
Blindenergie Q Absolut [1,L2, 3,z (Vv W +0,5 %

1M1




Fehler-

MessgroRRe Messpfad ' | Auswahl grenzen
Scheinenergie 1,2, 3,z |V W +0,5 %
Unsymmetrie Spannung Vierleiternetz |V W @ | +0,5 %
Unsymmetrie Strom Vierleiternetz |Vl @ | +0,5 %
THD Spannung L1, L2, L3 vV B ®(:05%
THD Strom L1, L2, L3 V B ®|:05%
5 7o 0 19 ound 19,1, 213 [V W @
E?b?rsﬂvw?guq%l und 19.p.| LI/ L2 8 (Y me
Grenzwertverletzung Zahler 1bis4 |V A
Analogeingange extern v n +0,5%
Binareingange extern v

Die Darstellung der Leiter ist abhangig von der Anschlussart

Fehlergrenzen bezogen auf: 0,5 bis 1,2 x Nennbereich.

Messung ab 2 % der Scheinleistung im gewahlten Messbereich
Messung ab 30 % der Eingangsspannung L1-N

1)
2)
3) Mittelwert aller Leiterkreise
4)
5)

V¥ Darstellbare Messgrofien in Messwertscreens
B \Wahlbare Messgrofien tber Kommunikation
@® Auswahl von Messgrofien fur Listenscreens und Oszilloskop

12




1.9 Technische Daten

Eingang

Nur zum Anschluss an
Wechselspannungssysteme

Eingang Wechselspannung

U 3 Spannungseingange

Maximale Netzspannung
Uberlast
Frequenzbereich fg
Kurvenform

Messbereiche Eingangsspan-
nung Ug
Dauerlberlastbarkeit
StoRuberlastbarkeit
Eingangswiderstand (L - N)

Leistungsaufnahme je Leiter

Y 400V /A 690V

20 %

45 Hz bis 65 Hz, ab > 30 % Ug
Sinus oder verzerrt bis zur 21. Har-
monischen

100 V/110 V; 190 V; 400 V;

690 V (L-L)

1,5 X UE

2,0 x Ug

3 Phasen symmetrisch: 4,2 MQ
1 Phase: 8,4 MQ

38 mW (ULE =400 V)

Eingang Wechselstrom

Ie 3 Stromeingange

Eingangsstrom g 1TA5A

Max. Nennspannung AC: 150 V

Dauerilberlastung 10 A

StoRRUberlastbarkeit 100 Afar1s
Leistungsaufnahme je Leiter |83 pVA bei 1 A; 2,1 mVA bei 5 A
Binareingange (optional)

max. Eingangsspannung DC: 300 V

Stromaufnahme bei High-Pegel

1,8 mA

Low-Pegel <10V
High-Pegel =219V
Signalverzogerung Max. 3 ms
Analogeingédnge (optional)
Messbereich DC: 0 bis 20 mA
Aussteuerbereich DC: 0 bis 24 mA
Eingangswiderstand 50 Q x0,1 %

Genauigkeit

0,5 % vom Messbereichsendwert

13




Binarausgange

Intern bzw. optional
Uber potentialfreie Halbleiterrelais

max. Schaltspannung
max. Kontaktstrom

Anzahl der Schaltspiele

AC: 230V, DC: 250 V

100 mA dauernd

300 mA fur 100 ms

unbegrenzt bei Beachtung max.
Schaltspannung und max. Kontakt-
strom

Innenwiderstand 50 Q

zulassige Schaltfrequenz 10 Hz
Analogausgénge (optional)
Nennausgangsstrom DC: 0 bis 20 mA
Austeuerbereich DC: 0 bis 24 mA
Max. Lastwiderstand 250 Q

Genauigkeit Typ. 0,2 %; max. 1,17 % vom Nenn-
wert

Relaisausgange (optional)

Max. Schaltspannung AC: 270V /DC: 150 V

Max. Kontaktdauerstrom 5A

Min. Kontaktdauerstrom
Max. Schaltleistung
(ohmsche Last)

1 mA bei DC: 5V
AC: 5 A/250V oder DC:5A/30V

Max. Ansprechzeit 10 ms

Max. Abfallzeit 7 ms

Anzahl der Schaltspiele 1,5 x 10° bei max. 30 V/5 A (DC) bzw.

120V/3 A(AC)

3x 10* bei max. 250V /5 A (AC)

Display Grafikdisplay

Auflosung (128 x 64) Pixel

Grolke 40 mm x 60 mm

MaRe/Masse

MaRe 96 mm x 96 mm x 90 mm

Masse ca. 0,6 kg (ohne Ein-/Ausgabemodule)

ca. 0,65 kg (mit 1 Modul)

14




Uberspannungskategorie

nach IEC 61010 Teil1

Spannungsmesseingange

Ug bis 400 V (L-L)

U bis 690 V (L-L)
Strommesseingange

Ue bis 150 V
Stromversorgung
Binarausgange, Binareingange
und Relaisausgange
Analogausgange und Analog-
eingange

Kat. Ill
Kat. Il

Kat. Il
Kat. Il

Kat. Il

Kat. Il

Versorgungsspannung

Mehrbereichsnetzteil AC / DC

Nennbereich

Gesamtbereich
Leistungsaufnahme
Frequenzbereich

DC: 24V bis 250 V oder
AC: 100 V bis 230 V

+20 % vom Nennbereich
max. 6 W oder 9 VA

45 Hz bis 65 Hz

Batterie

Typ

[VARTA CR2032, 3V, Li-Mn 0.4.

Kommunikationsschnittstelle

Anschluss

Datenlbertragung
PROFIBUS DP-V1

Datenlbertragung
IEC 60870-5-103

Datenlbertragung
Modbus RTU/ASCII
PC-RS485

9-pol. DSUB-Buchse, female
Baudrate:
9600 bit/s bis 12 Mbit/s

Baudrate:
9600, 19200, 38400 bit/s

Baudrate:
300, 600, 1200, 2400, 4800, 9600,
19200, 38400, 57600, 115200 bit/s

15




Isolationspriifung,
Stickprifung, 2 s

nach IEC 61010-1

Spannungseingéange AC: 2,2 kV
Bindrausgange

Stromeingange AC: 1,35 kV
Versorgungsspannung DC: 3,1 kV
Serielle Schnittstelle AC: 500 V
1/0-Module (optional)

Binareingange und Binar-/

Relaisausgange gegen PE AC: 2,2 kV
Analogeingange und Analog-

ausgange gegen PE AC: 500V

16




Isolierung der Ein- und Ausgédnge

Signaleingange (Strom)

Signaleingange (Spannung)

Stromversorgung

Ausgange

Verstarkt,

AC: max. 150V, Kat. lll
Schutzimpedanz,

AC: max. 600 V, Kat. Il oder
AC: max. 300 V, Kat. Ill
Verstarkt,

AC: max. 230 V

DC: max. 250V,

Kat. Il

Verstarkt,

AC: max. 230 V

DC: max. 2560 V

Kat. Il

Referenzbedingungen

Die vorgenannten Genauigkeitsan-
gaben gelten unter Referenz-
bedingungen

Eingangsstrom Ig
Eingangsspannung Ug
Frequenz fe

Kurvenform
Umgebungstemperatur Ty
Versorgungsspannung Uy
Anwarmzeit

Fremdfelder

|EN +1 %

UEN +1 %

45 Hz bis 65 Hz

Sinus, Klirrfaktor =5 %
23°C +1°C

UHN +1 %

=15 min

keine
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Umweltbedingungen

Das Gerat darf nur in geschlosse-
nen Raumen verwendet werden.

Umgebungstemperatur
Arbeitstemperaturbereich
Lagertemperaturbereich
Maximale relative Luftfeuchte

Maximale Hohe Uber dem
Meeresspiegel
Verschmutzungsgrad

Gemal’ IEC 60688

0 °C bis 55 °C

-25 °C bis +70 °C

80 %, bei Temperaturen bis zu
+31 °C; linear abnehmend bis zu
50 % bei +40 °C

2000 m

2, keine Betauung

Zusatzliche Technische
Daten

Interne Sicherung

Interne Sicherung, sekundar

Nicht austauschbar
Typ T500mMA/250V laut
|IEC 60127

Nicht austauschbar
Typ F2A/125V laut

UL 248-14

Schutzklasse gemaR IEC 60529

Gerat
- Front

- Ruckseite
Personenschutz

IP20/1P41/IP 65
siehe Bestelldaten 1.4
IP 20

IP 1x

18




1.10 Kommunikationsschnittstelle

RS485-Schnittstelle
Pin-Nr. Modbus und gshoni‘ltzt%ﬁé
IEC 60870-5-103
1 Schutzerde Schutzerde
2
3 A B (RxD/TxD-P)
4 RTS CTRL-A
5 GND GND
6 +5V +5V
7
8 B A (RxD/TxD-N)
9

Die Busterminierung erfolgt im Anschlusskabel.

An der D-SUB-Buchse ist die potentialgetrennte Versor-
gungsspannung der Schnittstelle verflugbar, damit im An-
schlusskabel die Abschlusswidersténde fir die Datensigna-
le angeschlossen werden konnen.

ACHTUNG!

Die RS485 Kommunikationsschnittstelle ist ein SELV-Schaltkreis
(Separated Extra Low Voltage), ehemals Schutzkleinspannung).
Geréte, die an diese Schnittstelle angeschlossen werden, mussen
ebenfalls SELV-Schaltkreise sein und der Norm IEC/EN 60950
entsprechen.
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1.1 Abmessungen

1.11.1 Geratevarianten 7KG7750
Hinwgis: Alle MalRe in mm!

8,5 16,5
1 | A EE
U in]
&

95,9

Abbildung 1: 7KG7750 Variante IP 41
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Abbildung 2: 7KG7750 Variante IP 65
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4,1

100
101,5

SIEMENS

I = ———

JAN

Abbildung 3: 7KG7750

Technische Daten Gehause
Gehauseausfihrung: Schalttafel-Einbaugehéuse IEC 61554/

DIN 43700
Schalttafelausschnitt 92,0 mm x 92,0"%% mm
Schutzart Front IP 41 oder IP 65

Klemmen IP 20
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1.11.2 Geratevariante 7KG7755
Hinweis: Alle Mafse in mm!

101,6
94
[L -
4] 7 ° i
1
L
[:I

Abbildung 4: 7KG7755 fir Hutschienenmontage

Technische Daten Gehause

Gehauseausfihrung: Hutschienengehause

Schutzart: Front IP 20
Klemmen IP 20
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1.12 Anschlussklemmen

[
J A
4 L
\} @ 3 ||
~|[3|| 2[lmddl
urrent f zg TG
‘HZAD D]]Ql?@ @ D
SO0 ©n plel
‘E g @ g RS
S e = TR e i ) s
—
| 8 Rweslinnie A s I
SHIIY T SIEMENS (v 1507
SIMEAS P

Cat Il (400 V} / Cat Il (230 V} @

AN — —1

@

Anschlusselemente

Klemmen fir Versorgungsspannung, Spannungseingange, Strom-

eingange, Bindrausgange, 1/0-Module (optional):

Leiterquerschnitt: 2,5 mm?
Leiterquerschnitt mit Aderendhdlse: 1,5 mm?
Abisolierlange: 9 mm
Anzugsdrehmoment: 0,4 bis 0,5 Nm
RS485-Busschnittstelle: 9-polige DSUB-Buchse

A Achtung

Erdung muss an SIMEAS P immer angeschlossen sein.
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Tabelle T Anschlussbelegung

Klemme | Funktion

E1 l14 Phasenstrom 1, Eingang

E2 |14 Phasenstrom 1, Ausgang

E3 [0 Phasenstrom 2, Eingang

E4 | 1o Phasenstrom 2, Ausgang

E5 |13 Phasenstrom 3, Eingang

E6 |13 Phasenstrom 3, Ausgang

F1 U Phasenspannung 1

F2 U Phasenspannung 2

F3 Ui Phasenspannung 3

F4 Uy Nullleiter

G1 Wourzel | Gemeinsame Basis fur alle Bi-
narausgange

G2 B2 Binarausgang 2

G3 B1 Bindrausgang 1

H1 Schutzerde

H2 N/- Versorgungsspannung -

H3 L/+ Versorgungsspannung +

A1 ... A4 | Optional, siehe Tabelle 2,

Ein-/Ausgabemodule
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Tabelle 2 Ein-/Ausgabemodule

Bestellnr.

Modultyp Klemme Belegung | (siche 1.4)
Nicht A
bestuckt

BA lmsts 56,

L 3 +
2 Binar- 2 t? BO1+ B
ausgénge 1 [[Od | BOR

BE Miinsie) BI2+
2 Binar- P BIR ¢
eingange 1|09 BIT+

AA Niinie) AO2-
2 Analog- ﬁ t? 28? D
ausgange 1[[I09 AOT+

AE o [T Alz-
2 Analog- Sl A E
eingénge 1[0 All+

A

RA 4 [TC ROR
3 Relais- j ”? ;82 G
ausgénge 1 ([0 RO1
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1.13  Montage und Betrieb

A WARNUNG!

Beim Betrieb elektrischer Gerate stehen zwangslaufig bestimmte
Teile dieser Gerate unter gefdhrlicher Spannung. Bei Nichtbe-
achtung der Bedienungshinweise kénnen deshalb schwere Korper-
verletzungen oder Sachschaden auftreten. Insbesondere muissen
alle Warnhinweise unbedingt beachtet werden.

Power Meter SIMEAS P sind Einbaugerate und somit in einen
Schaltschrank oder Verteilerkasten einzubauen. Nach dem Einbau
muss der gesamte Klemmenbereich abgedeckt sein. Nur so ist das
Gerat ausreichend gegen unzuldssiges Berlihren spannungsfihren-
der Teile geschutzt.

* Die Einbaustelle soll moglichst erschutterungsfrei sein.
Die zulassige Umgebungstemperatur muss eingehalten
werden (siehe Technische Daten, Abschnitt 1.9).

e Der Betrieb aulerhalb des zulassigen Arbeits-
temperaturbereiches kann zu Fehlmessungen und zum
Ausfall des Geréates fihren.

e Schraubklemmen fir max. 2,5 mm?
* Eine Betauung des Gerates im Betrieb ist nicht zulassig.

e Es wird empfohlen, die Gerate so anzuordnen, dass sie
keiner direkten Sonneneinstrahlung und keinem starken
Temperaturwechsel ausgesetzt sind.
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1.13.1 Montage

Zur Montage der Gerate gehen Sie folgendermalRen vor:
e Schwenken Sie das mitgelieferte Befestigungselement
um den hinteren Kegel ein.

Hinweis: Minimale Dicke der Montageplatte: 1 mm:; Stahl

28



Stellen Sie das Befestigungselement waagerecht.
Schrauben Sie es mit einem Schraubendreher

(0,6 x 4,5) mm fest, bis die Rutschkupplung wirksam
wird.

W

(@&i~)

Hinweis: Ein ausreichender Schutz gegen das Berlihren
spannungsfihrender Teile ist nur gewahrleistet, wenn die
oben beschriebene Montage korrekt ausgefihrt wurde.
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1.14 Lagerung

Es wird empfohlen, bei der Lagerung der Gerate einen
eingeschrankten Temperaturbereich zwischen +10 °C und
+35 °C einzuhalten, um einer vorzeitigen Alterung von Bau-
elementen, insbesondere von Elektrolytkondensatoren vor-
zubeugen.

AulRerdem empfiehlt es sich, Reservegerate einmal jahrlich
fur ein bis zwei Tage an Versorgungsspannung zu legen, um
die in der Stromversorgung eingesetzten Elektrolytkonden-
satoren zu formieren. Ebenso sollte vor einem geplanten
Einsatz der Gerate verfahren werden.

1.15 Elektrischer Anschluss

A WARNUNG!

Die folgenden Arbeiten werden teilweise bei Vorhandensein ge-
fahrdender Spannungen durchgefihrt. Sie durfen deshalb nur von
entsprechend qualifizierten Personen vorgenommen werden, die
mit den Sicherheitsbestimmungen und VorsichtsmalRnahmen ver-
traut sind und diese befolgen.

Bei der elektrischen Installation sind die Vorschriften
tiber das Errichten von Starkstromanlagen zu beachten.

* Die Sekundaranschlisse von zwischengeschalteten
Stromwandlern missen an diesen kurzgeschlossen
sein, bevor die Stromzuleitungen zu dem Gerat unter-
brochen werden.
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Die Erdungsklemme ist mit der Schutzerde der Schaltta-
fel oder des Schrankes zu verbinden.

Bei Anschluss einer Versorgungsgleichspannung muss
die Polaritat beachtet werden.

Vor der Inbetriebnahme sind alle Anschlisse auf sach-
gerechte Ausfihrung zu prifen.

Die Polaritat und die Phasenzuordnung der Messwand-
ler ist zu Uberprifen.

Bevor das Gerat erstmalig an Spannung gelegt wird,
sollte es mindestens zwei Stunden im Betriebsraum ge-
legen haben, um einen Temperaturausgleich zu schaffen
und Feuchtigkeit und Betauung zu vermeiden.

Hinweise fiir Messungen

Bei Messungen in 3-Leiternetzen ohne Nullleiter mit V-
Schaltung und einer Nennspannung von ULL = 690 V
muss die Spannung auf ULL = 400 V transformiert wer-
den. Der zu parametrierende Messbereich ist dann e-
benfalls ULL = 690 V.

In IT-Netzen kann das SIMEAS P nicht direkt ange-
schlossen werden, da die Messspannung gegen den
PE-Anschluss gemessen wird und die Eingangsimpe-
danz des Gerates einen Ableitstrom gegen Erde verur-
sacht. Der Ableitstrom kann die Isolationstberwachung
in IT-Netzen zum Ansprechen bringen. Es ist darauf zu
achten, dass die maximal zuldssige Spannung an den
Eingangen des SIMEAS P gegen Erde UL-PE = 480 V
nicht Uberschritten wird (z. B. bei einem Erdschluss ei-
ner Phase). In IT-Netzen miissen Spannungswandler
verwendet werden.
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1.16 Anschlussbeispiele

Die nachstehend aufgeflhrten Eingangsbeschaltungen sind
Beispiele. Das Gerat kann bis zu den maximal zuldssigen
Strom- und Spannungswerten auch ohne zwischengeschal-
tete Strom- oder Spannungsmesswandler angeschlossen
werden.

Spannungswandler kénnen in Sternschaltung oder Dreieck-
Schaltung benutzt werden.

Alle fur die Messung nicht bendtigten Ein- oder Ausgangs-
klemmen bleiben frei.

Bezeichnung der Anschlisse von Wechsel- und Drehstrom-
messgeraten nach DIN 43807 / Okt. 1983:

|D|N43807|1|3|4|6|7|9|11|2|5|8|

IL1 IL1 L2 | L2 IL3 IL3 N ULt

uL2 | ULs
1 1 i 1 i 1

Anschluss

|SIMEAS |E1|E2|E3|E4|E5|E6|F4|F1|F2|F3|

Achtung:
Die durchgehende Erdverbindung der Messwandler ist
nur der Einfachheit halber so dargestellt.

Die Erdung muss direkt am Wandler und fiir jeden
Wandler einzeln ausgefiihrt werden.
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Dreileiter - Drehstrom beliebige Belastung

Anschlussklemmen SIMEAS P

Q@O E0QQPRO

‘!‘

Vierleiter - Drehstrom gleiche Belastung
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Vierleiter - Drehstrom beliebige Belastung (Niederspan-
nungsnetz)

Vierleiter - Drehstrom beliebige Belastung (Hochspan-
nungsnetz)
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1.17 Inbetriebnahme

Bevor die Versorgungsspannung eingeschaltet wird, ist zu
prufen, ob die Betriebsdaten mit den Werten auf dem Ty-
penschild Gbereinstimmen. Dies betrifft im Besonderen die
Versorgungsspannung und die Nennwerte von Strom und
Spannung der Anlage. Nach 15 Minuten Anwarmzeit halt
das Gerat die angegebenen Fehlergrenzen ein.

Zur Versorgung des batteriegepufferten Speichers und der
Echtzeituhr ist eine Batterie im Lieferumfang enthalten.
Diese Batterie wird isoliert im Gerat ausgeliefert. Nehmen
Sie die Batteriefachabdeckung an der Oberseite des Gera-
tes ab und entfernen Sie die Batterie und die Isolierung.
Setzen die Batterie ohne Isolierung unter Beachtung der auf
dem Typenschild aufgedruckten Polaritat ein und schlieRen
Sie die Abdeckung.

Bei Unterschreitung der Batteriespannung erscheint ein
blinkendes Batteriesymbol in der Statuszeile. Wechseln Sie
in diesem Fall die Batterie. Die Batterie muss mit einem
isolierten Werkzeug entnommen werden, um ein Kurz-
schliefden zu vermeiden.

A WARNUNG!

Arbeiten an der Batterie und der Batteriewechsel diirfen nur
von qualifiziertem Fachpersonal durchgefiihrt werden.

Die Batterie kann bei falscher Behandlung explodieren:
Vertauschen Sie die Polaritdt der Batterie nicht! Versuchen Sie
nicht, die Batterie zu 6ffnen! Entladen Sie die Batterie nicht
komplett! Werfen Sie die Batterie nicht ins Feuer!

Die gelieferte Batterie enthalt Lithium. Werfen Sie die Batterie
nicht in den Abfall. Die Batterie muss in Ubereinstimmung mit
geltenden gesetzlichen Bestimmungen entsorgt werden.
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Nach dem Einschalten (Anlegen der Versorgungsspannung)
befindet sich das Geréat in den ersten 15 Sekunden in der
Startphase.

Power Meter
SIMEAS-P

SIMEAS 7KG7750
version:XX.XX.XX

1.18 Parametrieriibersicht

1.18.1 Bedienungshinweise

In diesem Kapitel werden alle Einstellungsmaoglichkeiten des
SIMEAS P Uber seine Fronttasten beschrieben.

A YV ENTER

Aus den Messwertscreens erfolgt der Zugang in das Hauptmenu
der Parametrierungsebene Uber die Taste ENTER.
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1.18.2 Tastenfunktion

Mitden Tasten W A kénnen folgende Funktionen aus-
geflhrt werden:

. Bewegen des Cursors auf Eingabezeile
. Durchschalten bei Parametereingaben aus Auswabhllisten
. Durchschalten von Ziffern und Zeichen bei Eingabe von
Zahlenwerten
Durch langeres Dricken der Tasten erfolgt die Weiterschaltung
automatisch. Mit den Tasten erfolgt generell ein Rundlauf bei Cur-
sor, Parametern oder Zahlen.
Die Bestatigung der ausgewahlten Zeile, des Parameters oder der
Zahl erfolgt mit der Taste ENTER.

1.18.3 Screenaufbau

Bei Anwahl * mit der Taste ENTER springt der Cursor direkt zur
Eingabe.

Bei Anwahl > und ENTER 6&ffnet sich ein neuer Screen zur weiteren
Eingabe.

Mit < OK wird die Einstellung bestatigt und eine Ebene zurickge-
schaltet.

Mit < Abbruch werden die geanderten Einstellungen nicht gespei-
chert und zu den Screens in Ebene 1 zuriickgeschaltet.

*Anzahl Screens: 4
*Intervall scr.: 0Sek
*Beleuchtung: 99Min
*Kontrast: 4
>Aufbau Screens

<OK
<Abbruch
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1184  Anmerkungen

. Die Auswahl an Messgrofien ist abhangig von der gewahlten
Anschlussart.

. Die Eingabe von Zahlen wird plausibilisiert. Der Eingabewert
wird dann auf den Maximalwert gesetzt.

. Wird wahrend des Parametrierens die Versorgungsspannung
ausgeschaltet, erscheint bei erneutem Einschalten des Gera-
tes ein Hinweistext zur Auswahl. Deshalb sollte die Versor-
gungsspannung nur in Ebene 1 (Messwert-Screens) ausge-
schaltet werden.

Hinweis:

Verlassen Sie bei jeder Parametrierung immer vollstandig die Para-

metrierscreens (OK oder Abbruch), bis Sie wieder die Anzeige der

Messwerte erreicht haben. Nur so stellen Sie sicher, dass alle

Parameter Ubernommen werden.

Hinweis:

Bitte prifen Sie anschlief3end die Parametrierung und die Abgleich-

daten, um die korrekte Funktion des SIMEAS P sicherzustellen.

Falls Sie das Gerat selbst abgeglichen haben, wird dieser Abgleich

nicht durch Werkseinstellungen ersetzt.

Hinweistext

Bei ,,Nein” durch vV A werden die Einstellungen vor dem
Ausfall der Versorgungsspannung ibernommen. Bei ,,Ja” durch
Taste ENTER wird auf Werkseinstellung zurlickgesetzt.

Achtung!

fehlerhafte Parameter
zurlicksetzen?

Nein Ja
(Pfeil) (Enter)
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1.185 Parametrieriibersicht 7ZKG7750

Eine ausfuhrliche Beschreibung der Gerateparametrierung finden
Sie im SIMEAS P Handbuch (Bestell-Nr. E50417-B1000-C340-A1).
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1.19 Priifung und Abgleich

A WARNUNG!

Bei den Arbeiten sind die Festlegungen und Durchfiihrungs-
anweisungen der Unfallverhitungsvorschrift BGV A3 zu beachten,
besonders ,Paragraph 8: Zulassige Abweichungen”. Es ist geeigne-
tes Elektrowerkzeug zu verwenden.

Zum Prifen des Power Meters SIMEAS P ist eine Abgleich-
einrichtung erforderlich, welche Wechselspannungen,
Wechselstrome und Phasenwinkel mit einem Fehler von
< 0,1 % abgeben kann.

Bei galvanisch getrennten Prifeinrichtungen muss N mit
Erde verbunden werden.

Eine ausfihrliche Beschreibung des Abgleichs des Gerates
finden Sie im SIMEAS P Handbuch
(Bestell.-Nr. E50417-B1000-C340-A1), Kapitel 6.1.
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1.20 Wartung, Instandsetzung und Reinigung

Power Meter SIMEAS P bedirfen keiner besonderen War-
tung. Er kann bei Bedarf in einem Labor geprift und auch
neu abgeglichen werden.

Von einer Instandsetzung defekter Gerate vor Ort wird
dringend abgeraten, da spezielle elektronische Bauelemente
eingesetzt sind, die nach den Richtlinien fir elektrostatisch
gefahrdete Bauelemente (EGB) zu behandeln sind.

Sollte ein Defekt vermutet werden, empfiehlt es sich, das
komplette Gerat ins Herstellerwerk einzusenden. Hierzu ist
moglichst die Original-Transportverpackung oder eine
gleichwertige Verpackung zu verwenden.

Wenn einzelne Baugruppen vor Ort ausgetauscht werden
mussen, so sind unbedingt die EGB-Vorschriften zu beach-
ten.

A WARNUNG!

Bei Durchfilhrung der AnderungsmaRnahmen vor Ort sind unbe-
dingt die Handhabungshinweise fir den Umgang mit elektrostatisch
gefahrdeten Baugruppen und Bauelementen zu beachten (EGB).
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Reinigung

Das Geréat sollte in einer trockenen, schmutzfreien Umge-
bung installiert werden. Nach der Installation muss das
Geréat nicht gereinigt werden. Flr ein einwandfreies Funkti-
onieren mussen die Umgebungsbedingungen eingehalten
werden (siehe Technische Daten, Abschnitt 1.9).

Schalten Sie gegebenenfalls das Gerat aus und wischen Sie
es mit einem sauberen, trockenen und weichen Tuch ab.
Benutzen Sie keine Losungsmittel.

Technische Anderungen vorbehalten. Weitergabe sowie
Vervielfaltigung dieser Unterlage, Verwertung und Mittei-
lung ihres Inhaltes nicht gestattet, soweit nicht ausdrucklich
zugestanden. Zuwiderhandlungen verpflichten zu Scha-
densersatz. Alle Rechte vorbehalten, insbesondere fir den
Fall der Patenterteilung oder GM-Eintragung.

© SIEMENS AG 2008
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2 Operating Instructions

2.1 Conformity

€

This product complies with the directive of the Council of
the European Communities on the approximation of the
laws of the member states relating to electromagnetic
compatibility (EMC Council Directive 2004/108/EC) and
concerning electrical equipment for use within specified
voltage limits (Low Voltage Directive 2006/95/EC).

This conformity has been proved by tests performed
according to the Council Directives in agreement with the
generic standards EN 61000-6-2 and EN 61000-6-4 (for EMC
Directive) and with the standard EN 61010-1 (for Low
Voltage Directive) by Siemens AG.

This device was designed and produced for industrial use
according to the standard EN 61000-6-4.

The product conforms to the standards |EC 60688,
EN 60688 or DIN EN 60688.
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2.2 General Information

These operating instructions include the information re-
quired for proper use of the corresponding products. These
operating instructions are intended for technically qualified
personnel with sufficient competence and knowledge in the
areas of instrumentation and control engineering, which will
be referred to as automation engineering throughout the
rest of these operating instructions.

In order to ensure safe installation and commissioning, as
well as safe operation and maintenance, all personnel
should fully understand and comply with all safety informa-
tion and warnings contained in this document in a techni-
cally correct manner. Only personnel who meet the re-
quirements outlined in Chapter 2.3 for qualified personnel
possess the expertise and knowledge required to apply the
general safety information and warnings of this document
correctly for each specific and individual scenario.

While these operating instructions are included with the
product, it is important to note that not every aspect of the
product, nor every possible installation, operation and main-
tenance scenario, can be thoroughly discussed.

If more information is required, or if specific problems arise
which are not discussed in this document, additional infor-
mation can be requested from your local Siemens subsidi-
ary or from the address given on the back cover of this
document.
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A WARNING!

If the equipment described in these operating instructions is used in
a manner other than that specified by the manufacturer, the protec-
tion provided by the equipment may be impaired.

Furthermore, the contents of this operating instructions are not part
of an earlier or existing agreement, consent, or a legal regulation
and do not represent a modification of any of these. All commit-
ments of Siemens are specified in the specific purchase contract,
which also includes the entire and unique warranty regulations. The
contractual warranty regulations are neither extended nor restricted
by the information in this document.

Explanation of symbols marked on the equipment

__ DC voltage

/'\/ AC voltage

3/\_/ 3-phase AC voltage
A Documentation needs to be consulted

@ Protective ground
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A WARNING!

During operation of electric devices, certain parts of the device are
subject to dangerous voltages. Ignoring the warning notes can
result in severe injury or damage to property.

Only qualified personnel should be allowed to operate this device.
Appropriate transportation, storage, installation and assembly, as
well as careful operation and maintenance, are basic requirements
for proper and safe operation of this device.

In particular, the general mounting and safety regulations (e. g. IEC
or national standards) regarding the correct use of power systems
must be observed and complied with. Non-compliance can result in
death, personal injury or substantial property damage.

2.3 Qualified Personnel

These are persons who are familiar with the installation,
assembly, commissioning and operation of the product and
who possess the following qualifications:

e training or instruction and authority to operate and ser-
vice devices/systems according to all applicable safety
standards and rules for electric circuits and devices

e education or instruction in the maintenance and use of
appropriate safety equipment according to all applicable
safety standards

* first aid training
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2.4 Ordering Data

Description
Power Meter

SIMEAS P50

Built in device for control panels 96 mm x 96 mm

with graphic-display (standard)

1/0-Module (optional)

Without (standard)

2 binary outputs

2 binary inputs

2 analog ouputs (DC: 0 to 20 mA / 4 to 20 mA)
2 analog inputs (DC: 0 to 20 mA)

3 relay outputs

Front protection class
IP 41
IP 65

Communication protocols
PROFIBUS DP and Modbus RTU/ASCII
IEC 60870-5-103 and Modbus RTU/ASCII

SIMEAS P55
Snap on mounting unit 96 mm x 96 mm,
front protection class IP 20

1/0-Module (optional)

Without (standard)

2 binary outputs

2 binary inputs

2 analog ouputs (DC: 0 to 20 mA / 4 to 20 mA)
2 analog inputs (DC: 0 to 20 mA)

3 relay outputs

Communication protocols
PROFIBUS DP and Modbus RTU/ASCII
IEC 60870-5-103 and Modbus RTU/ASCII
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2.5 Range of Application

The Power Meter SIMEAS P is capable of recording several
different power system measurements. In addition, the
SIMEAS P is designed to be utilized in a number of different
industries.

The display of measured quantities can be easily configured
to the specific requirements of the user.

Network linking is possible with the integral RS485 port
equipped with the standard PROFIBUS DP-V1, Modbus
RTU/ASCII or IEC 60870-5-103 protocol which provide for
indication, evaluation and processing of several SIMEAS P
measurements at a central master station.
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2.6 Mode of Operation

Input voltages and currents are sampled for calculation of
the corresponding RMS values. All measurements derived
from sampled values are calculated by a processor. Meas-
ured quantities can be displayed on the screens and/or
transmitted via the serial interface.

With the SIMEAS P, it is possible to program limit value
groups for various measured quantities to activate limit
violations when the value of a specific measured quantity
exceeds a programmed threshold. In addition, it is possible
use logical elements (AND, OR) to combine two or more
measured quantities for the purpose of generating a limit
violation. Limit violations are counted, indicated on the
screen and/or utilized to operate the binary output contacts.
The oscilloscope may be triggered via a limit violation as
well. All measured quantities can be displayed on the
SIMEAS P screens as required by the user. Up to 20
screens can be selected with the front keys. The number,
type, content and sequence of the screens are configurable.
SIMEAS P is delivered with pre-programmed default set-
tings.

A status line displayed in the measured value screens indi-
cates status, interfacing and diagnostic messages for the
SIMEAS P.

The display is automatically refreshed every second.
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2.7 Block Diagram
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1/0 modules (optional):

[AT][AZ |[A3][A4] [AT][AZ J[A3][A4]
e e DL e
wkﬁi ,,,,,,,,, ‘\%*i% ,,,,,,,, ———————— L4“
’ ! * i : SD];)hm o SDihm SIMEAS P50
ey TKG775x%
2x01020mAY 2x01t020 mA 1/0 modules

Analog Outputs

slot A optional

Analog Inputs

ot A optional

[Slot A optional

Binary Outputs

[Slot A optional

slot A optional

‘ Relay Outputs ‘

Binary Inputs ‘

4"7
. R
1 \% 1 2 3 R R R 2
CRNESRE R
[ATJ[AZ ][A3 J[A4] [AT][A2 J[A3][A4]
oc O oc (D

An additional input or output module is available (optional):

binary input
binary output
relay output
analog input
analog output
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2.8 Measured Values

Measuring 2
Measured values - Menu Tolerances

path

L1-N, L2-N,
Voltage L3-N VHE O |:02%

L1-L2, L2-L3, o
Voltage 1311 33 VHE O |:02%
Current ;13' L2, L3N, vV R @ (:02%
Active power P 11,12, 13,5 |V m ® |05%
+ import, - export
Reactive power Q 11,12,13,2 |V ® @ |:05%
+ cap, - ind
Apparent power S L1,L2,L3,2|V W @ |+x05%
Power factor |cosg| * L1,L2,L3, 2|V B @ |+05%
ACtIV% power factor L1112 13,s|v m @ |+05%
COSQ
Phase angle * L1,12,13, 2|V H @ [+2°
Frequency ° L1-N V B ® [:10mHz
Active energy import L1,L2,3,2|VY W +0.5 %
Active energy export L1,L2,3,2|VY W +0.5 %
Active energy absolute L1,L2,3,2|VY W +0.5 %
Active energy sum z vV e +0.5 %
Reactive energy cap L1,L2,3,2|VY W +0.5 %
Reactive energy ind L1,L2,3,2|VY W +0.5 %
Reactive energy absolute [ L1, 12,13, |V A +0.5 %
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Measuring

Measured values - Menu Tolerances ?
path

Apparent energy L1,L2,3,2|VY W +0.5 %

Unbalance voltage Four-wire vV HE @ |[:05%
system

Unbalance current Four-wire vV H O [:05%
system

THD voltage L1, L2, L3 VHE @ |:05%

THD current L1, L2, L3 vV H O |:05%

Harmonic voltage U

5.7.11.13.17.19.4. |Wt28 v m e

Harmonic current |

5.7.11.13.17.19. H. L1.12,13 vme

Limit violations counter 1 vV h
to 4

Analog inputs external A AN | +0.5 %

Binary inputs external vV h

1) Phases are displayed based on the type of connection.

2) Tolerances are applicable from 0.5 to 1.2 times nominal value.

3) Average value of all phases.

4) Measuring beginning with 2 % of the apparent power in selected

measurement range

5) Measuring beginning with 30 % of the input voltage L1-N

V¥ Measured values can be displayed on measured value screens

B Measured values selectable over communication

@® Measured values selectable for list screens and oscilloscope
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2.9 Technical Data

Input signals

Only for connection to AC systems

AC voltage inputs

U, 3 voltage inputs

Max. system voltage
Overload

Frequency range f;
\Waveform

Input voltage U;
Continuous overload capacity
Surge withstand capability

Input resistance (L - N)

Power consumption per phase

Y 400V /A 690 V

20 %

45 Hz to 65 Hz, min. > 30 % Uy
Sinusoidal or distorted up to the
21st harmonic

100 V/110 V; 190 V; 400V,

690 V (L-L)

15x U

2.0x U;

3 phases symmetrical: 4.2 MQ
1 phase: 8.4 MQ

38 mW (U = 400 V)

AC current inputs

Iy 3 current inputs

Input current |;

Maximum voltage
Continuous overload
Surge withstand capability

1A BA
AC: 150 V
10 A

100 Afor1s

Power consumption per phase [83 uyVAat 1 A; 2.1 mVAat5 A
Binary inputs (optional)

Max. input voltage DC: 300V

Current consumption for high |1.8 mA

level

Threshold voltage low <10V

Threshold voltage high =19V

Signal delay max. 3 ms

Analog inputs (optional)

Measuring range DC:0to20 mA

Input range DC:0to 24 mA

Input resistance 50 Q 0.1 %

Accuracy 0.5 % of the measuring range limit
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Binary outputs

Internal and optional
via isolated solid-state relay

Permissible voltage
Permissible current

Number of operations

AC: 230 V; DC: 250 V

100 mA continuous

300 mA for 100 ms

Unlimited; considering the
“Permissible voltage” and the “Per-
missible current”

Internal resistance 50 Q
Permissible operating fre- 10 Hz

guency

Analog outputs (optional)
Qutput current DC: 0to 20 mA
Output range DC:0to 24 mA
Max. load resistance 250 Q

Accuracy

0.2 % (typical); max. 1.1 % of the
nominal value

Relay output contacts (optional)

Max. switching voltage AC: 270V /DC: 150 V

Max. permanent current 5A

Min. permanent current 1TmAatDC:5V

Rating (resistive) AC:5A/250VorDC:5A/30V
Max. response time 10 ms

Max. release time 7 ms

Number of operations 1,6 x 10° for max. 30 V/5 A (DC) or

120V /3 A(AC)
3x 10* for max. 250 V /5 A (AC)

Display Graphic display

Resolution (128 x 64) pixels

Dimensions 40 mm x 60 mm

Dimensions, Mass

Dimensions 96 mm x 96 mm x 90 mm
Mass ca. 0,6 kg (without I/O module)

ca. 0,65 kg (with /0 module)
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Over voltage category

According to IEC 61010 Part1

Voltage measurement

Vin to 400 V (ph-ph)

VN to 690 V (ph-ph)

Current measurement

V|N to 160V

Power Supply

Binary outputs, binary inputs
and relay outputs

Analog inputs and analog
outputs

Cat Ill
Cat ll

Cat IlI
Cat ll

Catll

Cat Il

Auxiliary power

Multi-range power supply unit
AC/DC

Nominal range
Total range

Power consumption
Frequency range

DC: 24 to 250 V or AC: 100 V/230 V
+20 % of nominal range

max. 6 W or 9 VA

45 Hz to 65 Hz

Battery

Type

[VARTA CR2032, 3V, Li-Mn

Communication interface

Connection

Data transfer
PROFIBUS DP-V1

Data transfer
IEC 60870-5-103

Data transfer
Modbus RTU/ASCII
PC-RS485

9-pole D-sub female connector
Baud rate:
9600 bit/s to 12 Mbit/s

Baud rate:
9600, 19200, 38400 bit/s

Baud rate:
300, 600, 1200, 2400, 4800, 9600,
19200, 38400, 57600, 115200 bit/s
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Dielectric test, routine test, 2 s

according to IEC 61010-1

Voltage inputs, binary outputs AC: 2.2 kV
Current inputs AC: 1.35 kV
Power supply DC: 3.1 kV
Serial interface AC: 500 V
Additional for I/O modules

Binary inputs and binary/relay AC: 2.2 kV
outputs to PG

Analog inputs and analog outputs | AC: 500 V
to PG

Insulation type of inputs and outputs

Signal inputs (current)

Signal inputs (voltage)

Power supply

Output contacts

Reinforced,

AC: max. 150V, Cat Il
Protective impedance,
AC: max. 600V, Cat Il or
AC: max. 300V, Cat lll
Reinforced,

AC: max. 230V,

DC: max. 250V,

Catll

Reinforced,

AC: max. 230V,

DC: max. 250V,

Cat ll

5
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Reference conditions

The stated error limits apply for
reference conditions

Input current |;

Input voltage U;
Frequency f;

\Waveform

Ambient temperature Ta
Auxiliary voltage Uy
\Warm-up time

External fields

|\N +1 %

U.N +1 %

45 to 65 Hz

Sinus, harmonic distortion <5 %
23°C +1°C

UHN +1 %

=15 min

no

Environmental conditions

The device is designed for indoor
use only

Ambient Temperature
Operating Temperature Range
Storage Temperature Range
Max. relative humidity

Max. altitude above sea level
Pollution degree

According to IEC 60688

32 °F to 131 °F (0 °C to 55 °C)

-13 °F to 158 °F (-25 °C to 70 °C)
80 % for temperatures up to 31 °C
decrease linearly to 50 % at 40 °C
2000 m

2, no condensation

Additional Technical Data

Internal fuse

Internal fuse, secondary

Not replaceable

Type T500 mA/250 V according
IEC 60127

Not replaceable

Type F2A/125 V according

UL 248-14

Protection class according IEC 60529

Device
Front

Rear
Personnel protection

IP 20, IP 41 or IP 65 see ordering
data 2.4

IP 20

IP 1x
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2.10 Communication Interface

RS485-Interface
Pin-No. Modbus and PROFIBUS-Interface
IEC 60870-5-103
1 Protective Earth Protective Earth
2
3 A B (RxD/TxD-P)
4 RTS CTRL-A
5 GND GND
6 +5V +5V
7
8 B A (RxD/TxD-N)
9

The bus is terminated at the connection cable.

The isolated interface supply voltage is provided via the
D-subminiature female connector. Therefore, the matching
resistors for signals can be connected to the cable.

A WARNING!

All computing devices connected to the RS485 communication
interface port shall be connected to a SELV (Separated Extra Low
Voltage) circuit and must comply with the following standard:
IEC/EN 60950.
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2.1 Dimensions

NOTE: All dimensions in mm.

2111 Device Variants 7KG7750

8,5 16,5
1 | A EE
U in]
&

95,9

Figure 1: 7KG7750 variant IP 41
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Figure 2: 7KG7750 variant IP 65
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Figure 3: 7KG7750
Technical Data for Housing
Housing: Flush mounting according to IEC 61554/
DIN 43700
Panel section: 92,0"%8 mm x 92,0*% mm

Protection class: front: IP 41 or IP 65
terminals: IP 20
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2.11.2 Device Variant 7KG7755

101,86

94,1
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Figure 4: 7KG7755 variant standard rail mounting

Technical Data for Housing
Housing: Standard rail mounting
Protection class: Front IP 20, Terminals IP 20
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2.12 Connection Terminals

I [
N A
4 110
@3 2 (|[[[]d
ae 2 |[|[IL1IC B
22| 1 [JOG
=l © /1
L1
=l @By Fieel
E%g QM &Hom
e O | [&[loOT
—

R OﬁU+ Innis allom !
SO SIEMENS W ] 5T
SIMEAS P
N @ Cat I (400 V) 7 Cat Il (230 V) @ N
R pp— ——

Terminals

Terminals for auxiliary supply, voltage inputs, current inputs,
binary outputs, I/0O modules (optional):

Conductor cross section, rigid max.: 2.5 mm?

Conductor cross section with ferrule: 1.5 mm?

Stripping length: 9 mm

Tightening torque: 0.4 Nm to 0.5 Nm

RS485-Interface: 9-pole D-sub miniature female connector
Attention

Ground needs to be connected to
the SIMEAS P prior operation.
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Table 1:  Terminal Assignment

Terminal Function

E1 l1q Phase current 1, in

E2 I Phase current 1, out

E3 l1o Phase current 2, in

E4 I Phase current 2, out

EB I3 Phase current 3, in

E6 I3 Phase current 3, out

F1 U_; |Phase voltage 1

F2 U, |Phase voltage 2

F3 U3 | Phase voltage 3

F4 Un Neutral

G1 Root | Common path for output
contacts

G2 B2 Binary output contact 2

G3 B1 Binary output contact 1

H1 Protective ground

H2 N/- | Supply voltage -

H3 L/+ | Supply voltage +

A1l to A4 optional, see Table 2, I/0 modules
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Table 2:  1/0O modules
Ordering
Module Terminal Allocation Code
Type (refer to
section 2.4)
Not A
equipped
BO n.c.
2 binary ng: B
outputs BOR
BI BI2+
2 binary E:FR{ C
inputs Bl1+
AO AO2-
2 analog ﬁgff D
outputs AOT+
Al Al2-
2 analog ﬁ:?* E
inputs All+
RO ROR
3 relays 282 G
outputs RO1
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2.13 Mounting and Operation

A WARNING!

During operation of electric devices, certain parts of the device
are subject to dangerous voltages. Ignoring the warning notes
can result in severe injury or damage to property. Strict com-
pliance with all safety information is imperative.

The SIMEAS® P is a build-in device and must therefore be
installed on a switchboard or in a control cabinet. After instal-
lation, it is important that all terminals are properly covered
to prevent accidental contact with energized parts.

e The device location should be largely free from vibra-
tions. The device must be operated within allowable
ambient temperature limits (see technical specifica-
tions).

* Operating the device outside of the operating tempera-

ture range can lead to measurement errors and device
failure.

+  Screw-type terminals for 2.5 mm?

e Steps must be taken to prevent condensation on or
within the device during operation.

e Steps should be taken to minimize exposure of the
device to direct sun light and large temperature varia-
tions.
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2.13.1 Mounting the Device

To mount the device proceed as follows:
* Swing the mounting element (provided with the device)
over the rear cone.

Note: Minimum thickness of the mounting plate:
1 mm; steel
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* Move the mounting element to the position. Use a
screw driver (0.6 x 4.5) mm to fix the mounting ele-
ments until the slipping clutch takes effect.

azbuu

Note: To prevent accidental contact with energized parts
the above described mounting must be taken care-
fully and correctly.
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214 Storage

During storage, a temperature range between +10 °C and
+35 °C is recommended in order to prevent premature
aging of components, particularly the electrolytic capacitors.
For longer storage periods, it is recommended that voltage
be applied to the device power supply for one or two days
every other year, in order to regenerate the electrolytic
capacitors. The same is valid before the device is finally
installed.

2.15 Electrical Connection

A WARNING!

Some of the following steps are carried out in the presence of
hazardous voltages. They must be performed only by qualified
personnel who are thoroughly familiar with safety regulations
and precautionary measures; and pay due attention to them.

During electrical installation, all rules and regulations
for power systems must be observed.

e |f current transformers are used, the secondary connec-
tions of the current transformers must be short-circuited
before the current leads to the device are interrupted.

* The protective ground terminal of the device must be
connected to the protective ground of the panel or cu-
bicle.

e For connection of an auxiliary DC voltage, the correct
polarity must be used.
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All of the terminals should be checked to verify proper
connections.

The polarities and phasing of all instrument transform-
ers should be checked.

Before initial energization with supply voltage, the de-
vice shall be situated in the operating area for at least
two hours to ensure temperature equalization and to
avoid humidity and condensation problems.

Notes for measurings

For measurements in three-phase networks without
neutral in V-connection and a nominal voltage of
U, =690V, the voltage must be transformed to

Ul = 400 V. The measuring range to be parameterized
is then also U = 690 V.

In IT networks, the SIMEAS P cannot be connected
directly because the voltage is measured against the PE
conductor connection and the input impedance of the
device causes a leakage current against earth. The leak-
age current can cause tripping of the leakage protective
system in IT networks. Please make sure that the
maximum permissible input voltage of the SIMEAS P
against earth U_pg = 480 V is not exceeded (e.g., due to
an earth fault of one phase). Voltage transformers must
be used in IT networks.
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2.16 Connection Examples

The input connections shown below are only examples.
Direct connection without the use of current or voltage
transformers can be made to the SIMEAS P as long as the
maximum allowable current and voltage ratings of the
SIMEAS P are not exceeded.

The voltage transformers can be connected in wye connec-
tion or delta connection.

All inputs not required for measurements have to remain
disconnected.

Connections of measuring devices of alternating and three-
phase alternating current according to DIN 43807/Oct. 1983:

|DIN43807|1|3|4|6|7|9|11|2|5|8|

Connection

IL1 IL1 L2 | L2 | I3 IL3 N utt | ue | us
1 ! i 4 i 4

|SI|\/IEAS |E1|E2|E3|E4|E5|E6|F4|F1|F2|F3|

Attention:

The single grounding connection of the measuring trans-
formers is only for the sake of simplicity in such a way repre-
sented.

The grounding must be executed directly at the measuring
transformers and for each transformer in particular.
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=1 Terminals

QOO0 6000

Three-wire three-phase balanced
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Three-wire three-phase, unbalanced

SIMEAS P Terminals

PO ECOQRO

Z0 m x>

Four-wire three-phase, balanced
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SIMEAS P Terminals

G’G"G’ﬁ?q’@q’?@

W]

— |

40———0

Z0O mr

Four-wire three-phase, unbalanced
(low-voltage system)

SIMEAS P Terminals

G’G’G"’G’G’G"’G’G’G’G’

Four-wire three-phase, unbalanced
(high-voltage system)
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2.17 Commissioning

The ratings and information on the nameplate should be
checked prior to connecting the power supply voltage. In
particular, power supply voltage ratings, as well as input
voltage and current ratings should be verified. A warm-up
period of 15 minutes is required before the device will per-
form within specified accuracy limits.

The battery serves to buffer the memory and the real-time
clock of the SIMEAS P. The battery is included in the deliv-
ery scope. The battery is delivered in an isolated state.
Remove the cover of the battery slot on the top of the de-
vice and remove the battery and the isolation. Insert the
battery without isolation according to the polarity printed on
the top of the device (marking shield) and replace the bat-
tery cover.

If the battery voltage is low a blinking battery symbol occurs
in status line of the display. Please change the battery in
this case as described before. Use an isolated tool to re-
move the battery from the device to avoid a short-circuit!

WARNING!

Servicing of the battery circuit and replacing of the battery
must be performed by qualified personnel only.

Battery may explode if mistreated: Do not reverse the polarity!
Do not disassemble! Do not completely discharge! Do not
throw the battery into a fire!

The supplied battery contains lithium. Do not throw the bat-
tery into the trash! It must be disposed of in accordance with
the applicable regulations!
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After applying voltage to the power supply, the SIMEAS P
will run in the startup-phase for 15 seconds.

Power Meter
SIMEAS-P

SIMEAS 7KG7750
vVersion:XX.XX.XX

2.18 Configuration Overview

2.18.1 Operating Notes

This chapter describes the basic setting options of the SIMEAS P
that are made via the front buttons

A YV ENTER

The Main Menu of the programming level can be accessed from
the Measured Values screens via the ENTER button.
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2.18.2 Button Functions

The following functions are performed via the V A butions:

. Moving the cursor to the entry line.

. Scrolling through selection lists when entering settings.

. Selecting numbers when entering numerical values.
If the buttons are held down, the scrolling continues automatically.
The selected line, setting or number is confirmed by pressing the
ENTER button.

2.18.3 Screen Structure

Selecting * and pressing ENTER moves the cursor directly to the
data entry field on the same line.

Selecting > and pressing ENTER opens a new window for additional
data entry.

Selecting <ok and pressing ENTER confirms the settings and
returns the user to the previous level.

Selecting < cancel and pressing ENTER cancels the setting
changes just made and returns the user to the previous level.

*nr. screens: 10
*repeat ratio: 10Sec
*illumination: 2Min
*contrast: 3

>screen structure

<ok
<cancel
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2.18.4 Notes

. The selection of the measured quantity depends on the se-
lected input voltage and current connections.

. If the number selected is too large, #ERR# is displayed and the
input value is automatically set to the maximum value.

. If the power supply voltage is switched off during program-
ming, the message illustrated below appears when the device
is restarted. Therefore, the power supply voltage should only
be switched off in level 1 (measuring screens).

Note:

This means, that you should always leave the parameter screens

completely (OK or Cancel) until the measurement screens are

displayed again. This ensures that all parameters will be accepted
by the device.

Note:

Please check the parameters and the adjustment data afterwards,

to ensure the correct function of the SIMEAS P.

If you have adjusted the device manually, these data will not be

overwritten by default settings.

Message

Select "No"viathe ¥ A buttons to retain the settings as they
existed prior to the loss of power supply voltage.

Choose "Yes" by pressing the ENTER button to restore the default
settings.

Attention!

Parameter incorrect
reset?

No Yes
(arrow) (Enter)
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2.185

Overview of the Programming Levels: 7KG7750
A detailed description of the device programming is given in the

SIMEAS P Manual (Ordering no: E50417-B1076-C340-A1).

1 2 3 4 5
) 2.1 3.4 a1
Main menu screens data logger datettime | 4
limit value 4.2
basic screens | 32 group
L— binary states |43
22 . " 3.3 settings 4.4 current
settings basic settings Sverviow \ransformer
23 about 3.4 input 45 voltage
language 1 smMeEas ™ connection transformer
" 24 35 output 46 ..
dateltime —  reset S R limit value
log 281 1 esetmemory |36 L—1 interface |47 L—{ energy pulse
I— change code |48
—{ caiibration |4®
additional  |4:10 further
settings settings
screen 3.7 screen (4.1
content structure
—{ vomodue |38
L1 memory 39
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2.19 Testing and Calibration

A WARNING!

The following measures must be carried out in compliance with the
accident prevention instructions. Appropriate electrical tools must
be used.

A calibration instrument, which indicates AC voltages,
AC currents, and phase angles with an error of < 0.1 %, is
required for testing and calibrating the Power Meter.

For isolated test instruments, terminal N must be grounded.
A detailed description of the device calibration is given in

the SIMEAS P instruction manual (Order No: E50417-
B1076-C340-A1), chapter 6.1.
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2.20 Maintenance, Repair and Cleaning

The SIMEAS P does not require special maintenance. If
necessary, it can be checked in a laboratory and readjusted.

Repair of defective modules is never recommended be-
cause specially selected electronic components are used
which must be handled in accordance with the procedures
required by Electrostatically Endangered Components
(EEC).

Therefore, if a device defect is suspected, it is recom-
mended that the complete device be returned to the manu-
facturer. Use the original transport packaging or an appro-
priate packaging for return.

If it is unavoidable to replace individual modules, it is im-
perative that the standards related to the handling of Elec-
trostatically Endangered Components are observed.

A WARNING!

When carrying out changes on site, the instructions for handling
electrostatically endangered components must be observed (EEC).
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Cleaning

The meter should be mounted in a dry, dirt free location.
Once installed, it is not necessary to clean the device.

To operate properly and effectively, environmental condi-
tions should fall within the guidelines listed in the Technical
Data, chapter 2.9.

If necessary, the device can be switched off and wiped
with a clean, dry and soft cloth. Do not use solvents.

All technical data is subject to change without notice. The
reproduction, transmission or use of this document or its
contents is not permitted without the express written au-
thority of SIEMENS AG. Offenders will be liable for dam-
ages. All rights arising from the granting of patents or regis-
tration of a design are reserved.

© SIEMENS AG 2008
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o Note

l Please observe the instructions and warnings for your safety in the foreword.

Disclaimer of Liability

We have checked the contents of this document and every effort
has been made to ensure that the descriptions of both hardware
and software are as accurate as possible. However, since devia-
tions cannot be ruled out entirely, we do not accept liability for com-
plete conformity or for any errors or omissions.

The information in this manual is checked periodically, and neces-
sary corrections will be included in future editions. We are grateful
for any improvements that you care to suggest.

Subject to technical alterations.
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Foreword

Purpose of the manual

This manual describes the commissioning, operation and parameterization of the Power Meter
SIMEAS P 7KG7750/55.

Target audience
This manual is directed to the user of the Power Meter SIMEAS P.

Validity of the manual
This manual is valid for the devices SIMEAS P 7KG7750/55.

Additional support
For any questions concerning your system, please contact your local Siemens representative.

Hotline
Our Customer Support Center provides around-the-clock service.

Phone: +49 1805 247000

Fax: +49 180 5 242471

E-mail:  support.energy@siemens.com

Internet: http://www.powerquality.de/pq_da/index_e.htm

FAQ: http://www.siemens.com/energy-support/fag-en

Further documents
SIMEAS P Power Meter 7TKG775x Operating Instructions

Ordering no. E50417-B1074-C339

SIMEAS P PROFIBUS DP Manual
Ordering no. E50417-B1076-C238

Power Meter SIMEAS P Modbus Manual
Ordering no. E50417-B1076-C241

Power Meter SIMEAS P 7KG7750/55 Communication Protocol IEC 60870-5-103 Manual
Ordering no. E50417-B1076-C375

Power Meter, SIMEAS P 7KG7750/55, Manual 3
E50417-B1076-C340-A4, Edition 05.2011



Foreword

Training courses
Please ask our Training Center for information on the individual courses available:
Siemens AG

Power Transmission and Distribution
Power Training Center

Humboldtstr. 59
90459 Nuremberg

Germany
Phone: +49 911 433-7005
Fax: +49 911 433-7929

Internet: www.ptd-training.com

4 Power Meter, SIMEAS P 7KG7750/55, Manual
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Foreword

Information for your safety
This manual does not represent a complete listing of all the safety measures required to operate
the equipment (module, device) since specific operating conditions may make further measures
necessary. However, it contains information which you have to observe in order to ensure your
personal safety and in order to avoid material damage. The information is highlighted by a warn-
ing triangle and, depending on the degree of danger, is shown as follows:

DANGER
DANGER means that death or severe injury will result if the measures specified are not taken.
e Comply with all instructions, in order to avoid death or severe injuries.

WARNING
WARNING means that death or severe injury may result if the measures specified are not taken.
e Comply with all instructions, in order to avoid death or severe injuries.

CAUTION

CAUTION means that minor or moderate injury can occur if the measures specified are not
taken.

> [ >

e Comply with all instructions, in order to avoid moderate or minor injuries.

NOTICE
NOTICE means that property damage can result if the measures specified are not taken.
e Comply with all instructions, in order to avoid material damage.

® Note

l Important information about the product, product handling or a certain section of the documen-
tation, which must be given particular attention.

Qualified personnel

Commissioning and operation of the equipment (module, device) described in this manual must
be performed by qualified personnel only. As used in the safety notes contained in this manual,
qualified personnel are those persons who are authorized to commission, release, ground, and
tag devices, systems and electrical circuits in accordance with the safety standards.

Use as prescribed

The equipment (device, module) must not be used for any other purposes than those described
in the Catalogue and the Technical Description. If it is used together with third party devices and
components, these must be recommended or approved by Siemens.

Correct and safe operation of the product requires adequate transportation, storage, installation,
and mounting as well as appropriate use and maintenance.

During operation of electrical equipment, it is unavoidable that certain parts of this equipment will
carry dangerous voltages. Severe injury or damage to property can occur if the appropriate
measures are not taken:

e Before making any connections at all, ground the equipment at the PE terminal.

e Hazardous voltages can be present on all switching components connected to the power
supply.

e Even after the supply voltage has been disconnected, hazardous voltages can still be
present in the equipment (capacitor storage).

e Equipment with current transformer circuits must not be operated while open.

e The limit values indicated in the manual must not be exceeded; that also applies to testing
and commissioning.

Power Meter, SIMEAS P 7KG7750/55, Manual 5
E50417-B1076-C340-A4, Edition 05.2011



Foreword

Statemant of Conformity

This product complies with the directive of the Council of the European Communities
on the approximation of the laws of the member states relating to electromagnetic
compatibility (EMC Council Directive 2004/108/EC) and concerning electrical
equipment for use within specified voltage limits (Low Voltage Directive 2006/95/EC).

This conformity has been proved by tests performed according to the Council
Directives in agreement with the generic standards EN 61000-6-2 and EN 61000-6-4
(for EMC Directive) and with the standard EN 61010-1 (for Low Voltage Directive) by
Siemens AG.

This device was designhed and produced for industrial use according to the standard
EN 61000-6-4.

The product conforms to the standards IEC 60688, EN 60688 or DIN EN 60688.

6 Power Meter, SIMEAS P 7KG7750/55, Manual
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1.1 Delivery

1.1

Delivery

Delivery note

The power meter will be delivered in a cardboard box containing the SIMEAS P logo.

Contents of delivery

1 Device SIMEAS P

2 Panel mounting fittings (only 7KG7750)

1 Operating Instruction (Ordering no. E50417-B1074-C339)
1 Return Card

1 Device Test Report

1 Battery VARTA CR2032

WARNING
Warning: Danger of explosion of the battery.

Nonobservance of the safety instructions means that death, severe
injuries or considerable material damages can occur.

e Servicing of the battery circuit and replacing of the battery must be performed by qualified
personnel only. Battery may explode if mistreated.

¢ Do not reverse the polarity!
e Do not disassemble the battery!
e Do not completely discharge the battery!

¢ Do not throw the battery into a fire!

WARNING

Warning about battery disposal.

Nonobservance of the safety instructions means that death, severe
injuries or considerable material damages can occur.

e When discharged, or when properly secured against short-circuit, lithium batteries can be
disposed of through retailers or at depots run by competent organizations (e.g. in Germany
GRS collection points).

Note

The lithium-batteries in the equipment are subject to special provision 188/A45 of the dangerous
goods regulations of the different transport modes (as in edition 2003, lithium content and tests
of UN Manual of Tests and Criteria).

This is only valid for the original battery or original spare batteries. For general transport security
by shipment as freight: Electric equipment is only to be sent as freight if shut off.

12
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1.2 Ordering Data

1.2 Ordering Data

121  SIMEAS P 7KG7750

Description Order No.

SIMEAS P 7KG7750 7KG] 7] 715/ 0]- | O] |A]O] |-]OJAJA
Built in device for control panels 96 mm x 96 mm
with graphic display

I1/0 module (optional)

Front protection class

Communication interface and protocols

Power Meter SIMEAS P 7KG7750/55, Manual 13
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1.2 Ordering Data

1.2.2 SIMEAS P 7TKG7755

Description
Power Meter

SIMEAS P 7KG7755
Snap on mounting unit 96 mm x 96 mm, without
grafic display, front protection class IP 20

1/0 Module (optional)
Without (standard)
2 binary outputs
2 binary inputs
2 analog outputs
DC 0 mA to 20 mA / DC 4 mA to 20 mA

2 analog inputs
DC 0 mA to 20 mA

3 relay outputs

Communication interface and protocols
PROFIBUS DP and Modbus RTU/ASCII / RS485
IEC 60870-5-103 and Modbus RTU/ASCII / RS485

1.2.3 Parameterization Package

Description

SIMEAS P Parameterization Package

Software SIMEAS P PAR,
RS232/RS485 adapter

Type
RS485 / 5 V-power supply unit /
supply wltage AC 230 V / 50 Hz

RS485 / 5 V-power supply unit /
supply wltage AC 120 V / 60 Hz

14

Order No.

7KG] 717151 5]- | O] |A] O] 0] -] OJAJA

Order No.

7KG] 7] 0] 5] O} - | 8]A
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1.3 Dimensions

1.3 Dimensions

1.3.1 Device Variant SIMEAS P 7KG7750

Note: All dimensions in mm

3,9 _ 16,9

-

!

96

@ _
G

T

95,9

Fig. 1-1 SIMEAS P 7KG7750, variant IP 41
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1.3 Dimensions

Note: All dimensions in mm

1

15

100

94

Fig. 1-2 SIMEAS P 7KG7750, variant IP 65

16
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1.3 Dimensions

4,1

1:“
l

100

SIEMIERS

JEA— ]

=
101 .5

(=]

Fig. 1-3 SIMEAS P 7KG7750

Technical Data for Housing
Housing:
Panel section:

Protection class:

Terminals

Note: All dimensions in mm

Flush mounting according to IEC 61554/DIN 43700
92.0"%8 mm x 92.0"98 mm

front IP 41 or IP 65

terminals IP 20

for personal security IP 1x

Terminals for power supply, voltage inputs, current inputs, binary outputs, /0O modules

(optional):

Conductor cross section, rigid max.:
Conductor cross section with ferrule:
Stripping length:

Tightening torque:

RS485 interface

Power Meter SIMEAS P 7KG7750/55, Manual
E50417-B1076-C340-A4, Edition 05.2011

2.5 mm?

1.5 mm?
9 mm
0.4 Nmto 0.5 Nm

9-pole D-Sub miniature female connector
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1.3 Dimensions

1.3.2 Device Variant SIMEAS P 7KG7755

101,6
94,1

.

O

s
||l_‘_||-[r—._|J||

—

Note: All dimensions in mm

Fig. 1-4 SIMEAS P 7KG7755, snap on mounting unit

Technical Data for Housing
Housing shap on mounting unit
Protection class front / terminals IP 20

for personal security IP 1x

Terminals
Terminals for power supply, voltage inputs, current inputs, binary outputs, 1/0O modules
(optional):
Conductor cross section, rigid max.: 2.5 mm?
Conductor cross section with ferrule: 1.5 mm?
Stripping length: 9 mm
Tightening torque: 0.4 Nmto 0.5 Nm
RS485 interface 9-pole D-Sub miniature female connector
18 Power Meter SIMEAS P 7KG7750/55, Manual
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1.4 Block Diagram

Block Diagram

1.4
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Block diagram SIMEAS P 7KG7750/55

Fig. 1-5

The integrated battery serves to buffer the memory and the real-time clock.

Note

19
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1.4 Block Diagram

20

[ AL ][ A2 ][ A3 ][ A4 ]

[ Al J[ A2 ][ A3 ][ A4 ]

I V¢ —H ,“ Ly,
H N — \\F—i( )
+ 1 -+ 2 - + 1 -+ 2
L 50 Ohm 50 Ohm SIMEAS P
% %} TKG775x
2 x 0to 20 mA/ 2x0to20 mA |/O MOdUleS

4to 20 mA

‘ Analogue outputs ‘

slot A optional

‘ Analogue inputs ‘

slot A optional

slot A optional

‘ Binary outputs ‘

4»
e

o
;ﬂﬁ 2

slot A optional

‘ Relay outputs ‘

slot A optional

‘ Binary inputs

[ Al ][ A2 ][ A3 ][ A4 ]

[AT ][ A2 [ A3 ][ Ad]

Fig. 1-6

1/O modules (option)

Additional input and output modules (see ordering data, chapter 1.2) are available for the device
7TKG7750/55:

e Binary inputs (2 contacts with common contact)

e Binary outputs (2 contacts with common contact)

e Relay outputs (3 contacts with common contact)

e Analog inputs (2 channels)

e Analog outputs (2 channels)

Power Meter SIMEAS P 7KG7750/55, Manual
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1.5 Interface and Terminals

1.5.1  Terminal Assignment SIMEAS P 7KG7750/55

1.5 Interface and Terminals

= [ W &

110 |
Ne

L O i

L

Ty Inne ©),
SO ®w  Fh,
B OO & o
- M-I B IO
g HE2SL) v+ [0 e o l
S sieMENS [ i
SIMEAS P
@ Cat Il (400 V) / Cat 111 {230 V} @/
[

| — |

L2

[ ——— 1

Fig. 1-7 Terminal assignment SIMEAS P 7KG7750/55

WARNING
Warning about missing protection.

Nonobservance of the safety instructions means that death, severe

injuries or considerable material damages can occur.

e Always connect the earth to the earthing terminal @ of the SIMEAS P 7KG7750/55.

Power Meter SIMEAS P 7KG7750/55, Manual
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1.5 Interface and Terminals

15.2

22

Terminal Assignment

Table 1-1 Terminal assignment

Terminal Function
El I1 I Phase current 1, input
E2 I1 In Phase current 1, output
E3 Io I Phase current 2, input
E4 Io I Phase current 2, output
ES I3 Ic Phase current 3, input
E6 I3 Ic Phase current 3, output
F1 U4 Up Phase voltage 1
F2 U, Ug Phase voltage 2
F3 U Uc Phase voltage 3
F4 Uy Uy Star point voltage measurement
G1 Common Common | Common contact for the internal binary outputs 1

contact contact |and 2

G2 B2 B2 Binary output 2
G3 Bl B1 Binary output 1
H1 Protective ground
H2 N/- N/- Supply voltage -
H3 L/+ L/+ Supply voltage +

Alto A4 Optional, see Table 1-2, /0 modules

Power Meter SIMEAS P 7KG7750/55, Manual
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Table 1-2 1/0 modules (see Figure 1-6)
Modul Type Terminal Allocation Ordering no.
(see chapter 1.2)
not equipped A
BO A B
2 binary outputs 4 11O n.c.
3(|LLIO BO2+
2 1110 BO1+
1L | BOR
BI A c
2 binary inputs 411110 BI2+
3(|LLIO BIR
2 1110 BIR
T LG BI1+
AO A D
2 analog outputs 4 |1I11Q AO2-
31|LLI1O AO2+
2 110 AO1-
1 [0 AO1+
Al A E
2 analog inputs 4 |G Al2-
31|LLI1O Al2+
2 [|[[[]O All-
1 [0 All+
RO A G
3 relay outputs 4 [|[LLIG ROR
31|L1LIO RO3
2 ||L1]Q RO2
1 LG RO1

Power Meter SIMEAS P 7KG7750/55, Manual
E50417-B1076-C340-A4, Edition 05.2011
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1.5 Interface and Terminals

1.5.3 Assignment of the Interface

Table 1-3 Terminal assignment of RS485 interface

Pin No. RS485 Interface
Modbus / IEC 60870-5-103 Profibus DP
1 Shield Shield
2
3 A B(RxD/TxD-P)
4 RTS CTRL-A
> GNDgyr GNDgxr
6 5 Vexr +5 Vexr
7
8 B A(RXD/TXD-N)
9

The housing of the RS485 interface is connected to the protective ground. We recommend using
standard connecting cables. The bus termination is accomplished via the connecting cable.

The isolated supply voltage of the interface is available at the D-Sub female connector, thus
allowing the data signal terminating resistors to be connected to the connecting cable.

+5V

390 Q

390 Q

L

Fig. 1-8 Termination of the RS485 interface (external)
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1.5 Interface and Terminals

1.5.4  Connection Examples

1.5.4.1 General

The following are examples of current and voltage input connections (according to DIN 43807).
The device can be connected without current or voltage transformers as long as the maximum
voltage and current ratings of the device are not exceeded.

The voltage transformers can be connected in wye or open-delta configurations.

All input and/or output terminals not required for a particular input voltage and current configura-
tion are not used.

Terminal designation of measuring instruments for single-phase and three-phase alternating
current according to DIN 43807 / Oct. 1983:

DIN 43807 | 1 3 4 6 7 9 |11 ]| 2 5 8

Terminal T 1 T 1 T 0 N Us | Us | UC

SIMEASP | E1 |E2 |E3 |E4 |E5(E6 | F4 | F1 | F2 | F3

o Note

l The single ground connection of the instrument transformers is shown for illustration only. Actual
grounds must be installed directly at each instrument transformer.

1.5.4.2 Single-phase

IEAS P Terminals

Gl’ﬁﬁt?@t?ﬁ’ﬁl’ﬁ‘@’

Power Meter SIMEAS P 7KG7750/55, Manual 25
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1.5 Interface and Terminals

1.5.4.3 Three-phase, Three-wire, Balanced

> Terr
G|'?| @0 @@G’q’q‘ﬁl'

NOTICE
Do not exceed the maximum permissible voltage.
Nonobservance of the safety instructions means that property damage can result.

e The maximum secondary voltage is AC 480 V in this example. Do not exceed the maximum
permissible voltage between phase and earth.

1.5.4.4 Three-phase, Three-wire, Unbalanced ( 2 I, Aron Circuit)

NOTICE
Do not exceed the maximum permissible voltage.
Nonobservance of the safety instructions means that property damage can result.

e The maximum secondary voltage is AC 480 V in this example. Do not exceed the maximum
permissible voltage between phase and earth.

26 Power Meter SIMEAS P 7KG7750/55, Manual
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1.5 Interface and Terminals

1.5.45 Three-phase, Four-wire, Balanced

SIMEAS P Terminals

P2 OO OO0OPRO

%T L
— O .
K L

1

Z0O D »

1.5.4.6 Three-phase, Four-wire, Unbalanced (Low-voltage System)

SIMEAS P Terminals

PPPPPPPP99

1.5.4.7 Three-phase, Four-wire, Unbalanced (High-voltage System)

SIMEAS P Terminals

2299900929

Eﬂ
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1.5 Interface and Terminals

155

Commissioning

The ratings and information on the nameplate should be checked prior to connecting the power
supply voltage. In particular, power supply voltage ratings, as well as input voltage and current
ratings should be verified. An operating period of 15 minutes is required before the device will
perform within specified accuracy limits.

The battery serves to buffer the memory and the real-time clock of the SIMEAS P. The battery
is included in the delivery scope. The battery is delivered in an isolated state. Remove the cover
of the battery slot on the top of the device and remove the battery and the isolation. Insert the
battery without isolation according to the polarity printed on the top of the device (marking shield)
and replace the battery cover.

If the battery voltage is low the battery symbol occurs in status line of the display. Please change
the battery in this case as described before. Use an isolated tool to remove the battery from the
device to avoid a short circuit!

WARNING

Warning about battery change.

Nonobservance of the safety instructions means that death, severe
injuries or considerable material damages can occur.

e All electrical connections must get separated from the device before the battery change.

1.5.6

Electrical Connection

WARNING

Warning about dangerous voltages when operating an electrical device.

Nonobservance of the safety instructions means that death, severe
injuries or considerable material damages can occur.

e Only qualified people shall work on and around this device. They must be thoroughly familiar
with all warnings and safety notices in this instruction manual as well as with the applicable
safety steps, safety regulations, and precautionary measures.

e The following work is partly carried out at existence endangering voltages.

28
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1.5 Interface and Terminals

® Note
l During electrical installation, all rules and regulations for power systems must be observed.

e Short-circuit the current transformer secondary circuits before current connections to the
device are opened.

e The protective ground terminal of the device must be connected to the protective ground of
the panel or cubicle.

e For connection of an auxiliary DC voltage, the correct polarity must be used.
e All of the terminals should be checked to verify proper connections.
e The polarities and phasing of all instrument transformers should be checked.

e Before initially energizing the device with supply voltage, it shall be situated in the operating
area for at least two hours to ensure temperature equalization and to avoid humidity and con-
densation problems.
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1.5 Interface and Terminals
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Operation

Contents
The following chapters describe the operation of the SIMEAS P 7KG7750. The operation of the
SIMEAS P 7KG7755 is not described because this device has no display.
2.1 Screen Display 32
2.2 Screen Content 32
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2.1 Screen Display

2.1 Screen Display

Once the SIMEAS P has been connected and configured for its measuring task, the measured
guantities you have defined are displayed in screens.

— <> BdPMC ® Y Y O g AP 210

<>

= | uL1 231 35 Y
UE w2 230.87
Ulus 229.46

ULks v 2zss.4o \%
U 5

V2

e Specific screens can be selected via the two front arrow buttons vy 4
e Press an arrow button once to display the next or previous screen.
e Hold an arrow button down to scroll through the screens automatically

e If desired, automatic scrolling can be programmed for normal display. When scrolling, the
screens are arranged in a loop format (i.e., the first screen follows the last in one direction,
whereas the last screen follows the first in the opposite direction, etc.).

2.2 Screen Content

The simple and individual screen design enables you to read the information relevant to your
measuring tasks at a glance. The number of screens (max. 20), the screen types and their con-
tents can be parameterized as required.

2.2.1 Screen Types

The following screen types are available:
e three measured values - digital

e six measured values - digital

e Ul cosd

e three min-max values

32 Power Meter SIMEAS P 7KG7750/55, Manual
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2.2 Screen Content

2.2.1.1 3 Measured Values - Digital

Display of any three measured quantities from the measured quantities Table 3-1.

<> BdPMGC @ ¥ ¥ O g APs 2/10

wr 231.35
we  230.87 v
ws  229.46

2.2.1.2 6 Measured Values - Digital

Display of any six measured quantities from the measured quantities Table 3-1.

<> BdPMG @ Y Y O g APs 2/10
ULl 10.12 kV

uL2 10.34 kV

UL3 10.42 kV

L1 245 .4 A

IL2 244 .6 A

IL3 249 .4 A

2.2.1.3 U, land cos ¢ (Phasors)

e fast overview of the network conditions
e digital display of all connected phases

e measured quantities: U, |, cos ¢

U |
10.12 kV 245.4 A
10.34 kV 244 .6 A
10.42 kV 249.4 A
cos ¢
0.922 ind
0.923 ind
0.927 ind

Power Meter SIMEAS P 7KG7750/55, Manual 33
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2.2 Screen Content

2.2.1.4 3 Min-Max Values

34

Up to three measured quantities from the measured quantities tables (except energy and
metered values) can be monitored here.

The minimum, average and maximum values since recording was last initiated are displayed
for a specific measured quantity. The values remain valid in case of a power failure.

Recording is initiated (date and time):
e when the device is switched on or
¢ via "Reset" of the Min-Max values at the programming level.

If no date/time is set, the duration of the recording is indicated in hours and minutes. If the
time is set, the date and time of recording initiation are indicated.

<> BIPMGC ® YY O o AP. 2/10
29.08 Min-Max 12:30
A 230.11
ULl v 233.53 V
A 228.59
UuL2 v 231.47 V
A 227.33
UL3 v 233.48 Vv
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2.2 Screen Content

222 Status Bar

The screens (except for U, I, cos ¢) have a status line that displays the status of the device.

Diagnosis of bus . Status of device
- Binary outputs :
and device password protection

\ ™ /

| o [ 4
<> Bd/Prm C ( — fAP @ 2/10
T\ \ \
Phase rotation Receive or deliver Screen number and total
L Battery symbol
indicator energy number of screens
Meaning of the symbols
Symbol Meaning
<> Serial telegram sent / receive
Bd Searching for the Profibus baud rate
Cfg Waiting for the correct configuration of Profibus
Prm Waiting for the correct parameters of Profibus
O Direction of rotation from U 4 to U, (U, to Ug)

Receive (this symbol) or delifer (resistor symbol) energy

Status of binary outputs

/
If the battery voltage falls below the defined threshold, then the symbol
1 will be displayed in the status line. Please replace the battery in this case
(see chapter 1.5.5).

A

P

If the password protection is active a lock with a closed fastener will be
displayed.

Recording of average values active

Recording of power values active
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2.2 Screen Content
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Measured Quantities

Contents
The following chapters describe the measured quantities.
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3.1 Measured Quantities - Depend on the Connection Type

3.1 Measured Quantities - Depend on the Connection Type
Table 3-1 Measured quantities that depend on the input connection type
No. Measured Quantity 25 | £ 25| o §§’ ® 25’ 28| o 2% Designation
85 | 582|358 | 358 Bag | 3458
50 | 838 | 85| 8e5| 588| Lo
= O Stm| e8®| =8®| £Em | O 22
S | TET|FEg|FEE| R TES
) -]
1 (Space line)* X X X X X
2 Voltage L1-N X ULl
3 Voltage L2-N X ulL2
4 Voltage L3-N X ulL3
5 Voltage L1-L2 X X X X UL12
6 Voltage L2-L3 X X X X UL23
7 Voltage L3-L1 X X X X uUL31l
8 Voltage E-N* 0 0 0 0 0 U E-N
9 Current L1 X X X X X X IL1
10 |Current L2 X X X L2
11 | Current L3 X X X L3
12 | Average current* X X /3|1
13 |Neutral current N X X 10
14 |Real power L1 X X PL1
15 |Real power L2 X PL2
16 |Real power L3 X PL3
17 |Real power X X X X X X P
18 |Reactive power L1 X X QL1
19 |Reactive power L2 X QL2
20 |Reactive power L3 X QL3
21 |Reactive power X X X X X Q
22 | Apparent power L1 X X SL1
23 | Apparent power L2 X SL2
24 | Apparent power L3 X SL3
25 | Apparent power X X X X X S
26 |Active factor cos ¢ L1 X X COS PHI L1
27 | Active factor cos ¢ L2 X COS PHI L2
28 | Active factor cos ¢ L3 X COS PHI L3
29 | Active factor cos ¢ = X X X X X COS PHI
30 | Power factor L1 X X PF L1
31 |Power factor L2 X PF L2
32 | Power factor L3 X PF L3
33 | Power factor © X X X X X PF

¥ see Table 3-2, Explanation
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3.1 Measured Quantities - Depend on the Connection Type

No. Measured Quantity 25 | £ 25| o §§ ® 2% 285 | o 2% Designation
£5 | $5c| 558|358 25| 555
S| TEU|FEE|FES| R TES
=] -]
34 |Phase angle L1 X X PHI L1
35 |Phase angle L2 X PHI L2
36 |Phase angle L3 X PHI L3
37 |Phase angle X X X X PHI
38 | System frequency X X f
39 | Asymmetrical voltage X ASYM U
40 | Asymmetrical current X ASYM |
41 |THD voltage L1 X X THDU L1
42 | THD voltage L2 X THDU L2
43 | THD voltage L3 X THDU L3
44 | THD current L1 X X THDI L1
45 | THD current L2 X THDI L2
46 | THD current L3 X THDI L3
47 | Harmonic voltage L1* X X X X X X HU L1
5,7,11, 13, 17,19
48 | Harmonic voltage L2* X X X HU L2
5,7,11, 13,17, 19
49 | Harmonic voltage L3* X X X HU L3
5,7,11, 13,17, 19
50 |Harmonic current L1* X X X X X X HI L1
5,7,11, 13,17, 19
51 |Harmonic current L2* X X X HI L2
5,7,11, 13,17, 19
52 | Harmonic current L3* X X X HI L3
5,7,11, 13, 17,19
53 |Active energy L1 demand* X X WpL1d
54 | Active energy L2 demand* X WpL2d
55 | Active energy L3 demand* X WpL3d
56 |Active energy X demand* X X X X X Wpzd
57 |Active energy L1 supply* X X WpL1s
58 | Active energy L2 supply* X WpL2s
59 |Active energy L3 supply* X WpL3s
60 |Active energy X supply* X X X X X WpZs
61 |Active energy L1 total* X X WpL1t
62 | Active energy L2 total* X WpL2t
63 | Active energy L3 total* X WpL3t
64 | Active energy X total* X Wpzt
65 | Active energy (3L) demand X X X X X Whpnet
net*
¥ see Table 3-2, Explanation
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3.1 Measured Quantities - Depend on the Connection Type

No. Measured Quantity 05 |2 %g 022|288 e %g 053 Designation
gt | 369|328 | 58| 558 5<2¢
B | Eig|sis| 8| 85| sis
< |FED | EES| Ez8|TE®| &=<
= FES| FFEE = =]
) -]
66 |Reactive energy L1 X X WqL1li
inductive
67 |Reactive energy L2 X WqL2i
inductive
68 | Reactive energy L3 X WqL3i
inductive
69 |Reactive energy X X X X X X WqZi
inductive
70 |Reactive energy L1 X X WqLlc
capacitve
71 |Reactive energy L2 X WaqlL2c
capacitve
72 | Reactive energy L3 X WqL3c
capacitve
73 | Reactive energy X X X X X X Wqzc
capacitve
74 | Reactive energy total L1* X X WqL1t
75 | Reactive energy total L2* X WqL2t
76 | Reactive energy total L3* X WqL3t
77 | Reactive energy total ** X X X X X WqZt
78 | Apparent energy L1 X X WL1
79 | Apparent energy L2 X WL2
80 |Apparent energy L3 X WL3
81 |Apparent energy X X X X X WX
82 |Counterl1/2/3/4* X X X X X X Cntr.1,2,3,4
83 | Binary inputs X* X* X* X* X* X*
84 | Analog inputs X* X* X* X* X* X*
¥ see Table 3-2, Explanation
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Explanations to the Table 3-1

3.1 Measured Quantities - Depend on the Connection Type

Table 3-2 Explanation

No. Name Description

1 (Space line) If a space line is selected as a measured quantity, the corresponding
fields remain empty on the display screens.

8 Voltage E-N The displayed value of the voltages (E-N) is always 0, but the value of
residual voltage is shown, if it occurs.

12 | Average current The average value of the three phase currents is displayed here.

47 | Harmonics U /| For harmonics up to the 21st, the standards (IEC 61000-2-2 and

to EN 50160) specify compatibility levels only for harmonics of orders 5, 7,

52 11, 13, 17, and 19. Those of even order and those divisible by 3 are
considered irrelevant. Therefore, on the "Harmonics" screen, selection is
limited to all uneven orders up to the 21st. The selection of single
harmonics on the measured values screens is limited to the 5th, 7th, 11th,
13th, 17th and 19th.
For voltage harmonics, values are displayed as a percentage of the first
harmonic. For current harmonics, the values are displayed directly in A.

53 |Active energy demand | The default setting (industry mode) is "Load (standard)" indicated by a

to positive energy flow direction. You can configure the power supply

60 company mode. In this mode, a positive value indicates "Generator".

61 |Active energy total The sum of the absolute values (without sign) of active energy demand

to and active energy supply.

64

65 |Active energy (3L) Net energy is equal to energy demand minus energy supply. Because this

net demand measured value can be negative and can decrease as well as increase, it

is not possible to use this measured value to generate pulses via the
output contacts.

74 | Reactive energy total The sum of the absolute values (without sign) of inductive and capacitive

to kvarh.

77

82 |Counterl/2/3/4 Number of limit violations

83 |Binary inputs, optional

84 |analog inputs
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3.2 Formulas and Calculation of Derived Quantities

3.2

Formulas and Calculation of Derived Quantities

3.2.1 Calculation of Derived Quantities
Line Derived Quantity Formula Note
1 RMS value voltage, 18
distorted waveform included V= | — UZ
v
64‘/:1
2 RMS value voltage, 2 b2 From the Fourier coefficients a
fundamental component Uy |/ _ a + and b of the fundamental
only 1 2 component
3 RMS value current, 18
distorted waveform included | = |— i2
v
647+
4 RMS value voltage, 2 b2 From the Fourier coefficients a
fundamental component I; | = a + and b of the fundamental
only 1 2 component
5 Active power Psy 1 & . From sample values
P==>v,i,
64 <
6 Active — i ici
power Prour P= Val |a1 +Vbl |b1 From the Fourier coefficients
of the fundamental component
7 Active power Ppn 21 From the Fourier coefficients
P= Z(Van la, +Vb,1b,) of the fundamental component
=1 and from the harmonics.
8 Reactive power Qs 1 & S 1 Standard up to now, additional
Q= 72\/ i e 2 fault for distortions®
64 Y
v=1
9 Reactive power Qrour Q — Vailbl +Vbl |a1
10 Reactive power Qpin 21 From the Fourier coefficients
Qu = z:(\/an Ib, +Vb, la,) of the fundamental component
n=1
11 Apparent power Sstd S=V..- L +V..-l.+V.. -1l From the RMS values
N N2 SNTs according to line 1 and 3
12 Apparent power Sgour S=.NZiv2 tv2 . 12112412 From the RMS values
w Von F Van ‘/ t ot according to line 1 and 3
13 Apparent power Spin S= N2 V2 V2 . 12412412 From the RMS values
\/ w FVon FVan ‘/ 1l tls according to line 2 and 4
14 Power factor p‘ P No sign!
COSp="— or ——
SDIN
15 Power factor DIN ‘p‘ No sign!
CoOsp=—-
SDIN
16 Power factor cos ¢ P Four quadrants according to
CoSp = L note 4
Sl
17 Phase Angle Q From the fundamental
Q= arctangl component only!
1

1 According to classic measuring devices (electrodynamic power meter)
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3.2 Formulas and Calculation of Derived Quantities

Line Derived Quantity Formula Note
18 System frequency N Refer to note 1
f=
P
19 Active energy demand The active energy demand will
W = z PV forP>0 be calculated every second.
v=l
20 Active energy supply The active energy supply will
W = P forP<0 be calculated every second.
v
v=1
21 Active energy without sign Calculation without sign
W=>P,
v=l
22 Active energy net demand Calculation with sign
w=Y"p
v=l
23 Asymmetrical voltage U or G Refer to note 2
current | V=— Range is 0 to «, avoid division
M by 0!
24 THD voltage, current Refer to note 3
25 Harmonics From Fourier transformation
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3.2 Formulas and Calculation of Derived Quantities

3.2.2

Note 1

Note 2

44

Remarks to the Measuring Quantities

Asymmetry

T 20 < 3T Az

Nominal value of the counting pulses per period at nominal value of the system frequency
Nominal value of the period length of the system frequency in ps

Counted pulses within one period

Unbalanced system
Balanced system

Vector of the measured quantity, U y or I, from Fourier transformation

No. of Equation

Equation

! G =+/A? +B?
2 2 2

A=M, +M,cos (olz—gﬁ +M;cos (013+§7z
3 B=Mzsin[gplz—gﬂJ+Mssin[gpl3+g7rJ

3 3

4

M =+/C?+D°*
> C=M,+M, cos(go12 +§7z)+ Mscos(go13 —%n}
6

D=M, sin(go122 +§7zj+ Mgsin((p13 —%n]
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3.2 Formulas and Calculation of Derived Quantities

Note 3
Derivation of the formula:

Total distortion D according to IEC 61000-2-2:

Equation No. 7:

u,: U,/U;

n Order of the harmonic

U, Voltage of the n-th harmonic

U, Voltage of the fundamental component

N 40, for SIMEAS P: 21

M, Harmonic (n-th order) of voltage or current

M; Fundamental component of voltage or current

Itis possible to derive the result from the harmonic M, and the RMS value M of the distorted
measured quantity. With the root ,H* from equation 8:

Equation No. 8:
[ng 2 2
H=\M ges Ml

Mges: RMS value of the distorted measured quantity U or |

M. RMS value of the fundamental component of the measured quantity

Inserting the values into the equation results in:
Equation 9:

THD=-1 H=1 /MZ —m?
M, M

ges
1 1

Inserting 1/M1 into the root results in:
Equation 10:

MZ -M? (M2
THD = |50 =t = | -1
1 1
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3.2 Formulas and Calculation of Derived Quantities

cos ¢ = positive + ind

Oo

cos ¢ = positive + cap

Note 4
4 Quadrants
90°
Il
cos ¢ = negative + cap
PF+ Q+ PF+
180°
Q- Q-
cos ¢ = negative + ind
PF+ PF+
1] 270° v
P-, active energy - \P+, active energy +
46
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3.3

3.3.1

3.3.2

3.3.3

3.34

3.3 Connection Modes

Connection Modes

Four-wire Three-phase Current with Any Load

Depending on the measuring method some quantities to be measured are not available. For the
method according to DIN, for example the apparent power S or S; are available; only S can
be calculated.

Single-phase AC

The measuring path for the voltage is A-N for the voltage and A for the other quantities. This
applies also for the power values. The apparent power according to DIN, the reactive power Q,q;
DIN and the asymmetry are not valid.

Four-wire Three-phase Current with Symmetrical Load

Current A and voltage A-N are available. You can display the same measured quantities as for
Single-phase AC. For power %, the value calculated from U and | must be multiplied by 3. For
power, power factor, cos ¢, phase angle and energy only the sum is relevant. The measurement
values Asymmetrical U or | are not available. THD and harmonics can be derived for A only.

Three-wire Three-phase Current with Symmetrical Load

For this connection mode, an artificial neutral point is formed via resistors. Since this internal
neutral point is connected to the grounding conductor, it cannot be used here. The reactive
power (Standard) can be derived from Us, and I;:

Equation 11:
\/5 64 _
Q :_zusz L
64 var} vy

You have to calculate ug, from usg - U,¢. To calculate the reactive power for the fundamental
Q1, the adequate phasors are used. For the reactive power (Standard), sample points, which are
shifted by 90°, are used for the voltage.

Equation 12:
3& -iZ.
P=—"" Uy, e ?i
32v v
64 7=

To calculate the active power of the fundamental P, the adequate phasors are used. The mea-
surement values Asymmetrical U or | are not available. THD and harmonics cannot be calcu-
lated. The apparent power is the multiplication of the RMS values voltage and current, e.g.:
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3.3 Connection Modes

3.3.5

48

Equation 13:

S:\/§'U32'|1

For S;, the RMS values of the fundamental component are used; as symmetrical load is sup-
posed Spy = S.

Three-wire Three-phase Current with Any Load

For this connection mode, the phase-to-ground voltages are not available. Active and reactive
powers are calculated from the formulas of the two-wattmeter (Aron) circuit:

Equation 14:
1 64 . 1 64 ]
P = a VZ; ulZvllv + 6_41,2:; u23v|3v

This is also valid for the calculation via Fourier analysis. For the reactive power according to clas-
sic measuring devices (electro dynamic power meter), the following equation is valid:

Equation 15:

1
—

1 u .- 1 & RS
Q :6_42u12vllve ? +azu23vl3ve ?
v=l v=l

Distortions will cause an additional fault. For the apparent power (classical method), the following
equation is valid::

Equation 16:

S :\/g(ulzll"'uzsls)

For the apparent power according to DIN calculated from the phase voltages, the following equa-
tion is valid:

Equation 17:

S =\/%(uf2 FUL+U2) 12412412

In both cases, current B must be calculated from the geometrical sum of the currents -A and -C.
To do this, you can sum up the sample points or the Fourier coefficient.

The artificial neutral point does not allow measuring the voltage asymmetry exactly and is not
realized. The measured values are only exact, if you use a four-wire net with neutral point. Often
the three-wire net is used only to save the cable connection to current transformer 2. Only in this
case, it would be useful to measure the asymmetry.
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3.4

3.4 View of Measured Quantities and Error Limits

View of Measured Quantities and Error Limits

Table 3-3

Measured values and tolerances

Measured Values

Measuring Path *

Menu

Tolerances ?

Voltage L1-N, L2-N, L3-N
Voltage L1-L2, L2-L3, L3-L1,%°
Current L1, L2, L3,N, z°
é(gle;ﬁ;r?&l\frszpply L1,12,13, %
figgyi‘fein%ower Q L1, L2, 13,5
Apparent power S L1, L2, L3, X
Power factor |cosg| * L1, L2, 13,%
Active power factor cose * L1, L2, 13,2
Phase angle * L1, L2, 13,X
System frequency ° L1-N

Active energy demand L1, L2, L3, %
Active energy supply L1, L2, L3, X
Active energy total L1, L2, L3,
Active energy net demand [T

Reactive energy cap L1, L2, L3,
Reactive energy ind L1, L2, 13,2
Reactive energy total L1, L2, 13,2
Apparent energy L1, L2, L3, X

Unbalance voltage

Four-wire system

Unbalance current

Four-wire system

THD voltage L1, L2, L3
THD current L1,L2,L3
Harmonic voltage

5.,7.,11., 13., 17. and 19. H. L1, 12,3
Harmonic current L1, L2, L3

5,7.,11,13,17. and 19. H.

Limit violation

Counter1to4

Analog input ®

external

Binary input °

external

T T T R e I e e R R R e I T T T T

+0.2 %

0.2 %

0.2 %

0.5 %

0.5 %

+0.5%

0.5 %

+0.5%

+2°

+10 mHz

0.5 %

0.5 %

0.5 %

+0.5%

0.5 %

0.5 %

0.5 %

+0.5%

0.5 %

+0.5%

0.5 %

0.5 %

+0.5%

0.5 %

0.5 %
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3.4 View of Measured Quantities and Error Limits

1) Phases are displayed based on the type of connection.

2) Tolerances at reference conditions (see chapter 7) are applicable from 0.1 to 1.2 x nominal
range.

3) Average value of all phases.
4) Measuring beginning with 2 % of the internal apparent power in selected measurement range

5) Measuring beginning with 30 % of the input voltage L1-N

6) Optional
7) Limit values for the complete temperature range (see chapter 7) referring to: 0.1 to 1.2 x nom-
inal range.
Symbol Function
v Measured values can be displayed on measured value screens (only 7KG7750)
H Measured values selectable over communication
Y Measured values selectable for list screens and oscilloscope (only 7KG7750)
50 Power Meter SIMEAS P 7KG7750/55, Manual
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Device Parameterization

Contents
The following chapters describe the device parameterization of the SIMEAS P 7KG7750 using
a graphic display. The parameterization of the SIMEAS P 7KG7755 using PC software is
explained in chapter 5.
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4.3 Main Menu 55
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4.8 Parameterization Screens 73
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Power Meter SIMEAS P 7KG7750/55, Manual 51

E50417-B1076-C340-A4, Edition 05.2011



4

4.1 Operating Notes

4.1

41.1

4.1.2

52

Operating Notes

This chapter describes all of the setting options of the SIMEAS P that are made via the front but-
tons.

A v ENTER

The Main Menu (programming level 2, see chapter 4.3) can be accessed :

¢ from the measured values screens, the min-max values screens or the screen U, |, cos ¢ via
the ENTER button,

e from the data logger: use the arrow buttons to select the Date/Time screen and press the
ENTER button.

Button Functions

The following functions are performed viathe W A buttons:
e Moving the cursor to the entry line,

e Scrolling through selection lists when entering settings,

e Selecting numbers when entering numerical values.

If the buttons are held down, the scrolling continues automatically. The buttons generally cycle
between cursor, parameters or numbers.

The selected line, setting, or number is confirmed by pressing the ENTER button.

Windows Structure

Selecting * and pressing ENTER moves the
cursor directly to the data entry field on the ™™g |

; *No. screens: 10
same line. *repeat ratio: 0Sec
Selecting > screen structure and pressing *illumination: 2Min
ENTER opens a new window for additional \ *contrast: 5
data entry. >screen structure

Selecting < OK and pressing ENTER con- — <0k
firms the settings and returns the user to the

. <cancel
previous level. /

Selecting < Cancel and pressing ENTER
cancels the setting changes just made and
returns the user to the previous level.

Power Meter SIMEAS P 7KG7750/55, Manual
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4.1.3 Notes on Parameterization

4.1 Operating Notes

e The measured quantities offered for selection in the screens depend on the connection type

selected.

e The numbers entered are checked for plausibility and the note: "ERR" is displayed if required.
The input value is then set to the maximum value.

e If the power supply voltage is switched off during programming, the message illustrated

below appears when the device is restarted. Therefore, the power supply voltage should only

be switched off in level 1 (measuring screens).

Select Noviathe VW A  buttons to
retain the settings as they existed prior to the
loss of power supply voltage.

Attention!

Parameter incorrect

Choose Yes by pressing the ENTER button reset?
to restore the default settings.
No Yes
(arrow) (Enter)
o Note
l This means, that you should always leave the parameter screens completely (OK or Cancel) until

the measurement screens are displayed again. This ensures that all parameters will be accepted

by the device.

o Note

l Please check the parameters and the adjustment data afterwards, to ensure the correct function

of the SIMEAS P.

If you have adjusted the device manually (refer to chapter 6), the adjustment data will not be

overwritten by default settings.
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4.2 Overview of the Levels

4.2 Overview of the Levels

1. Level 2. Level 3. Level 4. Level 5. Level
Main menu Screens 21 Data logger 81 Date / Time |*!
Basic screens 3.2 Limit value | %2
group
|| Binary states 43
Settings |22 Basic 33 Settings | ** Current 51
settings overview transformer
Language 23 about SIMEAS 3'4_ Input 45 Voltage 52
connection transformer
Date/Time |%* |  Reset 35 | outputs |48 Limit values | 5-3
5.4
25 3.6 4.7 Energy
L Log L Reset || Interface pulse
memory
IEC 60870-5- | 55
Changing 4.8 103 settings
code
| | Calibration 4.9
|| Additional |4.10 Further 56
settings settings
L] Screen 37 Screen 411
content structure
1/0 module |38
L] Memory 3.9
54 Power Meter SIMEAS P 7KG7750/55, Manual
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4.3 Main Menu

The main menu is used to access various submenus.

>screens
>settings
>language
>date/ time
>log

<close

43.1 Screens

Use the ENTER key to switch between the displays

e Main menu

e Measured value screens

e Data logger

4.3.2 Settings

4.3 Main Menu

The setup masks for device parameterization can be selected from the Parameters menu.

>pasic settings
>about SIMEAS
>reset

>reset memory
>screen content
>1/0 module
>memory

<close

Power Meter SIMEAS P 7KG7750/55, Manual
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4.3 Main Menu

4.3.3 Language

Language
Here you can select the language of the SIMEAS P.
e D =German
e GB =English

Designation
Change of the conductor designations in the screens:

e ab,c
e L1,L2,L3

*language: GB
*description:a,b,c

<ok
<cancel

434 Date / Time

SIMEAS P requires time information for the following functions:
e Oscilloscope
e Log entries

e Measured value memory

*date: 01.02.2001
*time: 10:17:57 am
*12/24h: 12

CEST: 00.00 to 00.00
binary 1nput:BE2

<ok

<cancel

One binary input (optional) may be used for time synchronization via minute impulse.

The data for summer/winter time and the binary input can only be set via the PC software SIM-
EAS P parameterization (refer to chapter 5).
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4.3 Main Menu

435 Log

The screen Log displays date and time of the most recent status changes.

failure dd .mm.yy
hh:mm:ss

power on -

settings - vV A

reset limit . -

reset average . .
reset power -
reset osc. - -
set clock - .

reset binary - -
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4.4 Basic Settings

4.4

44.1

58

Basic Settings

Here you can make the most important settings directly on the device.

>settings overview
>input connections
>output contacts
>interface

>change code
>calibration
>additional settings
<ok

Settings Overview

Settings Overview is where the most important settings associated with the device are displayed.

calc. mode:standard

4 wire unbalanced
current range: 1.2A
voltage range: 480V
rel 1: limit valuel
rel 2: limit value2
bus adr.:111

<cancel
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4.4.2 Connection / Transformer

Input connection
As shown in chapter 1.5.4, the connection mode can be selected here.

e Single-phase AC

e Three-phase, four-wire, balanced

e Three-phase, four-wire, unbalanced

e Three-phase, three-wire, balanced

e Three-phase, three-wire, unbalanced (2 x 1)
e Three-phase, three-wire, unbalanced (3 x 1)

Three-wire, unbalanced can be selected either with the connection of two current transformers
(standard / Aron measuring circuit) or three current transformers.

input connection
*three-wire
unbalanced (3*1)
>current transformer
>voltage transformer

<ok
<cancel

4421 Current Transformer

. Yes: Current transformers utilized (max. primary: AC 999999 A, secondary: AC 6 A)

° No: Current transformers not utilized

*current transf.: No
A/ A
*measuring range 1.2A

<ok
<cancel

Measuring range
The secondary input current measuring range is selected for the SIMEAS P as follows:

e 12A: nominal input AC 1 A
e 6A: nominal input AC 5 A
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Caution

e You must make these settings for a direct connection or for a connection with current trans-
formers.

e The selected measuring range must be greater than the secondary rating of the current
transformer!

e The accuracy of SIMEAS P (see table 3-3) is based on the selected measuring range.

e The determination of this range indicates the maximum current value that can be displayed
on the device.

Note

When you change the current transformer settings, the power calculation in the device has to be
reset.

Example

4.4.2.2

CT rating: 500 /1 A
Measuring range 1.2 A:  Maximum display range: AC 0 A to 600 A
Measuring range 6 A: Maximum display range: AC 0 A to 3000 A

Voltage Transformer

e Yes: Voltage transformers are utilized (max. primary: AC 1000 kV, secondary: AC 600 V)

e No: Voltage transformers are not utilized

*voltage transf.:No
kv/ V
*meas. range L-L 480V

<ok
<cancel

Measuring range

60

e 132V  nominal input AC 100/110 V
e 228V  nominal input AC 190 V
e 480V  nominal input AC 400 V
e 828V  nominal input AC 690 V
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Selectable measuring range L-L Equivalent to measuring range L-N
ACOVto132Vv ACOVto76.2V
ACOVto228V ACOVto132Vv
ACOVto480V ACOVto276V
ACOVito828V ACOVto480V

Upto U, =480V, the SIMEAS P can be connected directly without a transformer. In three- and
four-phase networks, except for three-phase networks without neutral (see the respective
notes), the SIMEAS P can also be connected directly without a transformer up to U, | =690 V.

You must make these settings for a direct connection or for a connection with current trans-
formers.

The selected measuring range must be greater than the secondary rating of the voltage
transformer!

The accuracy of SIMEAS P is based on the selected measuring range.

The determination of this range indicates the maximum voltage value that can be displayed
on the device.

"The frequency measurement of the SIMEAS P is initiated only when the measured voltage
is > 30 % of the maximum voltage of the measuring range.

Measurements in three-phase networks without neutral in V-connection (1:1 transformer) are
possible up to a nominal voltage of U, =400 V. With this nominal voltage, the measuring
range U | = 690 V must be parameterized.

For measurements in three-phase networks without neutral in V-connection and a nominal
voltage of U, =690 V, the voltage must be transformed to U, | <400 V. The measuring
range to be parameterized is then also U | =690 V.

In IT networks, the SIMEAS P cannot be connected directly because the voltage is measured
against the PE conductor connection and the input impedance of the device causes a leak-
age current against earth. The leakage current can cause tripping of the leakage protective
system in IT networks. Please make sure that the maximum permissible input voltage of the
SIMEAS P against earth U o = 480 V is not exceeded (e.g., due to an earth fault of one
phase). Voltage transformers must be used in IT networks.
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4.4.3

Selection

62

Outputs

Here, the user can determine the function of the programmable output contacts (potential-free
electronic relays). Further contacts can be assigned in devices with I/O modules of the binary
output or relay output type (option).

o Off

. SIMEAS P is on
. Energy pulses
. Limit value 1

. Limit value 2

. Limit value 3

. Limit value 4

. Limit value 5

. Limit value 6

. Limit value 7

*relayl: limit valuel
*relay2: rotation

<ok
<cancel

Contact has no function

Contact closed if power supply voltage is present.

If selected, a new window "Energy Pulses" appears.
If selected, a new window "Limit Value 1" appeatrs.
If selected, a new window "Limit Value 2" appears.
If selected, a new window "Limit Value 3" appeatrs.
If selected, a new window "Limit Value 4" appears.
If selected, a new window "Limit Value 5" appears.
If selected, a new window "Limit Value 6" appeatrs.

If selected, a new window "Limit Value 7" appears.

. Direction of rotation This option allows you to output the rotation direction of the voltage.

e 1: Contact activated; direction of rotation for clockwise display
(phase sequence L1-L2-L3, clockwise rotation)

e 0: Contact deactivated; direction of rotation for anti-clockwise display
(2 phases interchanged, anti-clockwise rotation)
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4.4.3.1 Screen for Energy Pulses

energy pulses
*energy: WpLl1 d
*value: 0.0088kWh/Imp
*pulse length:200ms

<ok
<cancel

Energy
Selection of an energy or other metered quantity from the table 3-1 (depends on the type of the
input connection).
Value
Selection of the amount of energy required to generate a pulse.
Puls length
Can be selected from 50 ms, 100 ms, 150 ms, 200 ms to 500 ms.
o Note
l An explanation on power metering can be found in chapter 5.7.2.

4.4.3.2 Screen for Limit Values

limit value

*hysteresis: 1.0%
*pulse length: 1 s
*filter time: 1.0s
>further settings

<ok

<cancel

The values entered for hysteresis, pulse length and filter time are valid for all logically connected
measured quantities.

Hysteresis
e Input of 0.1 % to 10 % of rated value

e Percentage refers to nominal values
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Puls length
e 05s5,15,5s,10s,30s,60s,300s

e == (triggering for as long as a limit violation applies)

Filter time
Input of 0.0 s to 9.9 s max. (minimum time during which a limit violation must occur to launch a
triggering)
o Note
l Limit violations are recorded reliably only from a duration of > 1 s.

Limit values
e Selection of any measured quantity from the table 3-1 (no energy or metered quantities)

e Selection as to whether triggering should be launched when the measured quantity exceeds
or drops below the threshold value (< >).

e Selection of the threshold value that initiates triggering.

e Additional measured quantities can be connected logically via "AND" or ,,OR". A maximum of
six measured quantities are possible.

Note

You can parameterize limit value groups also in ,Additional Settings* - ,Counter” (level 4, see
chapter 4.2)!
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4.4.4 Communication Interface

4.4.4.1 General Settings

*bus address:112
*baudrate: 192008Bd

*parity: E
*protocol: IEC 103
>IEC 103 settings
<ok

<cancel

Bus addres
Input address 1 to 254

Baud rate
e Selection only for connection to a PC or Modbus. The following baud rates are allowed:
300 bit/s, 600 bit/s, 1200 bit/s, 2400 bit/s, 4800 bit/s, 9600 bit/s, 19200 bit/s, 38400 bit/s,
57600 bit/s, 115200 bit/s.
e The baud rate of the Profibus is supported automatically up to 12 Mbit/s with the selection
being performed via the master station.
o Note
l The Baud rate is selected during parameterization (using SIMEAS P Par or the display). It can
be set in the range between 300 bit/s and 115200 bit/s, for the IEC 60870-5-103 protocol, how-
ever, only in the range between 9600 bit/s and 38400 bit/s.
Parity
e Only for Modbus (N = None, E = Even, O = Odd)
Protocol

e SIMEAS P ASCII Protocol: PC RS485 (for connection to a PC via programming software)

e Profibus DP (with firmware version V3 only) or
IEC 60870-5-103 (with firmware version V4 only)

e Modbus RTU
e Modbus ASCII

® Note
l At delivery, the following communication parameters are preset:
Address: 1
Protocol: PC-RS485
Baud rate: 9600 bit/s
Parity: No
Power Meter SIMEAS P 7KG7750/55, Manual 65

E50417-B1076-C340-A4, Edition 05.2011



4

4.4 Basic Settings

4442

IEC 60870-5-103 Settings

*MV range: 240%
*Harmonics: no
*Counters: no
<ok

<cancel

Measuring value range (MV range)

Parameterization of the measuring value range.
Settings:

e 120 %

o 240%

Transmit Harmonic

Parameterization of the transmission of harmonic values for the harmonics as per
IEC 60870-5-103 protocol.

Settings:
e yes Transmit

e no No transmit

Transmit counter values

Parameterization of the transmission of metered values (for power and pulse) as per IEC 60870-
5-103 protocol.

Settings:
e yes Transmit

e no No transmit

Note

The IEC 60870-5-103 parameters MV range, Transmission of harmonic and Transmission of
metered values are also offered if Modbus has been selected as a protocol. The settings, how-
ever, are then ineffective.
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445  Changing the Password

*codel: 000000
* off
*code2: 000000
* off
<ok

<cancel

445.1 Password of Code 1

off:

on:

No function

Active if code 2 is active

Secured functions:

Parameterization the screens

Reset

Language / Designation

4.45.2 Password of Code 2

off:

on:

No function (code 1 is also deactivated )

Code activated

Secured functions:

Basic settings

Notes

A password always consists of a 6-digit number.

If you have forgotten the password, the device can also be activated by using the master
password. Please contact our hotline for the master password.

Password 1 is only active if password 2 is also activated.

If both password 1 and password 2 are activated, password 2 can be used to access all pro-
tected functions of password 1.

If an identical password is chosen for password 1 and password 2, all functions of password
1 and password 2 can be activated by means of a single password.

In Level 1, a lock displayed on the status bar indicates whether the status of the device is
password protected (lock closed) or unprotected (lock open).

After a password has been programmed, a time of 1 minute elapses before it is activated in
level 1 (the activation can be detected when the lock closes on the status bar).
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e |If the protected functions are called in the menu, a window for entering the password
appears.

o [f a protected setting is activated by means of a password, all other settings associated with
this password are activated as well. A reactivation is required after a time of 1 minute has
elapsed in level 1.

446 Calibration

See chapter 6 "Calibration".

4.4.7  Additional Settings

>counterl-limitvaluel
>counter2-l1imitvalue2
>counter3-limitvalue3
>counter4-limitvalue4
>further settings

<ok
<cancel

Counter 1to 4

Counters 1 to 4 can be displayed in the screens. Limit value groups can be assigned to these
counters. If a counter is selected, another window is opened for defining the limit value group
(see outputs).

Note

Limit value groups can also be parameterized under Outputs - Limit value group (level 4, see
chapter 4.2)!
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4.4.8 Further Settings

*calc. mode: standard
*current direction: +
*direction of power:+
*zero point: 0.3000%

Uen: calculation
AO settings

<ok

<cancel

Calculation mode

e Standard
e DIN
e [Fourier

The calculation mode for some measured quantities can be changed here. For further informa-
tion, see the chapter 3.1.

Current direction
e + Default setting for correct connection according to standard and back panel marking

e - Currentdirection is negated (change the current direction to avoid changing the connec-
tors)

Direction of power
e + positive energy flow direction = energy demand

negative energy flow direction = energy supply
e - positive energy flow direction = energy supply

negative energy flow direction = energy demand

Zero point
The zero point suppression can be changed here.

Can be selected from 0.0 % to 10.0 % of the upper limit of the measurement range (default set-

ting: 1 %)
o Note
l Due to its high precision, SIMEAS P can measure voltages and currents even without measuring

values connected to